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Explosion of loT on Enterprise Networks
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Explosion of loT on Enterprise Networks
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Attacks on Unmanageable Devices are Increasing

600% Increase in attacks from 2016 to 2017

46(y had a breach or security incident
¥ associated with loT security.

of all identified attacks in enterprises will
involve unmanageable devices by 2020.
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Agentless IoT Security Platform
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 Managed and unmanaged * Risk and threat quantification  Remove suspicious devices
» Wired and wireless  Behavioral analysis » Manually or per policy
» On and off the network * Anomaly detection * Inform firewall, SIEM, etc.
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ISSUE — SMART DEVICE ATTEMPTING TO INFECT OTHER DEVICES
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Unauthorized Network Bridge
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A printer that is connected to the wired network has an open hotspot on it, providing
access to unauthorized parties.

I Monitored the I Inventories devices I Designed to protect I IPS looks for attack
airspace. and controls entry to the perimeter. behavior, not for
! Discovered printer the network. I' Does not monitor dormant open
with open hot spot, I' Does not monitor open hOtSpOtS or hOtSpOtS.
provided an alert. open hotspots or connections tothose | UEBA would not see
! lfthere were any external connections hotspots. the hotspot or the
actual connections to to printers. external
the printers, Armis connections.

would discover those
too
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