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10 Best Practices to Secure your Organization

The risk of a data breach is ever present and can prove disastrous for any business. It’s vital to 
guard against cyber-attacks, but also to establish solid plans to ensure you react to any breach in 
the right way.

It has never been easier for cybercriminals to infect your business with malware or ransomware. A 
vast array of malware tools can be bought on the dark web, complete with helpdesks for hackers, 
so the barrier to entry is low. Most hackers will sit on your network for days, weeks, or even 
months, gathering intelligence to infiltrate your systems and then try to exfiltrate data undetected.
While preven�on is be�er than cure, it’s not always possible. The smart move is to take what 
ac�on you can to guard against intrusion, but also to employ intelligent real-�me defenses, and to 
cra� detailed ac�on plans and procedures to handle any incidents that do arise. These best prac�ces
will help you reduce the risk of a data breach occurring in the first place, but also reduce the impact 
and damage if the worst does happen. 

1. Establish a risk baseline

The first step in securing your organiza�on is to determine what level of risk you are willing to 
tolerate. Every business is different. You must assess your data and workflows to find out what the 
key risks are that would damage your business, and plan to address them in order based on the 
threat that each one poses. It’s unlikely you’ll be able to cover every base, so to extract maximum 
value from your resources, make sure you understand where your baseline is and apply a triage approach. 

2. Capture a complete picture of your network

From printers to security cameras to smartphones, the number of exploitable endpoints on your 
system is growing all the �me. It’s vital that you have a complete inventory of devices, including 
small devices and sensors that fit into the Internet of Things category. Your ability to protect your 
network depends upon you having a clear, fully mapped picture of it.  

3. Build a user awareness program

It’s easy to focus on the technology and tools that promise to bolster your security efforts, but the 
simple truth is that people are usually the weakest link in your defenses. People click on links they 
shouldn’t, they respond to increasingly sophis�cated phishing a�acks, and they unwi�ngly invite 
malware onto your network. It’s crucial that you train your staff to spot security risks and teach 
them how to respond appropriately. Put a proper security awareness training program in place and 
test your employees regularly to ensure that it’s working. 

4. Assess and patch vulnerabili�es

Many data breaches occur because of a simple failure to address known vulnerabili�es. Organiza�ons 
can be alarmingly slow to update so�ware and patch issues, even a�er alerts are sent out. Make 
sure you have a stringent update policy in place and consider employing a tool that can flag your 

exis�ng vulnerabili�es.

5. Do root cause analysis

If an incident or a breach does occur, then treat it as a learning opportunity. You may assume that 
�cking all the boxes will keep your data safe, but new a�ack vectors are uncovered every day.
A root cause analysis will enable you to iden�fy the heart of your problem and remediate. 

6. Implement real-�me automated protec�on

Wherever possible you want to employ real-�me tools that can scan for issues and resolve them 
automa�cally. Some�mes security teams are struggling with a backlog, so iden�fying a threat isn’t 
enough, because there’s a lag between the alert and the fix. Consider the role machine learning 
can play and think about user behavior analy�cs and other strategies for uncovering possible risks.

7. Cra� an incident response plan

You can restrict damage, reduce recovery �me and limit the associated costs by pu�ng a robust 
incident response plan in place. A good plan lays out every detail of an effec�ve response, making
it clear who is responsible and what needs to happen every step of the way. Break it down, so you 
have a playbook for data breaches, denial of service a�acks and ransomware a�acks. Run drills to 
ensure that your plan is effec�ve. These plans and exercises are also great to show regulators that 
you’re taking your responsibili�es seriously.

8. Fully u�lize your exis�ng security technology 

It may be temp�ng to splurge on the latest security tools, but it takes some exper�se to leverage 
security so�ware effec�vely. Start by assessing the technology you currently have in place and 
make sure that you’re ge�ng maximum value from it. Some�mes a process tweak or reconfigura�on
allows you to secure much more with li�le or no cost. 

9. Bake security into everything

Security should not be about firefigh�ng; your CSO should be selling the importance of a strong 
informa�on security strategy to every business unit in your organiza�on. They need to be included 
as part of every conversa�on whether it’s a new project, the development of a new applica�on, or 
a new technology is being acquired. 

10. Employ third-party risk management

It’s highly likely that you work with third-par�es and vendors and some of them will have access to 
your data. Your security efforts must go beyond internal strategies to consider third-party risk. Assess
your partners, ensure they meet your standards, and test them on it – don’t take their word for it. 

Employing these best prac�ces will help you to reduce the risk and poten�al impact of a data breach, but security 
is on ongoing process that requires constant a�en�on. Your strategy should con�nually evolve for best results.



Page 1

10 Best Practices to Secure your Organization

The risk of a data breach is ever present and can prove disastrous for any business. It’s vital to 
guard against cyber-attacks, but also to establish solid plans to ensure you react to any breach in 
the right way.

It has never been easier for cybercriminals to infect your business with malware or ransomware. A 
vast array of malware tools can be bought on the dark web, complete with helpdesks for hackers, 
so the barrier to entry is low. Most hackers will sit on your network for days, weeks, or even 
months, gathering intelligence to infiltrate your systems and then try to exfiltrate data undetected.
While preven�on is be�er than cure, it’s not always possible. The smart move is to take what 
ac�on you can to guard against intrusion, but also to employ intelligent real-�me defenses, and to 
cra� detailed ac�on plans and procedures to handle any incidents that do arise. These best prac�ces
will help you reduce the risk of a data breach occurring in the first place, but also reduce the impact 
and damage if the worst does happen. 

1. Establish a risk baseline

The first step in securing your organiza�on is to determine what level of risk you are willing to 
tolerate. Every business is different. You must assess your data and workflows to find out what the 
key risks are that would damage your business, and plan to address them in order based on the 
threat that each one poses. It’s unlikely you’ll be able to cover every base, so to extract maximum 
value from your resources, make sure you understand where your baseline is and apply a triage approach. 

2. Capture a complete picture of your network

From printers to security cameras to smartphones, the number of exploitable endpoints on your 
system is growing all the �me. It’s vital that you have a complete inventory of devices, including 
small devices and sensors that fit into the Internet of Things category. Your ability to protect your 
network depends upon you having a clear, fully mapped picture of it.  

3. Build a user awareness program

It’s easy to focus on the technology and tools that promise to bolster your security efforts, but the 
simple truth is that people are usually the weakest link in your defenses. People click on links they 
shouldn’t, they respond to increasingly sophis�cated phishing a�acks, and they unwi�ngly invite 
malware onto your network. It’s crucial that you train your staff to spot security risks and teach 
them how to respond appropriately. Put a proper security awareness training program in place and 
test your employees regularly to ensure that it’s working. 

4. Assess and patch vulnerabili�es

Many data breaches occur because of a simple failure to address known vulnerabili�es. Organiza�ons 
can be alarmingly slow to update so�ware and patch issues, even a�er alerts are sent out. Make 
sure you have a stringent update policy in place and consider employing a tool that can flag your 

exis�ng vulnerabili�es.

5. Do root cause analysis

If an incident or a breach does occur, then treat it as a learning opportunity. You may assume that 
�cking all the boxes will keep your data safe, but new a�ack vectors are uncovered every day.
A root cause analysis will enable you to iden�fy the heart of your problem and remediate. 

6. Implement real-�me automated protec�on

Wherever possible you want to employ real-�me tools that can scan for issues and resolve them 
automa�cally. Some�mes security teams are struggling with a backlog, so iden�fying a threat isn’t 
enough, because there’s a lag between the alert and the fix. Consider the role machine learning 
can play and think about user behavior analy�cs and other strategies for uncovering possible risks.

7. Cra� an incident response plan

You can restrict damage, reduce recovery �me and limit the associated costs by pu�ng a robust 
incident response plan in place. A good plan lays out every detail of an effec�ve response, making
it clear who is responsible and what needs to happen every step of the way. Break it down, so you 
have a playbook for data breaches, denial of service a�acks and ransomware a�acks. Run drills to 
ensure that your plan is effec�ve. These plans and exercises are also great to show regulators that 
you’re taking your responsibili�es seriously.

8. Fully u�lize your exis�ng security technology 

It may be temp�ng to splurge on the latest security tools, but it takes some exper�se to leverage 
security so�ware effec�vely. Start by assessing the technology you currently have in place and 
make sure that you’re ge�ng maximum value from it. Some�mes a process tweak or reconfigura�on
allows you to secure much more with li�le or no cost. 

9. Bake security into everything

Security should not be about firefigh�ng; your CSO should be selling the importance of a strong 
informa�on security strategy to every business unit in your organiza�on. They need to be included 
as part of every conversa�on whether it’s a new project, the development of a new applica�on, or 
a new technology is being acquired. 

10. Employ third-party risk management

It’s highly likely that you work with third-par�es and vendors and some of them will have access to 
your data. Your security efforts must go beyond internal strategies to consider third-party risk. Assess
your partners, ensure they meet your standards, and test them on it – don’t take their word for it. 

Employing these best prac�ces will help you to reduce the risk and poten�al impact of a data breach, but security 
is on ongoing process that requires constant a�en�on. Your strategy should con�nually evolve for best results.

Vigilance & Diligence: How to Protect Your 
Company from Cybersecurity Threats

Table of Contents

1. 10 Best Prac�ces to Secure your Organiza�on Page 03

2. Five Steps to Create a Vulnerability Management Plan Page 05

3. For Cybersecurity to Succeed You Must Embrace Penetra�on Tes�ng Page 07

4. How a Decentralized Cloud Model May Increase Privacy Page 10

5. Five Ways to Improve Your Cloud Security Page 13

6. The vCISO: Is there one in your future? Page 15

7. Don’t Bite that Phishing Bait: Bet on these 5 Rules Page 17

8. Ba�ling Ransomware Part I: How to Prevent a Ransomware Incident Page 20

9. Ba�ling Ransomware Part 2: How to Respond to a Ransomware Incident  Page 23

10. Are You Taking Third-party Risk Seriously Enough? Page 26

11. The 7 Deadly Sins of Endpoint Detec�on & Response Page 29

12. Seven Tips for a Successful Security Awareness Training Program Page 31

About the Author

As the CEO of a woman-owned cybersecurity company 
and one of Towerwall’s resident informa�on security 
experts, Michelle Drolet assists organiza�ons through 
the process to help them protect cri�cal data by the evalua�on, 
establishment, educa�on and enforcement of sound 
informa�on security, network security and data 
security programs and prac�ces. 



Page 2

Foreword
 

Staying abreast of the latest cybersecurity trends can be a tricky challenge for modern businesses, 
but it’s absolutely vital if you want to safeguard your data. Plugging vulnerabili�es, keeping your 
cloud secure, and avoiding phishing scams and ransomware a�acks requires diligence, user
awareness, and vigilance. 

The cybersecurity market is growing fast and will be worth almost $250 billion by 2023, according 
to Markets and Markets. As ever stricter data direc�ves and compliance mandates come into play 
and cyber-a�acks grow ever more sophis�cated, companies need to be aware of what direc�on the 
wind is blowing to ensure best prac�ces are followed.

A simple set of sta�c plans isn’t enough, you need a fluid strategy capable of reac�ng to the latest 
trends, but also proac�vely guarding against future threats. 

What may seem like a gargantuan task becomes more manageable when it’s broken 
down into achievable tasks, which is precisely what this eBook sets out to do. 

You can dras�cally reduce the risk to your business by assessing vulnerabili�es, delinea�ng
responsibili�es, tes�ng your defenses, and ac�ng swi�ly to bolster them when needed. 

There’s plenty of low-hanging fruit in your pursuit of security and all too o�en it’s a simple lack of 
common sense and a failure to adhere to basic principles that leads to major disasters like the 
spread of the Emotet Trojan this year.

Taming cybersecurity threats requires a deep understanding of the landscape and a commitment to 
invest in the lifeblood of your business: your staff. 

Just as employees add enormous value, they also increase your poten�al a�ack surface. A strong 
cybersecurity strategy goes beyond so�ware and hardware to educate and empower.

Each chapter in this eBook tackles a different topic related to cybersecurity and offers 
clear, practical advice on staying ahead of the threat and protecting your company.

You can dip straight in with a subject that interests you, or work through the chapters in order. 
You’ll find an overview of each trend followed by reasoned advice, seasoned by my 25-years of 
experience in cybersecurity, and ready for you to act upon.

Achieving a strong cybersecurity posture is an ongoing ba�le that requires con�nuous research, 
but we’re here to help you in your journey to a more secure future. 

Michelle Drolet
CEO, Towerwall 
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can be alarmingly slow to update so�ware and patch issues, even a�er alerts are sent out. Make 
sure you have a stringent update policy in place and consider employing a tool that can flag your 

exis�ng vulnerabili�es.
 
 5. Do root cause analysis

If an incident or a breach does occur, then treat it as a learning opportunity. You may assume that 
�cking all the boxes will keep your data safe, but new a�ack vectors are uncovered every day.
A root cause analysis will enable you to iden�fy the heart of your problem and remediate. 

 6. Implement real-�me automated protec�on

Wherever possible you want to employ real-�me tools that can scan for issues and resolve them 
automa�cally. Some�mes security teams are struggling with a backlog, so iden�fying a threat isn’t 
enough, because there’s a lag between the alert and the fix. Consider the role machine learning 
can play and think about user behavior analy�cs and other strategies for uncovering possible risks.

 7. Cra� an incident response plan

You can restrict damage, reduce recovery �me and limit the associated costs by pu�ng a robust 
incident response plan in place. A good plan lays out every detail of an effec�ve response, making
it clear who is responsible and what needs to happen every step of the way. Break it down, so you 
have a playbook for data breaches, denial of service a�acks and ransomware a�acks. Run drills to 
ensure that your plan is effec�ve. These plans and exercises are also great to show regulators that 
you’re taking your responsibili�es seriously.

 8. Fully u�lize your exis�ng security technology 

It may be temp�ng to splurge on the latest security tools, but it takes some exper�se to leverage 
security so�ware effec�vely. Start by assessing the technology you currently have in place and 
make sure that you’re ge�ng maximum value from it. Some�mes a process tweak or reconfigura�on 
allows you to secure much more with li�le or no cost. 

 9. Bake security into everything

Security should not be about firefigh�ng; your CSO should be selling the importance of a strong 
informa�on security strategy to every business unit in your organiza�on. They need to be included 
as part of every conversa�on whether it’s a new project, the development of a new applica�on, or 
a new technology is being acquired. 

 10. Employ third-party risk management

It’s highly likely that you work with third-par�es and vendors and some of them will have access to 
your data. Your security efforts must go beyond internal strategies to consider third-party risk. Assess 
your partners, ensure they meet your standards, and test them on it – don’t take their word for it. 

Employing these best prac�ces will help you to reduce the risk and poten�al impact of a data breach, but security 
is on ongoing process that requires constant a�en�on. Your strategy should con�nually evolve for best results.
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For Cybersecurity to Succeed,
You Must Embrace Penetration Testing

The specter of a data breach is ever present for companies today and it has led to an effort to 
tighten cybersecurity defenses, but how do you know if your efforts have been effective?
Without regular penetration testing, you really don’t

The threat of a cybercriminal gaining access to your network is a constant source of anxiety.
Amid the high-profile data breaches, businesses and organiza�ons of all sizes have been successfully 
targeted by hackers employing a wide range of different strategies. Too many companies have had 
to learn all about the poten�al cost of a data breach firsthand. The important thing to keep in mind 
is that all these companies had top-�er security measures and professionals, yet they were compromised.

Cybercrime is growing fast, it’s becoming more sophis�cated, and its proving very lucra�ve, which 
is a�rac�ng more criminals. Hackers can buy effec�ve tools with support off the shelf in the dark 
web, so the barrier to entry is low. Li�le wonder Cybersecurity Ventures suggests that cybera�acks 
are the fastest growing crime and will cost the world $6 trillion a year by 2021.

There are many steps you can take to improve your security posture, but something that’s o�en 
overlooked is the need to properly and regularly test the defenses that you’ve built. Breaches are 
inevitable, but you can learn from them and part of effec�vely preven�ng them in future is ge�ng 
into the mindset of your a�ackers.

Where are we going wrong?

In the a�ermath of a breach it’s natural to ask, “Where did we go wrong?” Perhaps your business 
employed consultants, bought in a ra� of security so�ware, and took posi�ve steps to shut down 
vulnerabili�es. Maybe you trained your staff, invested in the latest tools, and employed a superstar 
CISO or brought in a virtual CISO. So, how did the hackers get in? Strong security is about more 
than commi�ng resources, you have to cover all the angles, and that includes subjec�ng the 
defenses you’ve built to some serious scru�ny and stress tes�ng. 

“Penetra�on tes�ng is very effec�ve in finding and priori�zing the organiza�on’s true vulnerabili�es,” 
explains Amitai Ratzon, CEO of Pcysys. “But the way it is typically executed today is inefficient, 
expensive and infrequent. That is because up �ll lately there was no real alterna�ve but to hire
a Penetra�on Tes�ng services firm to come in.”

Many organiza�ons, even very large companies, conduct annual penetra�on tes�ng. That means 
once a year they subject their defenses to an internal and external a�ack designed to emulate a 
real hacker a�ack. 

“How can you really be confident that your data is safe if you only test your defenses once a year?” 
asks Ratzon. “The risks and vulnerabili�es are growing and changing all the �me, and cybercriminals 
are determined and constantly evolving. There’s a clear need for more frequent pentes�ng.”

This concept is common sense. We’ve talked about the need to test effec�veness with your security 
awareness training or an�-phishing ini�a�ves. You don’t assume every employee gets it first �me – 
you test them. We’ve talked about the benefit of real-�me visibility and automated policy enforcement 
with regard to the IoT blind spot. These principles apply to pentes�ng as well.

Cybercriminals are persistent and determined and they will con�nue to hack away at your systems, 
o�en with automated tools, un�l they find a crack they can exploit. 

Overcoming the barriers to con�nuous risk valida�on

It’s not just the frequency that’s crea�ng problems here. Hiring pentes�ng companies is very 
expensive. The skills shortage across cybersecurity suggests that’s not going to change any �me 
soon. You’re also pu�ng a lot of trust in the company you choose and its employees, because they 
have access to all of your assets and knowledge of all your weak spots. 

What if you could automate your penetra�on tes�ng, have a research firm assure the test is most 
current, and run it con�nuously? We could move from an annual penetra�on test to monthly, 
weekly, or even daily tes�ng. Pentes�ng can help you understand where to priori�ze your security 
efforts. Instead of having an endless list of vulnerabili�es that you methodically patch, you can cut 
directly to where the greatest risk lies and deal with that first.

We come back to this triage concept frequently in discussing cybersecurity because it’s not realis�c 
to build a 100-percent secure system, you have to focus your efforts where they’re likely to get the 
best return and that is exactly at the vector of the worst probable breach.By effec�vely emula�ng 
real a�acks you can unveil the areas that require speedy remedia�on and squeeze maximum value 
from your security investments. 

The benefits go beyond security

Automated penetra�on tes�ng won’t just enable you to improve your defenses against hackers, it 
can offer other important benefits. Firstly, consider the regulators. The GDPR is a journey rather 
than a des�na�on, and regular tes�ng and evalua�on of your security efforts is an expected part
of that journey. Annual penetra�on tes�ng doesn’t measure up to those requirements.

Secondly, if you turn to insurers to underwrite your cyber crime risk, then regular pentes�ng will 
allow you to provide tangible data that they can use to ensure your cover and your premiums are 
appropriate. This could be vital in the event that the worst does happen, because solid insurance 
can help you bounce back from a breach. 

Cybercriminals are working con�nuously to break down defenses and uncover the path of least 
resistance. They are always probing for new ways onto our networks and they frequently sit there 
undetected. If we want to combat them effec�vely, we need to employ the same intelligent and 
determined approach. 

Real-�me protec�on and con�nuous assessment of our security strategies is needed, and automated 

penetra�on tes�ng is an important part of that. Pentes�ng is one of the greatest tools we have in 
the fight against cybercrime and it can deliver real, ac�onable insights, we must make more of it.
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10 Best Practices to Secure your Organization

The risk of a data breach is ever present and can prove disastrous for any business. It’s vital to 
guard against cyber-attacks, but also to establish solid plans to ensure you react to any breach in 
the right way.

It has never been easier for cybercriminals to infect your business with malware or ransomware. A 
vast array of malware tools can be bought on the dark web, complete with helpdesks for hackers, 
so the barrier to entry is low. Most hackers will sit on your network for days, weeks, or even 
months, gathering intelligence to infiltrate your systems and then try to exfiltrate data undetected.
While preven�on is be�er than cure, it’s not always possible. The smart move is to take what 
ac�on you can to guard against intrusion, but also to employ intelligent real-�me defenses, and to 
cra� detailed ac�on plans and procedures to handle any incidents that do arise. These best prac�ces 
will help you reduce the risk of a data breach occurring in the first place, but also reduce the impact 
and damage if the worst does happen. 

 1. Establish a risk baseline

The first step in securing your organiza�on is to determine what level of risk you are willing to 
tolerate. Every business is different. You must assess your data and workflows to find out what the 
key risks are that would damage your business, and plan to address them in order based on the 
threat that each one poses. It’s unlikely you’ll be able to cover every base, so to extract maximum 
value from your resources, make sure you understand where your baseline is and apply a triage approach. 

 2. Capture a complete picture of your network

From printers to security cameras to smartphones, the number of exploitable endpoints on your 
system is growing all the �me. It’s vital that you have a complete inventory of devices, including 
small devices and sensors that fit into the Internet of Things category. Your ability to protect your 
network depends upon you having a clear, fully mapped picture of it.  

 3. Build a user awareness program

It’s easy to focus on the technology and tools that promise to bolster your security efforts, but the 
simple truth is that people are usually the weakest link in your defenses. People click on links they 
shouldn’t, they respond to increasingly sophis�cated phishing a�acks, and they unwi�ngly invite 
malware onto your network. It’s crucial that you train your staff to spot security risks and teach 
them how to respond appropriately. Put a proper security awareness training program in place and 
test your employees regularly to ensure that it’s working. 

 4. Assess and patch vulnerabili�es

Many data breaches occur because of a simple failure to address known vulnerabili�es. Organiza�ons 
can be alarmingly slow to update so�ware and patch issues, even a�er alerts are sent out. Make 
sure you have a stringent update policy in place and consider employing a tool that can flag your 

exis�ng vulnerabili�es.
 
 5. Do root cause analysis

If an incident or a breach does occur, then treat it as a learning opportunity. You may assume that 
�cking all the boxes will keep your data safe, but new a�ack vectors are uncovered every day.
A root cause analysis will enable you to iden�fy the heart of your problem and remediate. 

 6. Implement real-�me automated protec�on

Wherever possible you want to employ real-�me tools that can scan for issues and resolve them 
automa�cally. Some�mes security teams are struggling with a backlog, so iden�fying a threat isn’t 
enough, because there’s a lag between the alert and the fix. Consider the role machine learning 
can play and think about user behavior analy�cs and other strategies for uncovering possible risks.

 7. Cra� an incident response plan

You can restrict damage, reduce recovery �me and limit the associated costs by pu�ng a robust 
incident response plan in place. A good plan lays out every detail of an effec�ve response, making
it clear who is responsible and what needs to happen every step of the way. Break it down, so you 
have a playbook for data breaches, denial of service a�acks and ransomware a�acks. Run drills to 
ensure that your plan is effec�ve. These plans and exercises are also great to show regulators that 
you’re taking your responsibili�es seriously.

 8. Fully u�lize your exis�ng security technology 

It may be temp�ng to splurge on the latest security tools, but it takes some exper�se to leverage 
security so�ware effec�vely. Start by assessing the technology you currently have in place and 
make sure that you’re ge�ng maximum value from it. Some�mes a process tweak or reconfigura�on 
allows you to secure much more with li�le or no cost. 

 9. Bake security into everything

Security should not be about firefigh�ng; your CSO should be selling the importance of a strong 
informa�on security strategy to every business unit in your organiza�on. They need to be included 
as part of every conversa�on whether it’s a new project, the development of a new applica�on, or 
a new technology is being acquired. 

 10. Employ third-party risk management

It’s highly likely that you work with third-par�es and vendors and some of them will have access to 
your data. Your security efforts must go beyond internal strategies to consider third-party risk. Assess 
your partners, ensure they meet your standards, and test them on it – don’t take their word for it. 

Employing these best prac�ces will help you to reduce the risk and poten�al impact of a data breach, but security 
is on ongoing process that requires constant a�en�on. Your strategy should con�nually evolve for best results.

Five Steps to Create a Vulnerability
Management Plan

Ensure you have the right strategy in place to detect advanced threats sooner rather than later.

While much of cybersecurity is focused on prevention, the simple fact is that many attacks are 
successful. Even a sophisticated, expensive security system is going to be breached from time to 
time. Smart attackers try to fly under the radar, biding their time and extracting maximum value or 
causing maximum carnage, sometimes over a period of months or even years. 

The specter of a major data breach always looms large in the minds of InfoSec professionals, but it’s 
not always external malware that’s behind it; insider threats can be the toughest to uncover. 
There’s also the risk of bad actors intent on causing reputational damage with peripheral attacks 
that are harder to interpret. The good news is that you can take steps to boost your chances of swift 
threat detection and effective action.

 1. Understand your environment and risk tolerance

Security should start with a complete inventory, a fully mapped environment, and a deep under-
standing of what your business is all about and therefore what needs to be protected. It should be 
obvious that you need to know about all the poten�al endpoints and secure unmanaged devices, 
but the idea of risk tolerance is less straigh�orward. 

The fact is you can’t cover every angle, so discuss with key personnel and iden�fy what is core to 
your organiza�on. Once you’ve worked out what informa�on must be �ghtly controlled, you can 
begin to put together the right tools and systems to safeguard it. With clear priori�es you can also 
ensure that the most important areas get the highest level of monitoring. 

 2. Establish a baseline for normal behavior

Before you can spot the breadcrumbs that might lead you to a breach you need to have a clear and 
accurate picture of what normal opera�on looks like. Consider employing user behavior analy�cs, 
so that any suspicious ac�vity on the part of employees is flagged for inves�ga�on. This can be very 
useful in roo�ng out, not just external a�acks, but also insider threats and plain old mistakes that 
may cause exposure. 

This is also an area where machine learning can play an increasingly important role. The difficulty is 
false posi�ves, which can be disrup�ve and �me consuming to iden�fy and resolve. It’s about 
suppor�ng your experts, rather than replacing them. 

 3. Create a comprehensive incident response plan

Every business should build a robust incident response plan to restrict the damage that any a�ack 

can wreak, reduce the recovery �me to the absolute minimum, and limit the associated costs. 
Whether it’s a cyber-a�ack, a natural disaster, or an ISP outage, you need to ensure that everyone 
knows what’s required of them and set clear responsibili�es to get back to normal opera�ons as 
swi�ly and painlessly as possible.

By establishing a clear set of instruc�ons and procedures to follow in the event of different problems 
arising, you can guard against the kind of misguided reac�ve panic that makes a bad situa�on 
worse. If you’ve already completed the last two sugges�ons, then cra�ing an effec�ve response 
plan should be straigh�orward. 

 4. Analyze and learn from incidents

The tempta�on to immediately slam the door shut when you detect a threat is understandable, but 
it should be resisted. You can pull a weed out, but if you don’t get the roots it will return. Track the 
infec�on from the entry point to iden�fy the back door. Every successful a�ack or breach is an 
opportunity to learn. 

Root cause analysis is absolutely vital, not just to understand how and where your defenses failed, 
but also to learn how you can fine tune your security systems to ensure that a similar approach will 
not work in the future. Exposing an incident and tracking it will help you strengthen your defenses, 
improve your incident response plans, and iden�fy weak spots in your systems or skill sets. 

 5. Create a skills map and test your team

The cybersecurity skills gap is well established and while you can mi�gate to some extent by hiring 
a virtual CISO and engaging consultants, it’s always going to be worth inves�ng in and nurturing 
your exis�ng talent. A proper, company-wide security awareness training program is essen�al, but 
you need to get more specific and dive deeper with your InfoSec staff. 

There are lots of different cer�fica�ons and security training courses out there, but you should stop 
and consider what’s actually required. Everything we’ve looked at so far can be used to cra� a skills 
map highligh�ng the skills you need to effec�vely protect your environment and guard against the 
kinds of threats that your company has had to face. 

Think carefully about specializa�on, because you don’t want two general prac��oners when you 
could have a brain surgeon and an oncologist. Building an effec�ve team requires specialized roles, 
but you may need to develop your own training techniques, using resources on the internet, that 
don’t just teach, but also test that knowledge in a real-world, prac�cal way. 

Keep these prerequisites at the forefront of your mind as you develop a security strategy. Allow 
them to inform and feed each other, so your strategy evolves, and security grows stronger a�er you 
encounter incidents. This is the path to building a solid founda�on for truly effec�ve advanced 
threat detec�on. 

For Cybersecurity to Succeed,
You Must Embrace Penetration Testing

The specter of a data breach is ever present for companies today and it has led to an effort to 
tighten cybersecurity defenses, but how do you know if your efforts have been effective?
Without regular penetration testing, you really don’t

The threat of a cybercriminal gaining access to your network is a constant source of anxiety.
Amid the high-profile data breaches, businesses and organiza�ons of all sizes have been successfully 
targeted by hackers employing a wide range of different strategies. Too many companies have had 
to learn all about the poten�al cost of a data breach firsthand. The important thing to keep in mind 
is that all these companies had top-�er security measures and professionals, yet they were compromised.

Cybercrime is growing fast, it’s becoming more sophis�cated, and its proving very lucra�ve, which 
is a�rac�ng more criminals. Hackers can buy effec�ve tools with support off the shelf in the dark 
web, so the barrier to entry is low. Li�le wonder Cybersecurity Ventures suggests that cybera�acks 
are the fastest growing crime and will cost the world $6 trillion a year by 2021.

There are many steps you can take to improve your security posture, but something that’s o�en 
overlooked is the need to properly and regularly test the defenses that you’ve built. Breaches are 
inevitable, but you can learn from them and part of effec�vely preven�ng them in future is ge�ng 
into the mindset of your a�ackers.

Where are we going wrong?

In the a�ermath of a breach it’s natural to ask, “Where did we go wrong?” Perhaps your business 
employed consultants, bought in a ra� of security so�ware, and took posi�ve steps to shut down 
vulnerabili�es. Maybe you trained your staff, invested in the latest tools, and employed a superstar 
CISO or brought in a virtual CISO. So, how did the hackers get in? Strong security is about more 
than commi�ng resources, you have to cover all the angles, and that includes subjec�ng the 
defenses you’ve built to some serious scru�ny and stress tes�ng. 

“Penetra�on tes�ng is very effec�ve in finding and priori�zing the organiza�on’s true vulnerabili�es,” 
explains Amitai Ratzon, CEO of Pcysys. “But the way it is typically executed today is inefficient, 
expensive and infrequent. That is because up �ll lately there was no real alterna�ve but to hire
a Penetra�on Tes�ng services firm to come in.”

Many organiza�ons, even very large companies, conduct annual penetra�on tes�ng. That means 
once a year they subject their defenses to an internal and external a�ack designed to emulate a 
real hacker a�ack. 

“How can you really be confident that your data is safe if you only test your defenses once a year?” 
asks Ratzon. “The risks and vulnerabili�es are growing and changing all the �me, and cybercriminals 
are determined and constantly evolving. There’s a clear need for more frequent pentes�ng.”

This concept is common sense. We’ve talked about the need to test effec�veness with your security 
awareness training or an�-phishing ini�a�ves. You don’t assume every employee gets it first �me – 
you test them. We’ve talked about the benefit of real-�me visibility and automated policy enforcement 
with regard to the IoT blind spot. These principles apply to pentes�ng as well.

Cybercriminals are persistent and determined and they will con�nue to hack away at your systems, 
o�en with automated tools, un�l they find a crack they can exploit. 

Overcoming the barriers to con�nuous risk valida�on

It’s not just the frequency that’s crea�ng problems here. Hiring pentes�ng companies is very 
expensive. The skills shortage across cybersecurity suggests that’s not going to change any �me 
soon. You’re also pu�ng a lot of trust in the company you choose and its employees, because they 
have access to all of your assets and knowledge of all your weak spots. 

What if you could automate your penetra�on tes�ng, have a research firm assure the test is most 
current, and run it con�nuously? We could move from an annual penetra�on test to monthly, 
weekly, or even daily tes�ng. Pentes�ng can help you understand where to priori�ze your security 
efforts. Instead of having an endless list of vulnerabili�es that you methodically patch, you can cut 
directly to where the greatest risk lies and deal with that first.

We come back to this triage concept frequently in discussing cybersecurity because it’s not realis�c 
to build a 100-percent secure system, you have to focus your efforts where they’re likely to get the 
best return and that is exactly at the vector of the worst probable breach.By effec�vely emula�ng 
real a�acks you can unveil the areas that require speedy remedia�on and squeeze maximum value 
from your security investments. 

The benefits go beyond security

Automated penetra�on tes�ng won’t just enable you to improve your defenses against hackers, it 
can offer other important benefits. Firstly, consider the regulators. The GDPR is a journey rather 
than a des�na�on, and regular tes�ng and evalua�on of your security efforts is an expected part
of that journey. Annual penetra�on tes�ng doesn’t measure up to those requirements.

Secondly, if you turn to insurers to underwrite your cyber crime risk, then regular pentes�ng will 
allow you to provide tangible data that they can use to ensure your cover and your premiums are 
appropriate. This could be vital in the event that the worst does happen, because solid insurance 
can help you bounce back from a breach. 

Cybercriminals are working con�nuously to break down defenses and uncover the path of least 
resistance. They are always probing for new ways onto our networks and they frequently sit there 
undetected. If we want to combat them effec�vely, we need to employ the same intelligent and 
determined approach. 

Real-�me protec�on and con�nuous assessment of our security strategies is needed, and automated 

penetra�on tes�ng is an important part of that. Pentes�ng is one of the greatest tools we have in 
the fight against cybercrime and it can deliver real, ac�onable insights, we must make more of it.
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10 Best Practices to Secure your Organization

The risk of a data breach is ever present and can prove disastrous for any business. It’s vital to 
guard against cyber-attacks, but also to establish solid plans to ensure you react to any breach in 
the right way.

It has never been easier for cybercriminals to infect your business with malware or ransomware. A 
vast array of malware tools can be bought on the dark web, complete with helpdesks for hackers, 
so the barrier to entry is low. Most hackers will sit on your network for days, weeks, or even 
months, gathering intelligence to infiltrate your systems and then try to exfiltrate data undetected.
While preven�on is be�er than cure, it’s not always possible. The smart move is to take what 
ac�on you can to guard against intrusion, but also to employ intelligent real-�me defenses, and to 
cra� detailed ac�on plans and procedures to handle any incidents that do arise. These best prac�ces 
will help you reduce the risk of a data breach occurring in the first place, but also reduce the impact 
and damage if the worst does happen. 

 1. Establish a risk baseline

The first step in securing your organiza�on is to determine what level of risk you are willing to 
tolerate. Every business is different. You must assess your data and workflows to find out what the 
key risks are that would damage your business, and plan to address them in order based on the 
threat that each one poses. It’s unlikely you’ll be able to cover every base, so to extract maximum 
value from your resources, make sure you understand where your baseline is and apply a triage approach. 

 2. Capture a complete picture of your network

From printers to security cameras to smartphones, the number of exploitable endpoints on your 
system is growing all the �me. It’s vital that you have a complete inventory of devices, including 
small devices and sensors that fit into the Internet of Things category. Your ability to protect your 
network depends upon you having a clear, fully mapped picture of it.  

 3. Build a user awareness program

It’s easy to focus on the technology and tools that promise to bolster your security efforts, but the 
simple truth is that people are usually the weakest link in your defenses. People click on links they 
shouldn’t, they respond to increasingly sophis�cated phishing a�acks, and they unwi�ngly invite 
malware onto your network. It’s crucial that you train your staff to spot security risks and teach 
them how to respond appropriately. Put a proper security awareness training program in place and 
test your employees regularly to ensure that it’s working. 

 4. Assess and patch vulnerabili�es

Many data breaches occur because of a simple failure to address known vulnerabili�es. Organiza�ons 
can be alarmingly slow to update so�ware and patch issues, even a�er alerts are sent out. Make 
sure you have a stringent update policy in place and consider employing a tool that can flag your 

exis�ng vulnerabili�es.
 
 5. Do root cause analysis

If an incident or a breach does occur, then treat it as a learning opportunity. You may assume that 
�cking all the boxes will keep your data safe, but new a�ack vectors are uncovered every day.
A root cause analysis will enable you to iden�fy the heart of your problem and remediate. 

 6. Implement real-�me automated protec�on

Wherever possible you want to employ real-�me tools that can scan for issues and resolve them 
automa�cally. Some�mes security teams are struggling with a backlog, so iden�fying a threat isn’t 
enough, because there’s a lag between the alert and the fix. Consider the role machine learning 
can play and think about user behavior analy�cs and other strategies for uncovering possible risks.

 7. Cra� an incident response plan

You can restrict damage, reduce recovery �me and limit the associated costs by pu�ng a robust 
incident response plan in place. A good plan lays out every detail of an effec�ve response, making
it clear who is responsible and what needs to happen every step of the way. Break it down, so you 
have a playbook for data breaches, denial of service a�acks and ransomware a�acks. Run drills to 
ensure that your plan is effec�ve. These plans and exercises are also great to show regulators that 
you’re taking your responsibili�es seriously.

 8. Fully u�lize your exis�ng security technology 

It may be temp�ng to splurge on the latest security tools, but it takes some exper�se to leverage 
security so�ware effec�vely. Start by assessing the technology you currently have in place and 
make sure that you’re ge�ng maximum value from it. Some�mes a process tweak or reconfigura�on 
allows you to secure much more with li�le or no cost. 

 9. Bake security into everything

Security should not be about firefigh�ng; your CSO should be selling the importance of a strong 
informa�on security strategy to every business unit in your organiza�on. They need to be included 
as part of every conversa�on whether it’s a new project, the development of a new applica�on, or 
a new technology is being acquired. 

 10. Employ third-party risk management

It’s highly likely that you work with third-par�es and vendors and some of them will have access to 
your data. Your security efforts must go beyond internal strategies to consider third-party risk. Assess 
your partners, ensure they meet your standards, and test them on it – don’t take their word for it. 

Employing these best prac�ces will help you to reduce the risk and poten�al impact of a data breach, but security 
is on ongoing process that requires constant a�en�on. Your strategy should con�nually evolve for best results.

Five Steps to Create a Vulnerability
Management Plan

Ensure you have the right strategy in place to detect advanced threats sooner rather than later.

While much of cybersecurity is focused on prevention, the simple fact is that many attacks are 
successful. Even a sophisticated, expensive security system is going to be breached from time to 
time. Smart attackers try to fly under the radar, biding their time and extracting maximum value or 
causing maximum carnage, sometimes over a period of months or even years. 

The specter of a major data breach always looms large in the minds of InfoSec professionals, but it’s 
not always external malware that’s behind it; insider threats can be the toughest to uncover. 
There’s also the risk of bad actors intent on causing reputational damage with peripheral attacks 
that are harder to interpret. The good news is that you can take steps to boost your chances of swift 
threat detection and effective action.

 1. Understand your environment and risk tolerance

Security should start with a complete inventory, a fully mapped environment, and a deep under-
standing of what your business is all about and therefore what needs to be protected. It should be 
obvious that you need to know about all the poten�al endpoints and secure unmanaged devices, 
but the idea of risk tolerance is less straigh�orward. 

The fact is you can’t cover every angle, so discuss with key personnel and iden�fy what is core to 
your organiza�on. Once you’ve worked out what informa�on must be �ghtly controlled, you can 
begin to put together the right tools and systems to safeguard it. With clear priori�es you can also 
ensure that the most important areas get the highest level of monitoring. 

 2. Establish a baseline for normal behavior

Before you can spot the breadcrumbs that might lead you to a breach you need to have a clear and 
accurate picture of what normal opera�on looks like. Consider employing user behavior analy�cs, 
so that any suspicious ac�vity on the part of employees is flagged for inves�ga�on. This can be very 
useful in roo�ng out, not just external a�acks, but also insider threats and plain old mistakes that 
may cause exposure. 

This is also an area where machine learning can play an increasingly important role. The difficulty is 
false posi�ves, which can be disrup�ve and �me consuming to iden�fy and resolve. It’s about 
suppor�ng your experts, rather than replacing them. 

 3. Create a comprehensive incident response plan

Every business should build a robust incident response plan to restrict the damage that any a�ack 

can wreak, reduce the recovery �me to the absolute minimum, and limit the associated costs. 
Whether it’s a cyber-a�ack, a natural disaster, or an ISP outage, you need to ensure that everyone 
knows what’s required of them and set clear responsibili�es to get back to normal opera�ons as 
swi�ly and painlessly as possible.

By establishing a clear set of instruc�ons and procedures to follow in the event of different problems 
arising, you can guard against the kind of misguided reac�ve panic that makes a bad situa�on 
worse. If you’ve already completed the last two sugges�ons, then cra�ing an effec�ve response 
plan should be straigh�orward. 

 4. Analyze and learn from incidents

The tempta�on to immediately slam the door shut when you detect a threat is understandable, but 
it should be resisted. You can pull a weed out, but if you don’t get the roots it will return. Track the 
infec�on from the entry point to iden�fy the back door. Every successful a�ack or breach is an 
opportunity to learn. 

Root cause analysis is absolutely vital, not just to understand how and where your defenses failed, 
but also to learn how you can fine tune your security systems to ensure that a similar approach will 
not work in the future. Exposing an incident and tracking it will help you strengthen your defenses, 
improve your incident response plans, and iden�fy weak spots in your systems or skill sets. 

 5. Create a skills map and test your team

The cybersecurity skills gap is well established and while you can mi�gate to some extent by hiring 
a virtual CISO and engaging consultants, it’s always going to be worth inves�ng in and nurturing 
your exis�ng talent. A proper, company-wide security awareness training program is essen�al, but 
you need to get more specific and dive deeper with your InfoSec staff. 

There are lots of different cer�fica�ons and security training courses out there, but you should stop 
and consider what’s actually required. Everything we’ve looked at so far can be used to cra� a skills 
map highligh�ng the skills you need to effec�vely protect your environment and guard against the 
kinds of threats that your company has had to face. 

Think carefully about specializa�on, because you don’t want two general prac��oners when you 
could have a brain surgeon and an oncologist. Building an effec�ve team requires specialized roles, 
but you may need to develop your own training techniques, using resources on the internet, that 
don’t just teach, but also test that knowledge in a real-world, prac�cal way. 

Keep these prerequisites at the forefront of your mind as you develop a security strategy. Allow 
them to inform and feed each other, so your strategy evolves, and security grows stronger a�er you 
encounter incidents. This is the path to building a solid founda�on for truly effec�ve advanced 
threat detec�on. 

For Cybersecurity to Succeed,
You Must Embrace Penetration Testing

The specter of a data breach is ever present for companies today and it has led to an effort to 
tighten cybersecurity defenses, but how do you know if your efforts have been effective?
Without regular penetration testing, you really don’t

The threat of a cybercriminal gaining access to your network is a constant source of anxiety.
Amid the high-profile data breaches, businesses and organiza�ons of all sizes have been successfully 
targeted by hackers employing a wide range of different strategies. Too many companies have had 
to learn all about the poten�al cost of a data breach firsthand. The important thing to keep in mind 
is that all these companies had top-�er security measures and professionals, yet they were compromised.

Cybercrime is growing fast, it’s becoming more sophis�cated, and its proving very lucra�ve, which 
is a�rac�ng more criminals. Hackers can buy effec�ve tools with support off the shelf in the dark 
web, so the barrier to entry is low. Li�le wonder Cybersecurity Ventures suggests that cybera�acks 
are the fastest growing crime and will cost the world $6 trillion a year by 2021.

There are many steps you can take to improve your security posture, but something that’s o�en 
overlooked is the need to properly and regularly test the defenses that you’ve built. Breaches are 
inevitable, but you can learn from them and part of effec�vely preven�ng them in future is ge�ng 
into the mindset of your a�ackers.

Where are we going wrong?

In the a�ermath of a breach it’s natural to ask, “Where did we go wrong?” Perhaps your business 
employed consultants, bought in a ra� of security so�ware, and took posi�ve steps to shut down 
vulnerabili�es. Maybe you trained your staff, invested in the latest tools, and employed a superstar 
CISO or brought in a virtual CISO. So, how did the hackers get in? Strong security is about more 
than commi�ng resources, you have to cover all the angles, and that includes subjec�ng the 
defenses you’ve built to some serious scru�ny and stress tes�ng. 

“Penetra�on tes�ng is very effec�ve in finding and priori�zing the organiza�on’s true vulnerabili�es,” 
explains Amitai Ratzon, CEO of Pcysys. “But the way it is typically executed today is inefficient, 
expensive and infrequent. That is because up �ll lately there was no real alterna�ve but to hire
a Penetra�on Tes�ng services firm to come in.”

Many organiza�ons, even very large companies, conduct annual penetra�on tes�ng. That means 
once a year they subject their defenses to an internal and external a�ack designed to emulate a 
real hacker a�ack. 

“How can you really be confident that your data is safe if you only test your defenses once a year?” 
asks Ratzon. “The risks and vulnerabili�es are growing and changing all the �me, and cybercriminals 
are determined and constantly evolving. There’s a clear need for more frequent pentes�ng.”

This concept is common sense. We’ve talked about the need to test effec�veness with your security 
awareness training or an�-phishing ini�a�ves. You don’t assume every employee gets it first �me – 
you test them. We’ve talked about the benefit of real-�me visibility and automated policy enforcement 
with regard to the IoT blind spot. These principles apply to pentes�ng as well.

Cybercriminals are persistent and determined and they will con�nue to hack away at your systems, 
o�en with automated tools, un�l they find a crack they can exploit. 

Overcoming the barriers to con�nuous risk valida�on

It’s not just the frequency that’s crea�ng problems here. Hiring pentes�ng companies is very 
expensive. The skills shortage across cybersecurity suggests that’s not going to change any �me 
soon. You’re also pu�ng a lot of trust in the company you choose and its employees, because they 
have access to all of your assets and knowledge of all your weak spots. 

What if you could automate your penetra�on tes�ng, have a research firm assure the test is most 
current, and run it con�nuously? We could move from an annual penetra�on test to monthly, 
weekly, or even daily tes�ng. Pentes�ng can help you understand where to priori�ze your security 
efforts. Instead of having an endless list of vulnerabili�es that you methodically patch, you can cut 
directly to where the greatest risk lies and deal with that first.

We come back to this triage concept frequently in discussing cybersecurity because it’s not realis�c 
to build a 100-percent secure system, you have to focus your efforts where they’re likely to get the 
best return and that is exactly at the vector of the worst probable breach.By effec�vely emula�ng 
real a�acks you can unveil the areas that require speedy remedia�on and squeeze maximum value 
from your security investments. 

The benefits go beyond security

Automated penetra�on tes�ng won’t just enable you to improve your defenses against hackers, it 
can offer other important benefits. Firstly, consider the regulators. The GDPR is a journey rather 
than a des�na�on, and regular tes�ng and evalua�on of your security efforts is an expected part
of that journey. Annual penetra�on tes�ng doesn’t measure up to those requirements.

Secondly, if you turn to insurers to underwrite your cyber crime risk, then regular pentes�ng will 
allow you to provide tangible data that they can use to ensure your cover and your premiums are 
appropriate. This could be vital in the event that the worst does happen, because solid insurance 
can help you bounce back from a breach. 

Cybercriminals are working con�nuously to break down defenses and uncover the path of least 
resistance. They are always probing for new ways onto our networks and they frequently sit there 
undetected. If we want to combat them effec�vely, we need to employ the same intelligent and 
determined approach. 

Real-�me protec�on and con�nuous assessment of our security strategies is needed, and automated 

penetra�on tes�ng is an important part of that. Pentes�ng is one of the greatest tools we have in 
the fight against cybercrime and it can deliver real, ac�onable insights, we must make more of it.
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10 Best Practices to Secure your Organization

The risk of a data breach is ever present and can prove disastrous for any business. It’s vital to 
guard against cyber-attacks, but also to establish solid plans to ensure you react to any breach in 
the right way.

It has never been easier for cybercriminals to infect your business with malware or ransomware. A 
vast array of malware tools can be bought on the dark web, complete with helpdesks for hackers, 
so the barrier to entry is low. Most hackers will sit on your network for days, weeks, or even 
months, gathering intelligence to infiltrate your systems and then try to exfiltrate data undetected.
While preven�on is be�er than cure, it’s not always possible. The smart move is to take what 
ac�on you can to guard against intrusion, but also to employ intelligent real-�me defenses, and to 
cra� detailed ac�on plans and procedures to handle any incidents that do arise. These best prac�ces 
will help you reduce the risk of a data breach occurring in the first place, but also reduce the impact 
and damage if the worst does happen. 

 1. Establish a risk baseline

The first step in securing your organiza�on is to determine what level of risk you are willing to 
tolerate. Every business is different. You must assess your data and workflows to find out what the 
key risks are that would damage your business, and plan to address them in order based on the 
threat that each one poses. It’s unlikely you’ll be able to cover every base, so to extract maximum 
value from your resources, make sure you understand where your baseline is and apply a triage approach. 

 2. Capture a complete picture of your network

From printers to security cameras to smartphones, the number of exploitable endpoints on your 
system is growing all the �me. It’s vital that you have a complete inventory of devices, including 
small devices and sensors that fit into the Internet of Things category. Your ability to protect your 
network depends upon you having a clear, fully mapped picture of it.  

 3. Build a user awareness program

It’s easy to focus on the technology and tools that promise to bolster your security efforts, but the 
simple truth is that people are usually the weakest link in your defenses. People click on links they 
shouldn’t, they respond to increasingly sophis�cated phishing a�acks, and they unwi�ngly invite 
malware onto your network. It’s crucial that you train your staff to spot security risks and teach 
them how to respond appropriately. Put a proper security awareness training program in place and 
test your employees regularly to ensure that it’s working. 

 4. Assess and patch vulnerabili�es

Many data breaches occur because of a simple failure to address known vulnerabili�es. Organiza�ons 
can be alarmingly slow to update so�ware and patch issues, even a�er alerts are sent out. Make 
sure you have a stringent update policy in place and consider employing a tool that can flag your 

exis�ng vulnerabili�es.
 
 5. Do root cause analysis

If an incident or a breach does occur, then treat it as a learning opportunity. You may assume that 
�cking all the boxes will keep your data safe, but new a�ack vectors are uncovered every day.
A root cause analysis will enable you to iden�fy the heart of your problem and remediate. 

 6. Implement real-�me automated protec�on

Wherever possible you want to employ real-�me tools that can scan for issues and resolve them 
automa�cally. Some�mes security teams are struggling with a backlog, so iden�fying a threat isn’t 
enough, because there’s a lag between the alert and the fix. Consider the role machine learning 
can play and think about user behavior analy�cs and other strategies for uncovering possible risks.

 7. Cra� an incident response plan

You can restrict damage, reduce recovery �me and limit the associated costs by pu�ng a robust 
incident response plan in place. A good plan lays out every detail of an effec�ve response, making
it clear who is responsible and what needs to happen every step of the way. Break it down, so you 
have a playbook for data breaches, denial of service a�acks and ransomware a�acks. Run drills to 
ensure that your plan is effec�ve. These plans and exercises are also great to show regulators that 
you’re taking your responsibili�es seriously.

 8. Fully u�lize your exis�ng security technology 

It may be temp�ng to splurge on the latest security tools, but it takes some exper�se to leverage 
security so�ware effec�vely. Start by assessing the technology you currently have in place and 
make sure that you’re ge�ng maximum value from it. Some�mes a process tweak or reconfigura�on 
allows you to secure much more with li�le or no cost. 

 9. Bake security into everything

Security should not be about firefigh�ng; your CSO should be selling the importance of a strong 
informa�on security strategy to every business unit in your organiza�on. They need to be included 
as part of every conversa�on whether it’s a new project, the development of a new applica�on, or 
a new technology is being acquired. 

 10. Employ third-party risk management

It’s highly likely that you work with third-par�es and vendors and some of them will have access to 
your data. Your security efforts must go beyond internal strategies to consider third-party risk. Assess 
your partners, ensure they meet your standards, and test them on it – don’t take their word for it. 

Employing these best prac�ces will help you to reduce the risk and poten�al impact of a data breach, but security 
is on ongoing process that requires constant a�en�on. Your strategy should con�nually evolve for best results.

For Cybersecurity to Succeed,
You Must Embrace Penetration Testing

The specter of a data breach is ever present for companies today and it has led to an effort to 
tighten cybersecurity defenses, but how do you know if your efforts have been effective?
Without regular penetration testing, you really don’t

The threat of a cybercriminal gaining access to your network is a constant source of anxiety.
Amid the high-profile data breaches, businesses and organiza�ons of all sizes have been successfully 
targeted by hackers employing a wide range of different strategies. Too many companies have had 
to learn all about the poten�al cost of a data breach firsthand. The important thing to keep in mind 
is that all these companies had top-�er security measures and professionals, yet they were compromised.

Cybercrime is growing fast, it’s becoming more sophis�cated, and its proving very lucra�ve, which 
is a�rac�ng more criminals. Hackers can buy effec�ve tools with support off the shelf in the dark 
web, so the barrier to entry is low. Li�le wonder Cybersecurity Ventures suggests that cybera�acks 
are the fastest growing crime and will cost the world $6 trillion a year by 2021.

There are many steps you can take to improve your security posture, but something that’s o�en 
overlooked is the need to properly and regularly test the defenses that you’ve built. Breaches are 
inevitable, but you can learn from them and part of effec�vely preven�ng them in future is ge�ng 
into the mindset of your a�ackers.

Where are we going wrong?

In the a�ermath of a breach it’s natural to ask, “Where did we go wrong?” Perhaps your business 
employed consultants, bought in a ra� of security so�ware, and took posi�ve steps to shut down 
vulnerabili�es. Maybe you trained your staff, invested in the latest tools, and employed a superstar 
CISO or brought in a virtual CISO. So, how did the hackers get in? Strong security is about more 
than commi�ng resources, you have to cover all the angles, and that includes subjec�ng the 
defenses you’ve built to some serious scru�ny and stress tes�ng. 

“Penetra�on tes�ng is very effec�ve in finding and priori�zing the organiza�on’s true vulnerabili�es,” 
explains Amitai Ratzon, CEO of Pcysys. “But the way it is typically executed today is inefficient, 
expensive and infrequent. That is because up �ll lately there was no real alterna�ve but to hire
a Penetra�on Tes�ng services firm to come in.”

Many organiza�ons, even very large companies, conduct annual penetra�on tes�ng. That means 
once a year they subject their defenses to an internal and external a�ack designed to emulate a 
real hacker a�ack. 

“How can you really be confident that your data is safe if you only test your defenses once a year?” 
asks Ratzon. “The risks and vulnerabili�es are growing and changing all the �me, and cybercriminals 
are determined and constantly evolving. There’s a clear need for more frequent pentes�ng.”

This concept is common sense. We’ve talked about the need to test effec�veness with your security 
awareness training or an�-phishing ini�a�ves. You don’t assume every employee gets it first �me – 
you test them. We’ve talked about the benefit of real-�me visibility and automated policy enforcement 
with regard to the IoT blind spot. These principles apply to pentes�ng as well.

Cybercriminals are persistent and determined and they will con�nue to hack away at your systems, 
o�en with automated tools, un�l they find a crack they can exploit. 

Overcoming the barriers to con�nuous risk valida�on

It’s not just the frequency that’s crea�ng problems here. Hiring pentes�ng companies is very 
expensive. The skills shortage across cybersecurity suggests that’s not going to change any �me 
soon. You’re also pu�ng a lot of trust in the company you choose and its employees, because they 
have access to all of your assets and knowledge of all your weak spots. 

What if you could automate your penetra�on tes�ng, have a research firm assure the test is most 
current, and run it con�nuously? We could move from an annual penetra�on test to monthly, 
weekly, or even daily tes�ng. Pentes�ng can help you understand where to priori�ze your security 
efforts. Instead of having an endless list of vulnerabili�es that you methodically patch, you can cut 
directly to where the greatest risk lies and deal with that first.

We come back to this triage concept frequently in discussing cybersecurity because it’s not realis�c 
to build a 100-percent secure system, you have to focus your efforts where they’re likely to get the 
best return and that is exactly at the vector of the worst probable breach.By effec�vely emula�ng 
real a�acks you can unveil the areas that require speedy remedia�on and squeeze maximum value 
from your security investments. 

The benefits go beyond security

Automated penetra�on tes�ng won’t just enable you to improve your defenses against hackers, it 
can offer other important benefits. Firstly, consider the regulators. The GDPR is a journey rather 
than a des�na�on, and regular tes�ng and evalua�on of your security efforts is an expected part
of that journey. Annual penetra�on tes�ng doesn’t measure up to those requirements.

Secondly, if you turn to insurers to underwrite your cyber crime risk, then regular pentes�ng will 
allow you to provide tangible data that they can use to ensure your cover and your premiums are 
appropriate. This could be vital in the event that the worst does happen, because solid insurance 
can help you bounce back from a breach. 

Cybercriminals are working con�nuously to break down defenses and uncover the path of least 
resistance. They are always probing for new ways onto our networks and they frequently sit there 
undetected. If we want to combat them effec�vely, we need to employ the same intelligent and 
determined approach. 

Real-�me protec�on and con�nuous assessment of our security strategies is needed, and automated 

penetra�on tes�ng is an important part of that. Pentes�ng is one of the greatest tools we have in 
the fight against cybercrime and it can deliver real, ac�onable insights, we must make more of it.
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For Cybersecurity to Succeed,
You Must Embrace Penetration Testing

The specter of a data breach is ever present for companies today and it has led to an effort to 
tighten cybersecurity defenses, but how do you know if your efforts have been effective?
Without regular penetration testing, you really don’t

The threat of a cybercriminal gaining access to your network is a constant source of anxiety.
Amid the high-profile data breaches, businesses and organiza�ons of all sizes have been successfully 
targeted by hackers employing a wide range of different strategies. Too many companies have had 
to learn all about the poten�al cost of a data breach firsthand. The important thing to keep in mind 
is that all these companies had top-�er security measures and professionals, yet they were compromised.

Cybercrime is growing fast, it’s becoming more sophis�cated, and its proving very lucra�ve, which 
is a�rac�ng more criminals. Hackers can buy effec�ve tools with support off the shelf in the dark 
web, so the barrier to entry is low. Li�le wonder Cybersecurity Ventures suggests that cybera�acks 
are the fastest growing crime and will cost the world $6 trillion a year by 2021.

There are many steps you can take to improve your security posture, but something that’s o�en 
overlooked is the need to properly and regularly test the defenses that you’ve built. Breaches are 
inevitable, but you can learn from them and part of effec�vely preven�ng them in future is ge�ng 
into the mindset of your a�ackers.

Where are we going wrong?

In the a�ermath of a breach it’s natural to ask, “Where did we go wrong?” Perhaps your business 
employed consultants, bought in a ra� of security so�ware, and took posi�ve steps to shut down 
vulnerabili�es. Maybe you trained your staff, invested in the latest tools, and employed a superstar 
CISO or brought in a virtual CISO. So, how did the hackers get in? Strong security is about more 
than commi�ng resources, you have to cover all the angles, and that includes subjec�ng the 
defenses you’ve built to some serious scru�ny and stress tes�ng. 

“Penetra�on tes�ng is very effec�ve in finding and priori�zing the organiza�on’s true vulnerabili�es,” 
explains Amitai Ratzon, CEO of Pcysys. “But the way it is typically executed today is inefficient, 
expensive and infrequent. That is because up �ll lately there was no real alterna�ve but to hire
a Penetra�on Tes�ng services firm to come in.”

Many organiza�ons, even very large companies, conduct annual penetra�on tes�ng. That means 
once a year they subject their defenses to an internal and external a�ack designed to emulate a 
real hacker a�ack. 

“How can you really be confident that your data is safe if you only test your defenses once a year?” 
asks Ratzon. “The risks and vulnerabili�es are growing and changing all the �me, and cybercriminals 
are determined and constantly evolving. There’s a clear need for more frequent pentes�ng.”

How a Decentralized Cloud Model
May Increase Security, Privacy

A new cloud model can support scalable applications while retaining safeguards of a decentralized, 
trust-minimized ecosystem.

Whether it’s Amazon Web Services (AWS), Dropbox, Citrix, Microso� or Google, all cloud storage 
vendors use the same basic principle -- they all sync and copy to a centralized cloud server cluster 
via the internet. Millions of users and their devices every second connect to these central cloud 
clusters to store and access files that are associated with their online accounts. 

The cloud has been one of the greatest success stories of my genera�on, but a centralized server 
architecture has its shortcomings. 

Loss of control

The dependence on remote, cloud-based infrastructure means taking on the risks of outsourcing 
everything. Even though most cloud compu�ng pla�orms implement best of breed security prac�ces, 
storing sensi�ve data and important files on servers belonging to external service providers presents 
its own set of risks. For example, most service providers take back-ups for off-line availability, 
crea�ng mul�ple copies of files in various servers across geographies and leading to a broader 
threat surface.

And, though not the fault of the cloud provider, server misconfigura�ons leading to data leaks have 
become so common that they hardly make headlines anymore. One recent such example is the 
leak of a Dow Jones Watchlist Database, containing iden��es of government officials. 

Privacy can also be a disadvantage for the cloud. Informa�on on a public cloud can be legally and 
secretly accessed and exfiltrated by the provider, law enforcement agencies and in some cases 
foreign powers. The passing of the CLOUD Act last year obligates cloud providers like Amazon, 
Google and others to submit evidence to law enforcement should they be served a warrant
-- even if the evidence is stored in another country or server. 

Regula�ons like GDPR, HIPAA, SOX etc., may also become a hurdle because the actual compliance 
and management resides outside of your control.

Unexpected expenses

Adop�ng the cloud’s pay-as-you-go model can be flexible and may seem to lower hardware costs. 
But if you calculate the overall price tag in the long run it can turn out to be expensive. Constant 
syncing of all users and their devices to the cloud can also lead to increased bandwidth overhead. 
 
Vendor lock-in can also be another disadvantage for cloud compu�ng. Switching between cloud 
pla�orms can lead to configura�on complexi�es, addi�onal costs and down�me. Compromises 

made during the migra�on process can lead to security and privacy vulnerabili�es. 

Single point of failure

A recent configura�on error on Google cloud servers disrupted services for up to four and a half 
hours and affected huge brands like Snapchat, Vimeo, Shopify, Discord, and Pokemon GO. Since 
cloud compu�ng services are internet based, service outages can happen any�me and can occur 
for any reason and you have very li�le control over the whole situa�on. If a central controller is 
compromised, your data could be compromised as well.

Decentralizing the cloud

Although the exis�ng cloud model is hugely successful, an upcoming genera�on of pla�orms plan 
to overcome some of the challenges cited above by focusing on decentralizing the cloud infrastructure 
with AI and blockchain. This new cloud model can support scalable applica�ons while retaining 
safeguards of a decentralized, trust-minimized ecosystem. 

According to a study by research firm IDC, by 2020, 45% of all data generated by IoT devices will be 
stored, processed, and analyzed at the edge of a network or close to it. The decentralized model 
uses the power of edge compu�ng – moving processes and storage to the device at the edge of the 
network. The central server simply acts as a switchboard that enforces policies and creates 
point-to-point connec�ons between data stored at endpoints or source loca�ons. Edge compu�ng 
enables endpoints to have their own cloud func�onality of remote access, sharing, streaming, 
collabora�on and file management. 

“As opposed to centralized cloud storage that requires transferring and storing duplicated files over 
the internet to a central datacenter located miles away, a decentralized cloud or edge compu�ng 
architecture addresses the inefficiency issues of uploading, downloading and syncing subsets of 
data to the limited storage capacity of cloud servers,” explains Thomas Ward, VP of Qnext, a developer 
of on-premises edge services.

In general, a decentralized architecture may provide addi�onal security to cloud func�onality. Files 
can be kept locally behind a firewall in select geographic loca�ons and access controlled to protect 
the privacy and secret exfiltra�on from third par�es, law enforcement and foreign powers. Data is 
not duplicated to third-party servers or secondary loca�ons, which reduces the a�ack surface. Since 
files and storage are in an organiza�on’s control, this also accelerates compliance with other regula�ons. 

A decentralized cloud system runs on blockchain, making security of the network far stronger than 
what the current infrastructure offers because it provides security via compartmentaliza�on. Even 
if a�ackers are able to access a block of data, they cannot infiltrate it as it is only a par�al file. The 
architecture also splits files into small por�ons and replicates data across distributed file systems 
providing redundancy via mul�ple nodes. If a node is hacked or brought down, other nodes con�nue 
to func�on, presen�ng a failsafe that increases cloud stability.

This change in storage models won't happen overnight. But given the volume at which data is 
growing and the speed at which new devices (including IoT) are being added to networks, there will 

be paradigm shi� in cloud security strategies. And because the storage market is so large it’s 
conceivable that we’ll see more organiza�ons following suit with a decentralized cloud compu�ng approach.

“The decentralized cloud or edge compu�ng architecture differen�ates it from the centralized 
model used by file sync and share pla�orms. It improves the organiza�on’s security posture, allows 
access to all storage, ensures privacy, keeps the management of organiza�onal files under organiza�onal 
control, and leverages the organiza�on’s exis�ng storage infrastructure,” says Ward.

This concept is common sense. We’ve talked about the need to test effec�veness with your security 
awareness training or an�-phishing ini�a�ves. You don’t assume every employee gets it first �me – 
you test them. We’ve talked about the benefit of real-�me visibility and automated policy enforcement 
with regard to the IoT blind spot. These principles apply to pentes�ng as well.

Cybercriminals are persistent and determined and they will con�nue to hack away at your systems, 
o�en with automated tools, un�l they find a crack they can exploit. 

Overcoming the barriers to con�nuous risk valida�on

It’s not just the frequency that’s crea�ng problems here. Hiring pentes�ng companies is very 
expensive. The skills shortage across cybersecurity suggests that’s not going to change any �me 
soon. You’re also pu�ng a lot of trust in the company you choose and its employees, because they 
have access to all of your assets and knowledge of all your weak spots. 

What if you could automate your penetra�on tes�ng, have a research firm assure the test is most 
current, and run it con�nuously? We could move from an annual penetra�on test to monthly, 
weekly, or even daily tes�ng. Pentes�ng can help you understand where to priori�ze your security 
efforts. Instead of having an endless list of vulnerabili�es that you methodically patch, you can cut 
directly to where the greatest risk lies and deal with that first.

We come back to this triage concept frequently in discussing cybersecurity because it’s not realis�c 
to build a 100-percent secure system, you have to focus your efforts where they’re likely to get the 
best return and that is exactly at the vector of the worst probable breach.By effec�vely emula�ng 
real a�acks you can unveil the areas that require speedy remedia�on and squeeze maximum value 
from your security investments. 

The benefits go beyond security

Automated penetra�on tes�ng won’t just enable you to improve your defenses against hackers, it 
can offer other important benefits. Firstly, consider the regulators. The GDPR is a journey rather 
than a des�na�on, and regular tes�ng and evalua�on of your security efforts is an expected part
of that journey. Annual penetra�on tes�ng doesn’t measure up to those requirements.

Secondly, if you turn to insurers to underwrite your cyber crime risk, then regular pentes�ng will 
allow you to provide tangible data that they can use to ensure your cover and your premiums are 
appropriate. This could be vital in the event that the worst does happen, because solid insurance 
can help you bounce back from a breach. 

Cybercriminals are working con�nuously to break down defenses and uncover the path of least 
resistance. They are always probing for new ways onto our networks and they frequently sit there 
undetected. If we want to combat them effec�vely, we need to employ the same intelligent and 
determined approach. 

Real-�me protec�on and con�nuous assessment of our security strategies is needed, and automated 

penetra�on tes�ng is an important part of that. Pentes�ng is one of the greatest tools we have in 
the fight against cybercrime and it can deliver real, ac�onable insights, we must make more of it.
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For Cybersecurity to Succeed,
You Must Embrace Penetration Testing

The specter of a data breach is ever present for companies today and it has led to an effort to 
tighten cybersecurity defenses, but how do you know if your efforts have been effective?
Without regular penetration testing, you really don’t

The threat of a cybercriminal gaining access to your network is a constant source of anxiety.
Amid the high-profile data breaches, businesses and organiza�ons of all sizes have been successfully 
targeted by hackers employing a wide range of different strategies. Too many companies have had 
to learn all about the poten�al cost of a data breach firsthand. The important thing to keep in mind 
is that all these companies had top-�er security measures and professionals, yet they were compromised.

Cybercrime is growing fast, it’s becoming more sophis�cated, and its proving very lucra�ve, which 
is a�rac�ng more criminals. Hackers can buy effec�ve tools with support off the shelf in the dark 
web, so the barrier to entry is low. Li�le wonder Cybersecurity Ventures suggests that cybera�acks 
are the fastest growing crime and will cost the world $6 trillion a year by 2021.

There are many steps you can take to improve your security posture, but something that’s o�en 
overlooked is the need to properly and regularly test the defenses that you’ve built. Breaches are 
inevitable, but you can learn from them and part of effec�vely preven�ng them in future is ge�ng 
into the mindset of your a�ackers.

Where are we going wrong?

In the a�ermath of a breach it’s natural to ask, “Where did we go wrong?” Perhaps your business 
employed consultants, bought in a ra� of security so�ware, and took posi�ve steps to shut down 
vulnerabili�es. Maybe you trained your staff, invested in the latest tools, and employed a superstar 
CISO or brought in a virtual CISO. So, how did the hackers get in? Strong security is about more 
than commi�ng resources, you have to cover all the angles, and that includes subjec�ng the 
defenses you’ve built to some serious scru�ny and stress tes�ng. 

“Penetra�on tes�ng is very effec�ve in finding and priori�zing the organiza�on’s true vulnerabili�es,” 
explains Amitai Ratzon, CEO of Pcysys. “But the way it is typically executed today is inefficient, 
expensive and infrequent. That is because up �ll lately there was no real alterna�ve but to hire
a Penetra�on Tes�ng services firm to come in.”

Many organiza�ons, even very large companies, conduct annual penetra�on tes�ng. That means 
once a year they subject their defenses to an internal and external a�ack designed to emulate a 
real hacker a�ack. 

“How can you really be confident that your data is safe if you only test your defenses once a year?” 
asks Ratzon. “The risks and vulnerabili�es are growing and changing all the �me, and cybercriminals 
are determined and constantly evolving. There’s a clear need for more frequent pentes�ng.”

How a Decentralized Cloud Model
May Increase Security, Privacy

A new cloud model can support scalable applications while retaining safeguards of a decentralized, 
trust-minimized ecosystem.

Whether it’s Amazon Web Services (AWS), Dropbox, Citrix, Microso� or Google, all cloud storage 
vendors use the same basic principle -- they all sync and copy to a centralized cloud server cluster 
via the internet. Millions of users and their devices every second connect to these central cloud 
clusters to store and access files that are associated with their online accounts. 

The cloud has been one of the greatest success stories of my genera�on, but a centralized server 
architecture has its shortcomings. 

Loss of control

The dependence on remote, cloud-based infrastructure means taking on the risks of outsourcing 
everything. Even though most cloud compu�ng pla�orms implement best of breed security prac�ces, 
storing sensi�ve data and important files on servers belonging to external service providers presents 
its own set of risks. For example, most service providers take back-ups for off-line availability, 
crea�ng mul�ple copies of files in various servers across geographies and leading to a broader 
threat surface.

And, though not the fault of the cloud provider, server misconfigura�ons leading to data leaks have 
become so common that they hardly make headlines anymore. One recent such example is the 
leak of a Dow Jones Watchlist Database, containing iden��es of government officials. 

Privacy can also be a disadvantage for the cloud. Informa�on on a public cloud can be legally and 
secretly accessed and exfiltrated by the provider, law enforcement agencies and in some cases 
foreign powers. The passing of the CLOUD Act last year obligates cloud providers like Amazon, 
Google and others to submit evidence to law enforcement should they be served a warrant
-- even if the evidence is stored in another country or server. 

Regula�ons like GDPR, HIPAA, SOX etc., may also become a hurdle because the actual compliance 
and management resides outside of your control.

Unexpected expenses

Adop�ng the cloud’s pay-as-you-go model can be flexible and may seem to lower hardware costs. 
But if you calculate the overall price tag in the long run it can turn out to be expensive. Constant 
syncing of all users and their devices to the cloud can also lead to increased bandwidth overhead. 
 
Vendor lock-in can also be another disadvantage for cloud compu�ng. Switching between cloud 
pla�orms can lead to configura�on complexi�es, addi�onal costs and down�me. Compromises 

made during the migra�on process can lead to security and privacy vulnerabili�es. 

Single point of failure

A recent configura�on error on Google cloud servers disrupted services for up to four and a half 
hours and affected huge brands like Snapchat, Vimeo, Shopify, Discord, and Pokemon GO. Since 
cloud compu�ng services are internet based, service outages can happen any�me and can occur 
for any reason and you have very li�le control over the whole situa�on. If a central controller is 
compromised, your data could be compromised as well.

Decentralizing the cloud

Although the exis�ng cloud model is hugely successful, an upcoming genera�on of pla�orms plan 
to overcome some of the challenges cited above by focusing on decentralizing the cloud infrastructure 
with AI and blockchain. This new cloud model can support scalable applica�ons while retaining 
safeguards of a decentralized, trust-minimized ecosystem. 

According to a study by research firm IDC, by 2020, 45% of all data generated by IoT devices will be 
stored, processed, and analyzed at the edge of a network or close to it. The decentralized model 
uses the power of edge compu�ng – moving processes and storage to the device at the edge of the 
network. The central server simply acts as a switchboard that enforces policies and creates 
point-to-point connec�ons between data stored at endpoints or source loca�ons. Edge compu�ng 
enables endpoints to have their own cloud func�onality of remote access, sharing, streaming, 
collabora�on and file management. 

“As opposed to centralized cloud storage that requires transferring and storing duplicated files over 
the internet to a central datacenter located miles away, a decentralized cloud or edge compu�ng 
architecture addresses the inefficiency issues of uploading, downloading and syncing subsets of 
data to the limited storage capacity of cloud servers,” explains Thomas Ward, VP of Qnext, a developer 
of on-premises edge services.

In general, a decentralized architecture may provide addi�onal security to cloud func�onality. Files 
can be kept locally behind a firewall in select geographic loca�ons and access controlled to protect 
the privacy and secret exfiltra�on from third par�es, law enforcement and foreign powers. Data is 
not duplicated to third-party servers or secondary loca�ons, which reduces the a�ack surface. Since 
files and storage are in an organiza�on’s control, this also accelerates compliance with other regula�ons. 

A decentralized cloud system runs on blockchain, making security of the network far stronger than 
what the current infrastructure offers because it provides security via compartmentaliza�on. Even 
if a�ackers are able to access a block of data, they cannot infiltrate it as it is only a par�al file. The 
architecture also splits files into small por�ons and replicates data across distributed file systems 
providing redundancy via mul�ple nodes. If a node is hacked or brought down, other nodes con�nue 
to func�on, presen�ng a failsafe that increases cloud stability.

This change in storage models won't happen overnight. But given the volume at which data is 
growing and the speed at which new devices (including IoT) are being added to networks, there will 

be paradigm shi� in cloud security strategies. And because the storage market is so large it’s 
conceivable that we’ll see more organiza�ons following suit with a decentralized cloud compu�ng approach.

“The decentralized cloud or edge compu�ng architecture differen�ates it from the centralized 
model used by file sync and share pla�orms. It improves the organiza�on’s security posture, allows 
access to all storage, ensures privacy, keeps the management of organiza�onal files under organiza�onal 
control, and leverages the organiza�on’s exis�ng storage infrastructure,” says Ward.

This concept is common sense. We’ve talked about the need to test effec�veness with your security 
awareness training or an�-phishing ini�a�ves. You don’t assume every employee gets it first �me – 
you test them. We’ve talked about the benefit of real-�me visibility and automated policy enforcement 
with regard to the IoT blind spot. These principles apply to pentes�ng as well.

Cybercriminals are persistent and determined and they will con�nue to hack away at your systems, 
o�en with automated tools, un�l they find a crack they can exploit. 

Overcoming the barriers to con�nuous risk valida�on

It’s not just the frequency that’s crea�ng problems here. Hiring pentes�ng companies is very 
expensive. The skills shortage across cybersecurity suggests that’s not going to change any �me 
soon. You’re also pu�ng a lot of trust in the company you choose and its employees, because they 
have access to all of your assets and knowledge of all your weak spots. 

What if you could automate your penetra�on tes�ng, have a research firm assure the test is most 
current, and run it con�nuously? We could move from an annual penetra�on test to monthly, 
weekly, or even daily tes�ng. Pentes�ng can help you understand where to priori�ze your security 
efforts. Instead of having an endless list of vulnerabili�es that you methodically patch, you can cut 
directly to where the greatest risk lies and deal with that first.

We come back to this triage concept frequently in discussing cybersecurity because it’s not realis�c 
to build a 100-percent secure system, you have to focus your efforts where they’re likely to get the 
best return and that is exactly at the vector of the worst probable breach.By effec�vely emula�ng 
real a�acks you can unveil the areas that require speedy remedia�on and squeeze maximum value 
from your security investments. 

The benefits go beyond security

Automated penetra�on tes�ng won’t just enable you to improve your defenses against hackers, it 
can offer other important benefits. Firstly, consider the regulators. The GDPR is a journey rather 
than a des�na�on, and regular tes�ng and evalua�on of your security efforts is an expected part
of that journey. Annual penetra�on tes�ng doesn’t measure up to those requirements.

Secondly, if you turn to insurers to underwrite your cyber crime risk, then regular pentes�ng will 
allow you to provide tangible data that they can use to ensure your cover and your premiums are 
appropriate. This could be vital in the event that the worst does happen, because solid insurance 
can help you bounce back from a breach. 

Cybercriminals are working con�nuously to break down defenses and uncover the path of least 
resistance. They are always probing for new ways onto our networks and they frequently sit there 
undetected. If we want to combat them effec�vely, we need to employ the same intelligent and 
determined approach. 

Real-�me protec�on and con�nuous assessment of our security strategies is needed, and automated 

penetra�on tes�ng is an important part of that. Pentes�ng is one of the greatest tools we have in 
the fight against cybercrime and it can deliver real, ac�onable insights, we must make more of it.

Cybersecurity penetra�on tests can save your company �me and money in the long run. 
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For Cybersecurity to Succeed,
You Must Embrace Penetration Testing

The specter of a data breach is ever present for companies today and it has led to an effort to 
tighten cybersecurity defenses, but how do you know if your efforts have been effective?
Without regular penetration testing, you really don’t

The threat of a cybercriminal gaining access to your network is a constant source of anxiety.
Amid the high-profile data breaches, businesses and organiza�ons of all sizes have been successfully 
targeted by hackers employing a wide range of different strategies. Too many companies have had 
to learn all about the poten�al cost of a data breach firsthand. The important thing to keep in mind 
is that all these companies had top-�er security measures and professionals, yet they were compromised.

Cybercrime is growing fast, it’s becoming more sophis�cated, and its proving very lucra�ve, which 
is a�rac�ng more criminals. Hackers can buy effec�ve tools with support off the shelf in the dark 
web, so the barrier to entry is low. Li�le wonder Cybersecurity Ventures suggests that cybera�acks 
are the fastest growing crime and will cost the world $6 trillion a year by 2021.

There are many steps you can take to improve your security posture, but something that’s o�en 
overlooked is the need to properly and regularly test the defenses that you’ve built. Breaches are 
inevitable, but you can learn from them and part of effec�vely preven�ng them in future is ge�ng 
into the mindset of your a�ackers.

Where are we going wrong?

In the a�ermath of a breach it’s natural to ask, “Where did we go wrong?” Perhaps your business 
employed consultants, bought in a ra� of security so�ware, and took posi�ve steps to shut down 
vulnerabili�es. Maybe you trained your staff, invested in the latest tools, and employed a superstar 
CISO or brought in a virtual CISO. So, how did the hackers get in? Strong security is about more 
than commi�ng resources, you have to cover all the angles, and that includes subjec�ng the 
defenses you’ve built to some serious scru�ny and stress tes�ng. 

“Penetra�on tes�ng is very effec�ve in finding and priori�zing the organiza�on’s true vulnerabili�es,” 
explains Amitai Ratzon, CEO of Pcysys. “But the way it is typically executed today is inefficient, 
expensive and infrequent. That is because up �ll lately there was no real alterna�ve but to hire
a Penetra�on Tes�ng services firm to come in.”

Many organiza�ons, even very large companies, conduct annual penetra�on tes�ng. That means 
once a year they subject their defenses to an internal and external a�ack designed to emulate a 
real hacker a�ack. 

“How can you really be confident that your data is safe if you only test your defenses once a year?” 
asks Ratzon. “The risks and vulnerabili�es are growing and changing all the �me, and cybercriminals 
are determined and constantly evolving. There’s a clear need for more frequent pentes�ng.”

How a Decentralized Cloud Model
May Increase Security, Privacy

A new cloud model can support scalable applications while retaining safeguards of a decentralized, 
trust-minimized ecosystem.

Whether it’s Amazon Web Services (AWS), Dropbox, Citrix, Microso� or Google, all cloud storage 
vendors use the same basic principle -- they all sync and copy to a centralized cloud server cluster 
via the internet. Millions of users and their devices every second connect to these central cloud 
clusters to store and access files that are associated with their online accounts. 

The cloud has been one of the greatest success stories of my genera�on, but a centralized server 
architecture has its shortcomings. 

Loss of control

The dependence on remote, cloud-based infrastructure means taking on the risks of outsourcing 
everything. Even though most cloud compu�ng pla�orms implement best of breed security prac�ces, 
storing sensi�ve data and important files on servers belonging to external service providers presents 
its own set of risks. For example, most service providers take back-ups for off-line availability, 
crea�ng mul�ple copies of files in various servers across geographies and leading to a broader 
threat surface.

And, though not the fault of the cloud provider, server misconfigura�ons leading to data leaks have 
become so common that they hardly make headlines anymore. One recent such example is the 
leak of a Dow Jones Watchlist Database, containing iden��es of government officials. 

Privacy can also be a disadvantage for the cloud. Informa�on on a public cloud can be legally and 
secretly accessed and exfiltrated by the provider, law enforcement agencies and in some cases 
foreign powers. The passing of the CLOUD Act last year obligates cloud providers like Amazon, 
Google and others to submit evidence to law enforcement should they be served a warrant
-- even if the evidence is stored in another country or server. 

Regula�ons like GDPR, HIPAA, SOX etc., may also become a hurdle because the actual compliance 
and management resides outside of your control.

Unexpected expenses

Adop�ng the cloud’s pay-as-you-go model can be flexible and may seem to lower hardware costs. 
But if you calculate the overall price tag in the long run it can turn out to be expensive. Constant 
syncing of all users and their devices to the cloud can also lead to increased bandwidth overhead. 
 
Vendor lock-in can also be another disadvantage for cloud compu�ng. Switching between cloud 
pla�orms can lead to configura�on complexi�es, addi�onal costs and down�me. Compromises 

made during the migra�on process can lead to security and privacy vulnerabili�es. 

Single point of failure

A recent configura�on error on Google cloud servers disrupted services for up to four and a half 
hours and affected huge brands like Snapchat, Vimeo, Shopify, Discord, and Pokemon GO. Since 
cloud compu�ng services are internet based, service outages can happen any�me and can occur 
for any reason and you have very li�le control over the whole situa�on. If a central controller is 
compromised, your data could be compromised as well.

Decentralizing the cloud

Although the exis�ng cloud model is hugely successful, an upcoming genera�on of pla�orms plan 
to overcome some of the challenges cited above by focusing on decentralizing the cloud infrastructure 
with AI and blockchain. This new cloud model can support scalable applica�ons while retaining 
safeguards of a decentralized, trust-minimized ecosystem. 

According to a study by research firm IDC, by 2020, 45% of all data generated by IoT devices will be 
stored, processed, and analyzed at the edge of a network or close to it. The decentralized model 
uses the power of edge compu�ng – moving processes and storage to the device at the edge of the 
network. The central server simply acts as a switchboard that enforces policies and creates 
point-to-point connec�ons between data stored at endpoints or source loca�ons. Edge compu�ng 
enables endpoints to have their own cloud func�onality of remote access, sharing, streaming, 
collabora�on and file management. 

“As opposed to centralized cloud storage that requires transferring and storing duplicated files over 
the internet to a central datacenter located miles away, a decentralized cloud or edge compu�ng 
architecture addresses the inefficiency issues of uploading, downloading and syncing subsets of 
data to the limited storage capacity of cloud servers,” explains Thomas Ward, VP of Qnext, a developer 
of on-premises edge services.

In general, a decentralized architecture may provide addi�onal security to cloud func�onality. Files 
can be kept locally behind a firewall in select geographic loca�ons and access controlled to protect 
the privacy and secret exfiltra�on from third par�es, law enforcement and foreign powers. Data is 
not duplicated to third-party servers or secondary loca�ons, which reduces the a�ack surface. Since 
files and storage are in an organiza�on’s control, this also accelerates compliance with other regula�ons. 

A decentralized cloud system runs on blockchain, making security of the network far stronger than 
what the current infrastructure offers because it provides security via compartmentaliza�on. Even 
if a�ackers are able to access a block of data, they cannot infiltrate it as it is only a par�al file. The 
architecture also splits files into small por�ons and replicates data across distributed file systems 
providing redundancy via mul�ple nodes. If a node is hacked or brought down, other nodes con�nue 
to func�on, presen�ng a failsafe that increases cloud stability.

This change in storage models won't happen overnight. But given the volume at which data is 
growing and the speed at which new devices (including IoT) are being added to networks, there will 

be paradigm shi� in cloud security strategies. And because the storage market is so large it’s 
conceivable that we’ll see more organiza�ons following suit with a decentralized cloud compu�ng approach.

“The decentralized cloud or edge compu�ng architecture differen�ates it from the centralized 
model used by file sync and share pla�orms. It improves the organiza�on’s security posture, allows 
access to all storage, ensures privacy, keeps the management of organiza�onal files under organiza�onal 
control, and leverages the organiza�on’s exis�ng storage infrastructure,” says Ward.

This concept is common sense. We’ve talked about the need to test effec�veness with your security 
awareness training or an�-phishing ini�a�ves. You don’t assume every employee gets it first �me – 
you test them. We’ve talked about the benefit of real-�me visibility and automated policy enforcement 
with regard to the IoT blind spot. These principles apply to pentes�ng as well.

Cybercriminals are persistent and determined and they will con�nue to hack away at your systems, 
o�en with automated tools, un�l they find a crack they can exploit. 

Overcoming the barriers to con�nuous risk valida�on

It’s not just the frequency that’s crea�ng problems here. Hiring pentes�ng companies is very 
expensive. The skills shortage across cybersecurity suggests that’s not going to change any �me 
soon. You’re also pu�ng a lot of trust in the company you choose and its employees, because they 
have access to all of your assets and knowledge of all your weak spots. 

What if you could automate your penetra�on tes�ng, have a research firm assure the test is most 
current, and run it con�nuously? We could move from an annual penetra�on test to monthly, 
weekly, or even daily tes�ng. Pentes�ng can help you understand where to priori�ze your security 
efforts. Instead of having an endless list of vulnerabili�es that you methodically patch, you can cut 
directly to where the greatest risk lies and deal with that first.

We come back to this triage concept frequently in discussing cybersecurity because it’s not realis�c 
to build a 100-percent secure system, you have to focus your efforts where they’re likely to get the 
best return and that is exactly at the vector of the worst probable breach.By effec�vely emula�ng 
real a�acks you can unveil the areas that require speedy remedia�on and squeeze maximum value 
from your security investments. 

The benefits go beyond security

Automated penetra�on tes�ng won’t just enable you to improve your defenses against hackers, it 
can offer other important benefits. Firstly, consider the regulators. The GDPR is a journey rather 
than a des�na�on, and regular tes�ng and evalua�on of your security efforts is an expected part
of that journey. Annual penetra�on tes�ng doesn’t measure up to those requirements.

Secondly, if you turn to insurers to underwrite your cyber crime risk, then regular pentes�ng will 
allow you to provide tangible data that they can use to ensure your cover and your premiums are 
appropriate. This could be vital in the event that the worst does happen, because solid insurance 
can help you bounce back from a breach. 

Cybercriminals are working con�nuously to break down defenses and uncover the path of least 
resistance. They are always probing for new ways onto our networks and they frequently sit there 
undetected. If we want to combat them effec�vely, we need to employ the same intelligent and 
determined approach. 

Real-�me protec�on and con�nuous assessment of our security strategies is needed, and automated 

penetra�on tes�ng is an important part of that. Pentes�ng is one of the greatest tools we have in 
the fight against cybercrime and it can deliver real, ac�onable insights, we must make more of it.
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For Cybersecurity to Succeed,
You Must Embrace Penetration Testing

The specter of a data breach is ever present for companies today and it has led to an effort to 
tighten cybersecurity defenses, but how do you know if your efforts have been effective?
Without regular penetration testing, you really don’t

The threat of a cybercriminal gaining access to your network is a constant source of anxiety.
Amid the high-profile data breaches, businesses and organiza�ons of all sizes have been successfully 
targeted by hackers employing a wide range of different strategies. Too many companies have had 
to learn all about the poten�al cost of a data breach firsthand. The important thing to keep in mind 
is that all these companies had top-�er security measures and professionals, yet they were compromised.

Cybercrime is growing fast, it’s becoming more sophis�cated, and its proving very lucra�ve, which 
is a�rac�ng more criminals. Hackers can buy effec�ve tools with support off the shelf in the dark 
web, so the barrier to entry is low. Li�le wonder Cybersecurity Ventures suggests that cybera�acks 
are the fastest growing crime and will cost the world $6 trillion a year by 2021.

There are many steps you can take to improve your security posture, but something that’s o�en 
overlooked is the need to properly and regularly test the defenses that you’ve built. Breaches are 
inevitable, but you can learn from them and part of effec�vely preven�ng them in future is ge�ng 
into the mindset of your a�ackers.

Where are we going wrong?

In the a�ermath of a breach it’s natural to ask, “Where did we go wrong?” Perhaps your business 
employed consultants, bought in a ra� of security so�ware, and took posi�ve steps to shut down 
vulnerabili�es. Maybe you trained your staff, invested in the latest tools, and employed a superstar 
CISO or brought in a virtual CISO. So, how did the hackers get in? Strong security is about more 
than commi�ng resources, you have to cover all the angles, and that includes subjec�ng the 
defenses you’ve built to some serious scru�ny and stress tes�ng. 

“Penetra�on tes�ng is very effec�ve in finding and priori�zing the organiza�on’s true vulnerabili�es,” 
explains Amitai Ratzon, CEO of Pcysys. “But the way it is typically executed today is inefficient, 
expensive and infrequent. That is because up �ll lately there was no real alterna�ve but to hire
a Penetra�on Tes�ng services firm to come in.”

Many organiza�ons, even very large companies, conduct annual penetra�on tes�ng. That means 
once a year they subject their defenses to an internal and external a�ack designed to emulate a 
real hacker a�ack. 

“How can you really be confident that your data is safe if you only test your defenses once a year?” 
asks Ratzon. “The risks and vulnerabili�es are growing and changing all the �me, and cybercriminals 
are determined and constantly evolving. There’s a clear need for more frequent pentes�ng.”

How a Decentralized Cloud Model
May Increase Security, Privacy

A new cloud model can support scalable applications while retaining safeguards of a decentralized, 
trust-minimized ecosystem.

Whether it’s Amazon Web Services (AWS), Dropbox, Citrix, Microso� or Google, all cloud storage 
vendors use the same basic principle -- they all sync and copy to a centralized cloud server cluster 
via the internet. Millions of users and their devices every second connect to these central cloud 
clusters to store and access files that are associated with their online accounts. 

The cloud has been one of the greatest success stories of my genera�on, but a centralized server 
architecture has its shortcomings. 

Loss of control

The dependence on remote, cloud-based infrastructure means taking on the risks of outsourcing 
everything. Even though most cloud compu�ng pla�orms implement best of breed security prac�ces, 
storing sensi�ve data and important files on servers belonging to external service providers presents 
its own set of risks. For example, most service providers take back-ups for off-line availability, 
crea�ng mul�ple copies of files in various servers across geographies and leading to a broader 
threat surface.

And, though not the fault of the cloud provider, server misconfigura�ons leading to data leaks have 
become so common that they hardly make headlines anymore. One recent such example is the 
leak of a Dow Jones Watchlist Database, containing iden��es of government officials. 

Privacy can also be a disadvantage for the cloud. Informa�on on a public cloud can be legally and 
secretly accessed and exfiltrated by the provider, law enforcement agencies and in some cases 
foreign powers. The passing of the CLOUD Act last year obligates cloud providers like Amazon, 
Google and others to submit evidence to law enforcement should they be served a warrant
-- even if the evidence is stored in another country or server. 

Regula�ons like GDPR, HIPAA, SOX etc., may also become a hurdle because the actual compliance 
and management resides outside of your control.

Unexpected expenses

Adop�ng the cloud’s pay-as-you-go model can be flexible and may seem to lower hardware costs. 
But if you calculate the overall price tag in the long run it can turn out to be expensive. Constant 
syncing of all users and their devices to the cloud can also lead to increased bandwidth overhead. 
 
Vendor lock-in can also be another disadvantage for cloud compu�ng. Switching between cloud 
pla�orms can lead to configura�on complexi�es, addi�onal costs and down�me. Compromises 

made during the migra�on process can lead to security and privacy vulnerabili�es. 

Single point of failure

A recent configura�on error on Google cloud servers disrupted services for up to four and a half 
hours and affected huge brands like Snapchat, Vimeo, Shopify, Discord, and Pokemon GO. Since 
cloud compu�ng services are internet based, service outages can happen any�me and can occur 
for any reason and you have very li�le control over the whole situa�on. If a central controller is 
compromised, your data could be compromised as well.

Decentralizing the cloud

Although the exis�ng cloud model is hugely successful, an upcoming genera�on of pla�orms plan 
to overcome some of the challenges cited above by focusing on decentralizing the cloud infrastructure 
with AI and blockchain. This new cloud model can support scalable applica�ons while retaining 
safeguards of a decentralized, trust-minimized ecosystem. 

According to a study by research firm IDC, by 2020, 45% of all data generated by IoT devices will be 
stored, processed, and analyzed at the edge of a network or close to it. The decentralized model 
uses the power of edge compu�ng – moving processes and storage to the device at the edge of the 
network. The central server simply acts as a switchboard that enforces policies and creates 
point-to-point connec�ons between data stored at endpoints or source loca�ons. Edge compu�ng 
enables endpoints to have their own cloud func�onality of remote access, sharing, streaming, 
collabora�on and file management. 

“As opposed to centralized cloud storage that requires transferring and storing duplicated files over 
the internet to a central datacenter located miles away, a decentralized cloud or edge compu�ng 
architecture addresses the inefficiency issues of uploading, downloading and syncing subsets of 
data to the limited storage capacity of cloud servers,” explains Thomas Ward, VP of Qnext, a developer 
of on-premises edge services.

In general, a decentralized architecture may provide addi�onal security to cloud func�onality. Files 
can be kept locally behind a firewall in select geographic loca�ons and access controlled to protect 
the privacy and secret exfiltra�on from third par�es, law enforcement and foreign powers. Data is 
not duplicated to third-party servers or secondary loca�ons, which reduces the a�ack surface. Since 
files and storage are in an organiza�on’s control, this also accelerates compliance with other regula�ons. 

A decentralized cloud system runs on blockchain, making security of the network far stronger than 
what the current infrastructure offers because it provides security via compartmentaliza�on. Even 
if a�ackers are able to access a block of data, they cannot infiltrate it as it is only a par�al file. The 
architecture also splits files into small por�ons and replicates data across distributed file systems 
providing redundancy via mul�ple nodes. If a node is hacked or brought down, other nodes con�nue 
to func�on, presen�ng a failsafe that increases cloud stability.

This change in storage models won't happen overnight. But given the volume at which data is 
growing and the speed at which new devices (including IoT) are being added to networks, there will 

be paradigm shi� in cloud security strategies. And because the storage market is so large it’s 
conceivable that we’ll see more organiza�ons following suit with a decentralized cloud compu�ng approach.

“The decentralized cloud or edge compu�ng architecture differen�ates it from the centralized 
model used by file sync and share pla�orms. It improves the organiza�on’s security posture, allows 
access to all storage, ensures privacy, keeps the management of organiza�onal files under organiza�onal 
control, and leverages the organiza�on’s exis�ng storage infrastructure,” says Ward.

This concept is common sense. We’ve talked about the need to test effec�veness with your security 
awareness training or an�-phishing ini�a�ves. You don’t assume every employee gets it first �me – 
you test them. We’ve talked about the benefit of real-�me visibility and automated policy enforcement 
with regard to the IoT blind spot. These principles apply to pentes�ng as well.

Cybercriminals are persistent and determined and they will con�nue to hack away at your systems, 
o�en with automated tools, un�l they find a crack they can exploit. 

Overcoming the barriers to con�nuous risk valida�on

It’s not just the frequency that’s crea�ng problems here. Hiring pentes�ng companies is very 
expensive. The skills shortage across cybersecurity suggests that’s not going to change any �me 
soon. You’re also pu�ng a lot of trust in the company you choose and its employees, because they 
have access to all of your assets and knowledge of all your weak spots. 

What if you could automate your penetra�on tes�ng, have a research firm assure the test is most 
current, and run it con�nuously? We could move from an annual penetra�on test to monthly, 
weekly, or even daily tes�ng. Pentes�ng can help you understand where to priori�ze your security 
efforts. Instead of having an endless list of vulnerabili�es that you methodically patch, you can cut 
directly to where the greatest risk lies and deal with that first.

We come back to this triage concept frequently in discussing cybersecurity because it’s not realis�c 
to build a 100-percent secure system, you have to focus your efforts where they’re likely to get the 
best return and that is exactly at the vector of the worst probable breach.By effec�vely emula�ng 
real a�acks you can unveil the areas that require speedy remedia�on and squeeze maximum value 
from your security investments. 

The benefits go beyond security

Automated penetra�on tes�ng won’t just enable you to improve your defenses against hackers, it 
can offer other important benefits. Firstly, consider the regulators. The GDPR is a journey rather 
than a des�na�on, and regular tes�ng and evalua�on of your security efforts is an expected part
of that journey. Annual penetra�on tes�ng doesn’t measure up to those requirements.

Secondly, if you turn to insurers to underwrite your cyber crime risk, then regular pentes�ng will 
allow you to provide tangible data that they can use to ensure your cover and your premiums are 
appropriate. This could be vital in the event that the worst does happen, because solid insurance 
can help you bounce back from a breach. 

Cybercriminals are working con�nuously to break down defenses and uncover the path of least 
resistance. They are always probing for new ways onto our networks and they frequently sit there 
undetected. If we want to combat them effec�vely, we need to employ the same intelligent and 
determined approach. 

Real-�me protec�on and con�nuous assessment of our security strategies is needed, and automated 

penetra�on tes�ng is an important part of that. Pentes�ng is one of the greatest tools we have in 
the fight against cybercrime and it can deliver real, ac�onable insights, we must make more of it.
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How a Decentralized Cloud Model
May Increase Security, Privacy

A new cloud model can support scalable applications while retaining safeguards of a decentralized, 
trust-minimized ecosystem.

Whether it’s Amazon Web Services (AWS), Dropbox, Citrix, Microso� or Google, all cloud storage 
vendors use the same basic principle -- they all sync and copy to a centralized cloud server cluster 
via the internet. Millions of users and their devices every second connect to these central cloud 
clusters to store and access files that are associated with their online accounts. 

The cloud has been one of the greatest success stories of my genera�on, but a centralized server 
architecture has its shortcomings. 

Loss of control

The dependence on remote, cloud-based infrastructure means taking on the risks of outsourcing 
everything. Even though most cloud compu�ng pla�orms implement best of breed security prac�ces, 
storing sensi�ve data and important files on servers belonging to external service providers presents 
its own set of risks. For example, most service providers take back-ups for off-line availability, 
crea�ng mul�ple copies of files in various servers across geographies and leading to a broader 
threat surface.

And, though not the fault of the cloud provider, server misconfigura�ons leading to data leaks have 
become so common that they hardly make headlines anymore. One recent such example is the 
leak of a Dow Jones Watchlist Database, containing iden��es of government officials. 

Privacy can also be a disadvantage for the cloud. Informa�on on a public cloud can be legally and 
secretly accessed and exfiltrated by the provider, law enforcement agencies and in some cases 
foreign powers. The passing of the CLOUD Act last year obligates cloud providers like Amazon, 
Google and others to submit evidence to law enforcement should they be served a warrant
-- even if the evidence is stored in another country or server. 

Regula�ons like GDPR, HIPAA, SOX etc., may also become a hurdle because the actual compliance 
and management resides outside of your control.

Unexpected expenses

Adop�ng the cloud’s pay-as-you-go model can be flexible and may seem to lower hardware costs. 
But if you calculate the overall price tag in the long run it can turn out to be expensive. Constant 
syncing of all users and their devices to the cloud can also lead to increased bandwidth overhead. 
 
Vendor lock-in can also be another disadvantage for cloud compu�ng. Switching between cloud 
pla�orms can lead to configura�on complexi�es, addi�onal costs and down�me. Compromises 

made during the migra�on process can lead to security and privacy vulnerabili�es. 

Single point of failure

A recent configura�on error on Google cloud servers disrupted services for up to four and a half 
hours and affected huge brands like Snapchat, Vimeo, Shopify, Discord, and Pokemon GO. Since 
cloud compu�ng services are internet based, service outages can happen any�me and can occur 
for any reason and you have very li�le control over the whole situa�on. If a central controller is 
compromised, your data could be compromised as well.

Decentralizing the cloud

Although the exis�ng cloud model is hugely successful, an upcoming genera�on of pla�orms plan 
to overcome some of the challenges cited above by focusing on decentralizing the cloud infrastructure 
with AI and blockchain. This new cloud model can support scalable applica�ons while retaining 
safeguards of a decentralized, trust-minimized ecosystem. 

According to a study by research firm IDC, by 2020, 45% of all data generated by IoT devices will be 
stored, processed, and analyzed at the edge of a network or close to it. The decentralized model 
uses the power of edge compu�ng – moving processes and storage to the device at the edge of the 
network. The central server simply acts as a switchboard that enforces policies and creates 
point-to-point connec�ons between data stored at endpoints or source loca�ons. Edge compu�ng 
enables endpoints to have their own cloud func�onality of remote access, sharing, streaming, 
collabora�on and file management. 

“As opposed to centralized cloud storage that requires transferring and storing duplicated files over 
the internet to a central datacenter located miles away, a decentralized cloud or edge compu�ng 
architecture addresses the inefficiency issues of uploading, downloading and syncing subsets of 
data to the limited storage capacity of cloud servers,” explains Thomas Ward, VP of Qnext, a developer 
of on-premises edge services.

In general, a decentralized architecture may provide addi�onal security to cloud func�onality. Files 
can be kept locally behind a firewall in select geographic loca�ons and access controlled to protect 
the privacy and secret exfiltra�on from third par�es, law enforcement and foreign powers. Data is 
not duplicated to third-party servers or secondary loca�ons, which reduces the a�ack surface. Since 
files and storage are in an organiza�on’s control, this also accelerates compliance with other regula�ons. 

A decentralized cloud system runs on blockchain, making security of the network far stronger than 
what the current infrastructure offers because it provides security via compartmentaliza�on. Even 
if a�ackers are able to access a block of data, they cannot infiltrate it as it is only a par�al file. The 
architecture also splits files into small por�ons and replicates data across distributed file systems 
providing redundancy via mul�ple nodes. If a node is hacked or brought down, other nodes con�nue 
to func�on, presen�ng a failsafe that increases cloud stability.

This change in storage models won't happen overnight. But given the volume at which data is 
growing and the speed at which new devices (including IoT) are being added to networks, there will 

be paradigm shi� in cloud security strategies. And because the storage market is so large it’s 
conceivable that we’ll see more organiza�ons following suit with a decentralized cloud compu�ng approach.

“The decentralized cloud or edge compu�ng architecture differen�ates it from the centralized 
model used by file sync and share pla�orms. It improves the organiza�on’s security posture, allows 
access to all storage, ensures privacy, keeps the management of organiza�onal files under organiza�onal 
control, and leverages the organiza�on’s exis�ng storage infrastructure,” says Ward.

The vCISO: Is there one in your future?

When is the right time to rent yourself a CISO?

The enterprise is facing a dangerous combina�on of moun�ng cybersecurity threats of increasing 
subtlety -- and a widening gap in the skills required to iden�fy and combat them. Having someone 
that knows how to lead the charge in iden�fying and analyzing threats, crea�ng strategic security 
plans and ensuring compliance requires the right level of exper�se. 

The Informa�on Systems Security Associa�on spoke of a “missing genera�on” in informa�on 
security, poin�ng to an es�mated 300,000 to 1 million vacant cybersecurity jobs. To further complicate 
the labor shor�all, security professionals at enterprises understand they are in demand, and it is 
understood that employees will be receiving offers from other companies.  According to a 
Ponemon study, senior security execu�ves on average leave a�er 30 months on the job.

Almost three-quarters of respondents in a Ponemon report said their organiza�ons do not have 
enough IT security staff.  The fact is enterprises are looking to fill security posi�ons. According to 
Burning Glass, a labor analy�cs firm, cybersecurity job pos�ngs grew 74% over a six-year period. 
But actually filling those posi�ons is another story.

Finding the right person to drive enterprise security

According to Cisco's Annual Security Report, 91% of companies have an execu�ve with direct 
responsibility for security, but only 29% of them have a Chief Informa�on Security Officer. Businesses 
with a CISO in place recorded the highest levels of confidence in their security stance, both in terms 
of op�miza�on and clarity. 

Many organiza�ons are asking other execu�ves to step into the gap and they o�en lack the exper�se 
required to outline a solid informa�on security policy and drive it forward.  Would you want a 
podiatrist filling in for a neurosurgeon?

For small to mid-sized businesses it may be difficult to jus�fy the expense of a full-�me CISO.  
Recruitment can also be a real challenge. How do you find the right fit for your business within your 
budget when you lack the internal experience to properly evaluate a candidate?

Enter the virtual CISO

For smaller businesses it simply doesn't make sense to invest in a full-�me CISO when you can hire 
a virtual one and get the specialty skills you need to draw up a strategic overview and deliver the 
big picture. With a virtual CISO, no need to worry about benefits or monthly overhead.

Say you’re a larger enterprise. You're suffering from a�ri�on and need someone to step in on an 
interim basis. You want some supervision and advice for a rela�vely green InfoSec manager, or you 
want to ensure that you only pay for what you actually need. Ren�ng a CISO could be the answer.

Making the business case for a vCISO 

There’s no set universal standard for hiring a vCISO. You can set up a retainer for a certain number 
of hours, you can hire someone on a project basis, and/or you can even buy a chunk of support 
hours and use them when you need them. It's a way of ge�ng the cream of security talent without 
buying the whole cow. 

Contrac�ng a virtual CISO can be far most cost effec�ve than hiring a full-�mer. They can fill in 
where you need it the most, helping your CIO pull together your security policies, guidelines, and 
standards. That could entail anything from coming to grips with HIPAA or PCI compliance, to staying 
on top of vendor risk assessments.

A qualified vCISO is going to be fully up to speed on the latest best prac�ces, they have experience 
dealing with a wide variety of scenarios, and they are well-posi�oned to train your internal security staff.

The normal annual contract rate for virtual CISOs is about 35-to-40 percent of what it costs to pay 
the normal industry salary for a full-�me informa�on security team to perform the same services, 
according to Bank Info Security. 

Preven�ve security vs. post-incident cleanup

Many companies are being forced to spend an ever increasing propor�on of their budget on cleaning 
up a�er incidents. A vCISO can be invaluable as a firefighter, but don't wait un�l a breach occurs; 
preven�on is always be�er than cure. 

Whether you're looking to get a snapshot of your security posture, fill a temporary gap, or you 
need a leader to roll out a company-wide InfoSec policy, the vCISO is a compelling value proposi�on. 
Un�l the new genera�on of security graduates matures, the vCISO may be your best shot at
tempering security risks.

 

Whilst cloud-compu�ng has it’s benefits there are drawbacks to essen�ally outsourcing everything.
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How a Decentralized Cloud Model
May Increase Security, Privacy

A new cloud model can support scalable applications while retaining safeguards of a decentralized, 
trust-minimized ecosystem.

Whether it’s Amazon Web Services (AWS), Dropbox, Citrix, Microso� or Google, all cloud storage 
vendors use the same basic principle -- they all sync and copy to a centralized cloud server cluster 
via the internet. Millions of users and their devices every second connect to these central cloud 
clusters to store and access files that are associated with their online accounts. 

The cloud has been one of the greatest success stories of my genera�on, but a centralized server 
architecture has its shortcomings. 

Loss of control

The dependence on remote, cloud-based infrastructure means taking on the risks of outsourcing 
everything. Even though most cloud compu�ng pla�orms implement best of breed security prac�ces, 
storing sensi�ve data and important files on servers belonging to external service providers presents 
its own set of risks. For example, most service providers take back-ups for off-line availability, 
crea�ng mul�ple copies of files in various servers across geographies and leading to a broader 
threat surface.

And, though not the fault of the cloud provider, server misconfigura�ons leading to data leaks have 
become so common that they hardly make headlines anymore. One recent such example is the 
leak of a Dow Jones Watchlist Database, containing iden��es of government officials. 

Privacy can also be a disadvantage for the cloud. Informa�on on a public cloud can be legally and 
secretly accessed and exfiltrated by the provider, law enforcement agencies and in some cases 
foreign powers. The passing of the CLOUD Act last year obligates cloud providers like Amazon, 
Google and others to submit evidence to law enforcement should they be served a warrant
-- even if the evidence is stored in another country or server. 

Regula�ons like GDPR, HIPAA, SOX etc., may also become a hurdle because the actual compliance 
and management resides outside of your control.

Unexpected expenses

Adop�ng the cloud’s pay-as-you-go model can be flexible and may seem to lower hardware costs. 
But if you calculate the overall price tag in the long run it can turn out to be expensive. Constant 
syncing of all users and their devices to the cloud can also lead to increased bandwidth overhead. 
 
Vendor lock-in can also be another disadvantage for cloud compu�ng. Switching between cloud 
pla�orms can lead to configura�on complexi�es, addi�onal costs and down�me. Compromises 

made during the migra�on process can lead to security and privacy vulnerabili�es. 

Single point of failure

A recent configura�on error on Google cloud servers disrupted services for up to four and a half 
hours and affected huge brands like Snapchat, Vimeo, Shopify, Discord, and Pokemon GO. Since 
cloud compu�ng services are internet based, service outages can happen any�me and can occur 
for any reason and you have very li�le control over the whole situa�on. If a central controller is 
compromised, your data could be compromised as well.

Decentralizing the cloud

Although the exis�ng cloud model is hugely successful, an upcoming genera�on of pla�orms plan 
to overcome some of the challenges cited above by focusing on decentralizing the cloud infrastructure 
with AI and blockchain. This new cloud model can support scalable applica�ons while retaining 
safeguards of a decentralized, trust-minimized ecosystem. 

According to a study by research firm IDC, by 2020, 45% of all data generated by IoT devices will be 
stored, processed, and analyzed at the edge of a network or close to it. The decentralized model 
uses the power of edge compu�ng – moving processes and storage to the device at the edge of the 
network. The central server simply acts as a switchboard that enforces policies and creates 
point-to-point connec�ons between data stored at endpoints or source loca�ons. Edge compu�ng 
enables endpoints to have their own cloud func�onality of remote access, sharing, streaming, 
collabora�on and file management. 

“As opposed to centralized cloud storage that requires transferring and storing duplicated files over 
the internet to a central datacenter located miles away, a decentralized cloud or edge compu�ng 
architecture addresses the inefficiency issues of uploading, downloading and syncing subsets of 
data to the limited storage capacity of cloud servers,” explains Thomas Ward, VP of Qnext, a developer 
of on-premises edge services.

In general, a decentralized architecture may provide addi�onal security to cloud func�onality. Files 
can be kept locally behind a firewall in select geographic loca�ons and access controlled to protect 
the privacy and secret exfiltra�on from third par�es, law enforcement and foreign powers. Data is 
not duplicated to third-party servers or secondary loca�ons, which reduces the a�ack surface. Since 
files and storage are in an organiza�on’s control, this also accelerates compliance with other regula�ons. 

A decentralized cloud system runs on blockchain, making security of the network far stronger than 
what the current infrastructure offers because it provides security via compartmentaliza�on. Even 
if a�ackers are able to access a block of data, they cannot infiltrate it as it is only a par�al file. The 
architecture also splits files into small por�ons and replicates data across distributed file systems 
providing redundancy via mul�ple nodes. If a node is hacked or brought down, other nodes con�nue 
to func�on, presen�ng a failsafe that increases cloud stability.

This change in storage models won't happen overnight. But given the volume at which data is 
growing and the speed at which new devices (including IoT) are being added to networks, there will 

be paradigm shi� in cloud security strategies. And because the storage market is so large it’s 
conceivable that we’ll see more organiza�ons following suit with a decentralized cloud compu�ng approach.

“The decentralized cloud or edge compu�ng architecture differen�ates it from the centralized 
model used by file sync and share pla�orms. It improves the organiza�on’s security posture, allows 
access to all storage, ensures privacy, keeps the management of organiza�onal files under organiza�onal 
control, and leverages the organiza�on’s exis�ng storage infrastructure,” says Ward.

5 Ways to Improve your Cloud Security

As cloud adoption soars to new heights, security standards have failed to keep pace. Organizations 
need to start taking responsibility for their own cloud security and these five practical tips will help.

There’s no doubt that widespread adop�on of the cloud has enabled collabora�on on a much 
greater scale, driving innova�on and crea�vity. Distributed workforces can work harmoniously, IT 
departments can offload expensive hardware and maintenance costs, and organiza�ons can benefit 
from the latest developments in so�ware tools. But inevitably there’s a catch.

Security has been forgo�en in the excitement. Many companies have made the dangerous assump�on 
that cloud service providers are responsible, a no�on quickly dispelled in the event of a costly data 
breach. There are lots of different cloud security threats to worry about, so it’s vital to cra� a 
strong, comprehensive cloud security strategy. 

To that end, here are five steps you can take today to improve your cloud security.

Establish full visibility

Organiza�ons grow organically, acquiring and adop�ng new tools that must be integrated with 
legacy systems and building new rela�onships with different vendors and partners. A hybrid cloud 
environment, with data spread between on-premise servers and mul�ple external cloud services, is 
not unusual. Growing complexity can make it difficult to maintain a big picture view.

When 570 cybersecurity and IT professionals were asked about the biggest headaches in trying to 
protect cloud workloads, visibility into infrastructure security was the top answer at 43%, followed 
by compliance (38%), and se�ng consistent security policies (35%). You can’t secure your cloud 
environment, no ma�er what it looks like, without having it fully mapped and establishing 
real-�me visibility. 

Train your employees

The clear majority of data breaches can be traced back to human error, whether it’s misconfigura�on, 
poor access control, a phishing a�ack, or a simple mistake. That’s why proper security awareness 
training is so crucial. Arm your employees with the informa�on and skills they need to reduce the 
risk of malware or unauthorized access and ensure that poten�al incidents are reported in a �mely 
manner.

Ensuring that your staff have the skills they need to properly configure the tools they’re using is just 
part of the equa�on. You’ll also want to ins�ll good security hygiene in them and set very clear 
policies about who is responsible and what the procedure is in the event of a poten�al incident.
It’s impossible to completely prevent errors, but the right response can make a world of difference. 

The vCISO: Is there one in your future?

When is the right time to rent yourself a CISO?

The enterprise is facing a dangerous combina�on of moun�ng cybersecurity threats of increasing 
subtlety -- and a widening gap in the skills required to iden�fy and combat them. Having someone 
that knows how to lead the charge in iden�fying and analyzing threats, crea�ng strategic security 
plans and ensuring compliance requires the right level of exper�se. 

The Informa�on Systems Security Associa�on spoke of a “missing genera�on” in informa�on 
security, poin�ng to an es�mated 300,000 to 1 million vacant cybersecurity jobs. To further complicate 
the labor shor�all, security professionals at enterprises understand they are in demand, and it is 
understood that employees will be receiving offers from other companies.  According to a 
Ponemon study, senior security execu�ves on average leave a�er 30 months on the job.

Almost three-quarters of respondents in a Ponemon report said their organiza�ons do not have 
enough IT security staff.  The fact is enterprises are looking to fill security posi�ons. According to 
Burning Glass, a labor analy�cs firm, cybersecurity job pos�ngs grew 74% over a six-year period. 
But actually filling those posi�ons is another story.

Finding the right person to drive enterprise security

According to Cisco's Annual Security Report, 91% of companies have an execu�ve with direct 
responsibility for security, but only 29% of them have a Chief Informa�on Security Officer. Businesses 
with a CISO in place recorded the highest levels of confidence in their security stance, both in terms 
of op�miza�on and clarity. 

Many organiza�ons are asking other execu�ves to step into the gap and they o�en lack the exper�se 
required to outline a solid informa�on security policy and drive it forward.  Would you want a 
podiatrist filling in for a neurosurgeon?

For small to mid-sized businesses it may be difficult to jus�fy the expense of a full-�me CISO.  
Recruitment can also be a real challenge. How do you find the right fit for your business within your 
budget when you lack the internal experience to properly evaluate a candidate?

Enter the virtual CISO

For smaller businesses it simply doesn't make sense to invest in a full-�me CISO when you can hire 
a virtual one and get the specialty skills you need to draw up a strategic overview and deliver the 
big picture. With a virtual CISO, no need to worry about benefits or monthly overhead.

Say you’re a larger enterprise. You're suffering from a�ri�on and need someone to step in on an 
interim basis. You want some supervision and advice for a rela�vely green InfoSec manager, or you 
want to ensure that you only pay for what you actually need. Ren�ng a CISO could be the answer.

Making the business case for a vCISO 

There’s no set universal standard for hiring a vCISO. You can set up a retainer for a certain number 
of hours, you can hire someone on a project basis, and/or you can even buy a chunk of support 
hours and use them when you need them. It's a way of ge�ng the cream of security talent without 
buying the whole cow. 

Contrac�ng a virtual CISO can be far most cost effec�ve than hiring a full-�mer. They can fill in 
where you need it the most, helping your CIO pull together your security policies, guidelines, and 
standards. That could entail anything from coming to grips with HIPAA or PCI compliance, to staying 
on top of vendor risk assessments.

A qualified vCISO is going to be fully up to speed on the latest best prac�ces, they have experience 
dealing with a wide variety of scenarios, and they are well-posi�oned to train your internal security staff.

The normal annual contract rate for virtual CISOs is about 35-to-40 percent of what it costs to pay 
the normal industry salary for a full-�me informa�on security team to perform the same services, 
according to Bank Info Security. 

Preven�ve security vs. post-incident cleanup

Many companies are being forced to spend an ever increasing propor�on of their budget on cleaning 
up a�er incidents. A vCISO can be invaluable as a firefighter, but don't wait un�l a breach occurs; 
preven�on is always be�er than cure. 

Whether you're looking to get a snapshot of your security posture, fill a temporary gap, or you 
need a leader to roll out a company-wide InfoSec policy, the vCISO is a compelling value proposi�on. 
Un�l the new genera�on of security graduates matures, the vCISO may be your best shot at
tempering security risks.

 

Include security as early as possible

Part of the problem for anyone trying to secure the cloud is that they’re typically retro-fi�ng 
security into a system that was designed with scant regard for it. O�en those responsible for security 
struggle to convince under-pressure teams to change their processes. Barriers between departments 
can lead to resentment and resistance.

Bringing security into the fold and knocking down barriers is part of the shi� towards DevSecOps, 
which allows for security to be designed in from the start of any project. This might be an ambi-
�ous goal, but the basic principle of including security as early as possible in any discussion is valid, 
whether it’s about a new tool to adopt, so�ware in development, or a change to your cloud architecture.

Con�nuously monitor

Being able to create a snapshot of your cloud and map precisely where your data is at any given 
moment is just a founda�on, you also need to be con�nually vigilant for trouble. Data should be 
encrypted all the �me, access should be �ghtly controlled, traffic should be monitored, and
vulnerabili�es need to be iden�fied and remediated as swi�ly as possible.

Con�nuously monitoring your network and feeding in fresh informa�on about poten�al threats
on an ongoing basis is vital. Make sure that suspicious behavior is flagged, so that you can uncover 
malicious insiders as well as unauthorized access. Build in clear audit trails for any data modifica�on 
or dele�on. The faster you find issues the be�er your chances of mi�ga�ng them. 
.

Test regularly 

Shi�ing data to the cloud does not shi� your responsibility to your cloud provider, contrary to 
popular belief. If a data loss occurs your company will s�ll be liable for regulatory fines, loss of 
public confidence, and all the rest of the associated fallout. That’s why it is impera�ve that you 
perform due diligence on your partners and make sure they fully understand what compliance 
means for you. 

The only way you can be sure that your defenses, both internal and external, are working properly 
is to test them. A regular tes�ng program that encompasses everything from penetra�on tes�ng to 
mock phishing a�acks should be planned and implemented. Crea�ng a feedback loop and s�rring 
in emerging threats is the best way to ensure that your security systems are evolving fast enough. 
But don’t forget to link tests to ac�onable remedia�on advice and empower your team to make the 
necessary changes.  And let’s not forget document, document, document. 

There’s a lot to dig into with cloud security and every organiza�on’s network looks different, but 
these guiding principles should stand you in good stead.
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How a Decentralized Cloud Model
May Increase Security, Privacy

A new cloud model can support scalable applications while retaining safeguards of a decentralized, 
trust-minimized ecosystem.

Whether it’s Amazon Web Services (AWS), Dropbox, Citrix, Microso� or Google, all cloud storage 
vendors use the same basic principle -- they all sync and copy to a centralized cloud server cluster 
via the internet. Millions of users and their devices every second connect to these central cloud 
clusters to store and access files that are associated with their online accounts. 

The cloud has been one of the greatest success stories of my genera�on, but a centralized server 
architecture has its shortcomings. 

Loss of control

The dependence on remote, cloud-based infrastructure means taking on the risks of outsourcing 
everything. Even though most cloud compu�ng pla�orms implement best of breed security prac�ces, 
storing sensi�ve data and important files on servers belonging to external service providers presents 
its own set of risks. For example, most service providers take back-ups for off-line availability, 
crea�ng mul�ple copies of files in various servers across geographies and leading to a broader 
threat surface.

And, though not the fault of the cloud provider, server misconfigura�ons leading to data leaks have 
become so common that they hardly make headlines anymore. One recent such example is the 
leak of a Dow Jones Watchlist Database, containing iden��es of government officials. 

Privacy can also be a disadvantage for the cloud. Informa�on on a public cloud can be legally and 
secretly accessed and exfiltrated by the provider, law enforcement agencies and in some cases 
foreign powers. The passing of the CLOUD Act last year obligates cloud providers like Amazon, 
Google and others to submit evidence to law enforcement should they be served a warrant
-- even if the evidence is stored in another country or server. 

Regula�ons like GDPR, HIPAA, SOX etc., may also become a hurdle because the actual compliance 
and management resides outside of your control.

Unexpected expenses

Adop�ng the cloud’s pay-as-you-go model can be flexible and may seem to lower hardware costs. 
But if you calculate the overall price tag in the long run it can turn out to be expensive. Constant 
syncing of all users and their devices to the cloud can also lead to increased bandwidth overhead. 
 
Vendor lock-in can also be another disadvantage for cloud compu�ng. Switching between cloud 
pla�orms can lead to configura�on complexi�es, addi�onal costs and down�me. Compromises 

made during the migra�on process can lead to security and privacy vulnerabili�es. 

Single point of failure

A recent configura�on error on Google cloud servers disrupted services for up to four and a half 
hours and affected huge brands like Snapchat, Vimeo, Shopify, Discord, and Pokemon GO. Since 
cloud compu�ng services are internet based, service outages can happen any�me and can occur 
for any reason and you have very li�le control over the whole situa�on. If a central controller is 
compromised, your data could be compromised as well.

Decentralizing the cloud

Although the exis�ng cloud model is hugely successful, an upcoming genera�on of pla�orms plan 
to overcome some of the challenges cited above by focusing on decentralizing the cloud infrastructure 
with AI and blockchain. This new cloud model can support scalable applica�ons while retaining 
safeguards of a decentralized, trust-minimized ecosystem. 

According to a study by research firm IDC, by 2020, 45% of all data generated by IoT devices will be 
stored, processed, and analyzed at the edge of a network or close to it. The decentralized model 
uses the power of edge compu�ng – moving processes and storage to the device at the edge of the 
network. The central server simply acts as a switchboard that enforces policies and creates 
point-to-point connec�ons between data stored at endpoints or source loca�ons. Edge compu�ng 
enables endpoints to have their own cloud func�onality of remote access, sharing, streaming, 
collabora�on and file management. 

“As opposed to centralized cloud storage that requires transferring and storing duplicated files over 
the internet to a central datacenter located miles away, a decentralized cloud or edge compu�ng 
architecture addresses the inefficiency issues of uploading, downloading and syncing subsets of 
data to the limited storage capacity of cloud servers,” explains Thomas Ward, VP of Qnext, a developer 
of on-premises edge services.

In general, a decentralized architecture may provide addi�onal security to cloud func�onality. Files 
can be kept locally behind a firewall in select geographic loca�ons and access controlled to protect 
the privacy and secret exfiltra�on from third par�es, law enforcement and foreign powers. Data is 
not duplicated to third-party servers or secondary loca�ons, which reduces the a�ack surface. Since 
files and storage are in an organiza�on’s control, this also accelerates compliance with other regula�ons. 

A decentralized cloud system runs on blockchain, making security of the network far stronger than 
what the current infrastructure offers because it provides security via compartmentaliza�on. Even 
if a�ackers are able to access a block of data, they cannot infiltrate it as it is only a par�al file. The 
architecture also splits files into small por�ons and replicates data across distributed file systems 
providing redundancy via mul�ple nodes. If a node is hacked or brought down, other nodes con�nue 
to func�on, presen�ng a failsafe that increases cloud stability.

This change in storage models won't happen overnight. But given the volume at which data is 
growing and the speed at which new devices (including IoT) are being added to networks, there will 

be paradigm shi� in cloud security strategies. And because the storage market is so large it’s 
conceivable that we’ll see more organiza�ons following suit with a decentralized cloud compu�ng approach.

“The decentralized cloud or edge compu�ng architecture differen�ates it from the centralized 
model used by file sync and share pla�orms. It improves the organiza�on’s security posture, allows 
access to all storage, ensures privacy, keeps the management of organiza�onal files under organiza�onal 
control, and leverages the organiza�on’s exis�ng storage infrastructure,” says Ward.

5 Ways to Improve your Cloud Security

As cloud adoption soars to new heights, security standards have failed to keep pace. Organizations 
need to start taking responsibility for their own cloud security and these five practical tips will help.

There’s no doubt that widespread adop�on of the cloud has enabled collabora�on on a much 
greater scale, driving innova�on and crea�vity. Distributed workforces can work harmoniously, IT 
departments can offload expensive hardware and maintenance costs, and organiza�ons can benefit 
from the latest developments in so�ware tools. But inevitably there’s a catch.

Security has been forgo�en in the excitement. Many companies have made the dangerous assump�on 
that cloud service providers are responsible, a no�on quickly dispelled in the event of a costly data 
breach. There are lots of different cloud security threats to worry about, so it’s vital to cra� a 
strong, comprehensive cloud security strategy. 

To that end, here are five steps you can take today to improve your cloud security.

Establish full visibility

Organiza�ons grow organically, acquiring and adop�ng new tools that must be integrated with 
legacy systems and building new rela�onships with different vendors and partners. A hybrid cloud 
environment, with data spread between on-premise servers and mul�ple external cloud services, is 
not unusual. Growing complexity can make it difficult to maintain a big picture view.

When 570 cybersecurity and IT professionals were asked about the biggest headaches in trying to 
protect cloud workloads, visibility into infrastructure security was the top answer at 43%, followed 
by compliance (38%), and se�ng consistent security policies (35%). You can’t secure your cloud 
environment, no ma�er what it looks like, without having it fully mapped and establishing 
real-�me visibility. 

Train your employees

The clear majority of data breaches can be traced back to human error, whether it’s misconfigura�on, 
poor access control, a phishing a�ack, or a simple mistake. That’s why proper security awareness 
training is so crucial. Arm your employees with the informa�on and skills they need to reduce the 
risk of malware or unauthorized access and ensure that poten�al incidents are reported in a �mely 
manner.

Ensuring that your staff have the skills they need to properly configure the tools they’re using is just 
part of the equa�on. You’ll also want to ins�ll good security hygiene in them and set very clear 
policies about who is responsible and what the procedure is in the event of a poten�al incident.
It’s impossible to completely prevent errors, but the right response can make a world of difference. 

The vCISO: Is there one in your future?

When is the right time to rent yourself a CISO?

The enterprise is facing a dangerous combina�on of moun�ng cybersecurity threats of increasing 
subtlety -- and a widening gap in the skills required to iden�fy and combat them. Having someone 
that knows how to lead the charge in iden�fying and analyzing threats, crea�ng strategic security 
plans and ensuring compliance requires the right level of exper�se. 

The Informa�on Systems Security Associa�on spoke of a “missing genera�on” in informa�on 
security, poin�ng to an es�mated 300,000 to 1 million vacant cybersecurity jobs. To further complicate 
the labor shor�all, security professionals at enterprises understand they are in demand, and it is 
understood that employees will be receiving offers from other companies.  According to a 
Ponemon study, senior security execu�ves on average leave a�er 30 months on the job.

Almost three-quarters of respondents in a Ponemon report said their organiza�ons do not have 
enough IT security staff.  The fact is enterprises are looking to fill security posi�ons. According to 
Burning Glass, a labor analy�cs firm, cybersecurity job pos�ngs grew 74% over a six-year period. 
But actually filling those posi�ons is another story.

Finding the right person to drive enterprise security

According to Cisco's Annual Security Report, 91% of companies have an execu�ve with direct 
responsibility for security, but only 29% of them have a Chief Informa�on Security Officer. Businesses 
with a CISO in place recorded the highest levels of confidence in their security stance, both in terms 
of op�miza�on and clarity. 

Many organiza�ons are asking other execu�ves to step into the gap and they o�en lack the exper�se 
required to outline a solid informa�on security policy and drive it forward.  Would you want a 
podiatrist filling in for a neurosurgeon?

For small to mid-sized businesses it may be difficult to jus�fy the expense of a full-�me CISO.  
Recruitment can also be a real challenge. How do you find the right fit for your business within your 
budget when you lack the internal experience to properly evaluate a candidate?

Enter the virtual CISO

For smaller businesses it simply doesn't make sense to invest in a full-�me CISO when you can hire 
a virtual one and get the specialty skills you need to draw up a strategic overview and deliver the 
big picture. With a virtual CISO, no need to worry about benefits or monthly overhead.

Say you’re a larger enterprise. You're suffering from a�ri�on and need someone to step in on an 
interim basis. You want some supervision and advice for a rela�vely green InfoSec manager, or you 
want to ensure that you only pay for what you actually need. Ren�ng a CISO could be the answer.

Making the business case for a vCISO 

There’s no set universal standard for hiring a vCISO. You can set up a retainer for a certain number 
of hours, you can hire someone on a project basis, and/or you can even buy a chunk of support 
hours and use them when you need them. It's a way of ge�ng the cream of security talent without 
buying the whole cow. 

Contrac�ng a virtual CISO can be far most cost effec�ve than hiring a full-�mer. They can fill in 
where you need it the most, helping your CIO pull together your security policies, guidelines, and 
standards. That could entail anything from coming to grips with HIPAA or PCI compliance, to staying 
on top of vendor risk assessments.

A qualified vCISO is going to be fully up to speed on the latest best prac�ces, they have experience 
dealing with a wide variety of scenarios, and they are well-posi�oned to train your internal security staff.

The normal annual contract rate for virtual CISOs is about 35-to-40 percent of what it costs to pay 
the normal industry salary for a full-�me informa�on security team to perform the same services, 
according to Bank Info Security. 

Preven�ve security vs. post-incident cleanup

Many companies are being forced to spend an ever increasing propor�on of their budget on cleaning 
up a�er incidents. A vCISO can be invaluable as a firefighter, but don't wait un�l a breach occurs; 
preven�on is always be�er than cure. 

Whether you're looking to get a snapshot of your security posture, fill a temporary gap, or you 
need a leader to roll out a company-wide InfoSec policy, the vCISO is a compelling value proposi�on. 
Un�l the new genera�on of security graduates matures, the vCISO may be your best shot at
tempering security risks.

 

Include security as early as possible

Part of the problem for anyone trying to secure the cloud is that they’re typically retro-fi�ng 
security into a system that was designed with scant regard for it. O�en those responsible for security 
struggle to convince under-pressure teams to change their processes. Barriers between departments 
can lead to resentment and resistance.

Bringing security into the fold and knocking down barriers is part of the shi� towards DevSecOps, 
which allows for security to be designed in from the start of any project. This might be an ambi-
�ous goal, but the basic principle of including security as early as possible in any discussion is valid, 
whether it’s about a new tool to adopt, so�ware in development, or a change to your cloud architecture.

Con�nuously monitor

Being able to create a snapshot of your cloud and map precisely where your data is at any given 
moment is just a founda�on, you also need to be con�nually vigilant for trouble. Data should be 
encrypted all the �me, access should be �ghtly controlled, traffic should be monitored, and
vulnerabili�es need to be iden�fied and remediated as swi�ly as possible.

Con�nuously monitoring your network and feeding in fresh informa�on about poten�al threats
on an ongoing basis is vital. Make sure that suspicious behavior is flagged, so that you can uncover 
malicious insiders as well as unauthorized access. Build in clear audit trails for any data modifica�on 
or dele�on. The faster you find issues the be�er your chances of mi�ga�ng them. 
.

Test regularly 

Shi�ing data to the cloud does not shi� your responsibility to your cloud provider, contrary to 
popular belief. If a data loss occurs your company will s�ll be liable for regulatory fines, loss of 
public confidence, and all the rest of the associated fallout. That’s why it is impera�ve that you 
perform due diligence on your partners and make sure they fully understand what compliance 
means for you. 

The only way you can be sure that your defenses, both internal and external, are working properly 
is to test them. A regular tes�ng program that encompasses everything from penetra�on tes�ng to 
mock phishing a�acks should be planned and implemented. Crea�ng a feedback loop and s�rring 
in emerging threats is the best way to ensure that your security systems are evolving fast enough. 
But don’t forget to link tests to ac�onable remedia�on advice and empower your team to make the 
necessary changes.  And let’s not forget document, document, document. 

There’s a lot to dig into with cloud security and every organiza�on’s network looks different, but 
these guiding principles should stand you in good stead.
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How a Decentralized Cloud Model
May Increase Security, Privacy

A new cloud model can support scalable applications while retaining safeguards of a decentralized, 
trust-minimized ecosystem.

Whether it’s Amazon Web Services (AWS), Dropbox, Citrix, Microso� or Google, all cloud storage 
vendors use the same basic principle -- they all sync and copy to a centralized cloud server cluster 
via the internet. Millions of users and their devices every second connect to these central cloud 
clusters to store and access files that are associated with their online accounts. 

The cloud has been one of the greatest success stories of my genera�on, but a centralized server 
architecture has its shortcomings. 

Loss of control

The dependence on remote, cloud-based infrastructure means taking on the risks of outsourcing 
everything. Even though most cloud compu�ng pla�orms implement best of breed security prac�ces, 
storing sensi�ve data and important files on servers belonging to external service providers presents 
its own set of risks. For example, most service providers take back-ups for off-line availability, 
crea�ng mul�ple copies of files in various servers across geographies and leading to a broader 
threat surface.

And, though not the fault of the cloud provider, server misconfigura�ons leading to data leaks have 
become so common that they hardly make headlines anymore. One recent such example is the 
leak of a Dow Jones Watchlist Database, containing iden��es of government officials. 

Privacy can also be a disadvantage for the cloud. Informa�on on a public cloud can be legally and 
secretly accessed and exfiltrated by the provider, law enforcement agencies and in some cases 
foreign powers. The passing of the CLOUD Act last year obligates cloud providers like Amazon, 
Google and others to submit evidence to law enforcement should they be served a warrant
-- even if the evidence is stored in another country or server. 

Regula�ons like GDPR, HIPAA, SOX etc., may also become a hurdle because the actual compliance 
and management resides outside of your control.

Unexpected expenses

Adop�ng the cloud’s pay-as-you-go model can be flexible and may seem to lower hardware costs. 
But if you calculate the overall price tag in the long run it can turn out to be expensive. Constant 
syncing of all users and their devices to the cloud can also lead to increased bandwidth overhead. 
 
Vendor lock-in can also be another disadvantage for cloud compu�ng. Switching between cloud 
pla�orms can lead to configura�on complexi�es, addi�onal costs and down�me. Compromises 

made during the migra�on process can lead to security and privacy vulnerabili�es. 

Single point of failure

A recent configura�on error on Google cloud servers disrupted services for up to four and a half 
hours and affected huge brands like Snapchat, Vimeo, Shopify, Discord, and Pokemon GO. Since 
cloud compu�ng services are internet based, service outages can happen any�me and can occur 
for any reason and you have very li�le control over the whole situa�on. If a central controller is 
compromised, your data could be compromised as well.

Decentralizing the cloud

Although the exis�ng cloud model is hugely successful, an upcoming genera�on of pla�orms plan 
to overcome some of the challenges cited above by focusing on decentralizing the cloud infrastructure 
with AI and blockchain. This new cloud model can support scalable applica�ons while retaining 
safeguards of a decentralized, trust-minimized ecosystem. 

According to a study by research firm IDC, by 2020, 45% of all data generated by IoT devices will be 
stored, processed, and analyzed at the edge of a network or close to it. The decentralized model 
uses the power of edge compu�ng – moving processes and storage to the device at the edge of the 
network. The central server simply acts as a switchboard that enforces policies and creates 
point-to-point connec�ons between data stored at endpoints or source loca�ons. Edge compu�ng 
enables endpoints to have their own cloud func�onality of remote access, sharing, streaming, 
collabora�on and file management. 

“As opposed to centralized cloud storage that requires transferring and storing duplicated files over 
the internet to a central datacenter located miles away, a decentralized cloud or edge compu�ng 
architecture addresses the inefficiency issues of uploading, downloading and syncing subsets of 
data to the limited storage capacity of cloud servers,” explains Thomas Ward, VP of Qnext, a developer 
of on-premises edge services.

In general, a decentralized architecture may provide addi�onal security to cloud func�onality. Files 
can be kept locally behind a firewall in select geographic loca�ons and access controlled to protect 
the privacy and secret exfiltra�on from third par�es, law enforcement and foreign powers. Data is 
not duplicated to third-party servers or secondary loca�ons, which reduces the a�ack surface. Since 
files and storage are in an organiza�on’s control, this also accelerates compliance with other regula�ons. 

A decentralized cloud system runs on blockchain, making security of the network far stronger than 
what the current infrastructure offers because it provides security via compartmentaliza�on. Even 
if a�ackers are able to access a block of data, they cannot infiltrate it as it is only a par�al file. The 
architecture also splits files into small por�ons and replicates data across distributed file systems 
providing redundancy via mul�ple nodes. If a node is hacked or brought down, other nodes con�nue 
to func�on, presen�ng a failsafe that increases cloud stability.

This change in storage models won't happen overnight. But given the volume at which data is 
growing and the speed at which new devices (including IoT) are being added to networks, there will 

be paradigm shi� in cloud security strategies. And because the storage market is so large it’s 
conceivable that we’ll see more organiza�ons following suit with a decentralized cloud compu�ng approach.

“The decentralized cloud or edge compu�ng architecture differen�ates it from the centralized 
model used by file sync and share pla�orms. It improves the organiza�on’s security posture, allows 
access to all storage, ensures privacy, keeps the management of organiza�onal files under organiza�onal 
control, and leverages the organiza�on’s exis�ng storage infrastructure,” says Ward.

The vCISO: Is there one in your future?

When is the right time to rent yourself a CISO?

The enterprise is facing a dangerous combina�on of moun�ng cybersecurity threats of increasing 
subtlety -- and a widening gap in the skills required to iden�fy and combat them. Having someone 
that knows how to lead the charge in iden�fying and analyzing threats, crea�ng strategic security 
plans and ensuring compliance requires the right level of exper�se. 

The Informa�on Systems Security Associa�on spoke of a “missing genera�on” in informa�on 
security, poin�ng to an es�mated 300,000 to 1 million vacant cybersecurity jobs. To further complicate 
the labor shor�all, security professionals at enterprises understand they are in demand, and it is 
understood that employees will be receiving offers from other companies.  According to a 
Ponemon study, senior security execu�ves on average leave a�er 30 months on the job.

Almost three-quarters of respondents in a Ponemon report said their organiza�ons do not have 
enough IT security staff.  The fact is enterprises are looking to fill security posi�ons. According to 
Burning Glass, a labor analy�cs firm, cybersecurity job pos�ngs grew 74% over a six-year period. 
But actually filling those posi�ons is another story.

Finding the right person to drive enterprise security

According to Cisco's Annual Security Report, 91% of companies have an execu�ve with direct 
responsibility for security, but only 29% of them have a Chief Informa�on Security Officer. Businesses 
with a CISO in place recorded the highest levels of confidence in their security stance, both in terms 
of op�miza�on and clarity. 

Many organiza�ons are asking other execu�ves to step into the gap and they o�en lack the exper�se 
required to outline a solid informa�on security policy and drive it forward.  Would you want a 
podiatrist filling in for a neurosurgeon?

For small to mid-sized businesses it may be difficult to jus�fy the expense of a full-�me CISO.  
Recruitment can also be a real challenge. How do you find the right fit for your business within your 
budget when you lack the internal experience to properly evaluate a candidate?

Enter the virtual CISO

For smaller businesses it simply doesn't make sense to invest in a full-�me CISO when you can hire 
a virtual one and get the specialty skills you need to draw up a strategic overview and deliver the 
big picture. With a virtual CISO, no need to worry about benefits or monthly overhead.

Say you’re a larger enterprise. You're suffering from a�ri�on and need someone to step in on an 
interim basis. You want some supervision and advice for a rela�vely green InfoSec manager, or you 
want to ensure that you only pay for what you actually need. Ren�ng a CISO could be the answer.

Making the business case for a vCISO 

There’s no set universal standard for hiring a vCISO. You can set up a retainer for a certain number 
of hours, you can hire someone on a project basis, and/or you can even buy a chunk of support 
hours and use them when you need them. It's a way of ge�ng the cream of security talent without 
buying the whole cow. 

Contrac�ng a virtual CISO can be far most cost effec�ve than hiring a full-�mer. They can fill in 
where you need it the most, helping your CIO pull together your security policies, guidelines, and 
standards. That could entail anything from coming to grips with HIPAA or PCI compliance, to staying 
on top of vendor risk assessments.

A qualified vCISO is going to be fully up to speed on the latest best prac�ces, they have experience 
dealing with a wide variety of scenarios, and they are well-posi�oned to train your internal security staff.

The normal annual contract rate for virtual CISOs is about 35-to-40 percent of what it costs to pay 
the normal industry salary for a full-�me informa�on security team to perform the same services, 
according to Bank Info Security. 

Preven�ve security vs. post-incident cleanup

Many companies are being forced to spend an ever increasing propor�on of their budget on cleaning 
up a�er incidents. A vCISO can be invaluable as a firefighter, but don't wait un�l a breach occurs; 
preven�on is always be�er than cure. 

Whether you're looking to get a snapshot of your security posture, fill a temporary gap, or you 
need a leader to roll out a company-wide InfoSec policy, the vCISO is a compelling value proposi�on. 
Un�l the new genera�on of security graduates matures, the vCISO may be your best shot at
tempering security risks.
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The vCISO: Is there one in your future?

When is the right time to rent yourself a CISO?

The enterprise is facing a dangerous combina�on of moun�ng cybersecurity threats of increasing 
subtlety -- and a widening gap in the skills required to iden�fy and combat them. Having someone 
that knows how to lead the charge in iden�fying and analyzing threats, crea�ng strategic security 
plans and ensuring compliance requires the right level of exper�se. 

The Informa�on Systems Security Associa�on spoke of a “missing genera�on” in informa�on 
security, poin�ng to an es�mated 300,000 to 1 million vacant cybersecurity jobs. To further complicate 
the labor shor�all, security professionals at enterprises understand they are in demand, and it is 
understood that employees will be receiving offers from other companies.  According to a 
Ponemon study, senior security execu�ves on average leave a�er 30 months on the job.

Almost three-quarters of respondents in a Ponemon report said their organiza�ons do not have 
enough IT security staff.  The fact is enterprises are looking to fill security posi�ons. According to 
Burning Glass, a labor analy�cs firm, cybersecurity job pos�ngs grew 74% over a six-year period. 
But actually filling those posi�ons is another story.

Finding the right person to drive enterprise security

According to Cisco's Annual Security Report, 91% of companies have an execu�ve with direct 
responsibility for security, but only 29% of them have a Chief Informa�on Security Officer. Businesses 
with a CISO in place recorded the highest levels of confidence in their security stance, both in terms 
of op�miza�on and clarity. 

Many organiza�ons are asking other execu�ves to step into the gap and they o�en lack the exper�se 
required to outline a solid informa�on security policy and drive it forward.  Would you want a 
podiatrist filling in for a neurosurgeon?

For small to mid-sized businesses it may be difficult to jus�fy the expense of a full-�me CISO.  
Recruitment can also be a real challenge. How do you find the right fit for your business within your 
budget when you lack the internal experience to properly evaluate a candidate?

Enter the virtual CISO

For smaller businesses it simply doesn't make sense to invest in a full-�me CISO when you can hire 
a virtual one and get the specialty skills you need to draw up a strategic overview and deliver the 
big picture. With a virtual CISO, no need to worry about benefits or monthly overhead.

Say you’re a larger enterprise. You're suffering from a�ri�on and need someone to step in on an 
interim basis. You want some supervision and advice for a rela�vely green InfoSec manager, or you 
want to ensure that you only pay for what you actually need. Ren�ng a CISO could be the answer.

Making the business case for a vCISO 

There’s no set universal standard for hiring a vCISO. You can set up a retainer for a certain number 
of hours, you can hire someone on a project basis, and/or you can even buy a chunk of support 
hours and use them when you need them. It's a way of ge�ng the cream of security talent without 
buying the whole cow. 

Contrac�ng a virtual CISO can be far most cost effec�ve than hiring a full-�mer. They can fill in 
where you need it the most, helping your CIO pull together your security policies, guidelines, and 
standards. That could entail anything from coming to grips with HIPAA or PCI compliance, to staying 
on top of vendor risk assessments.

A qualified vCISO is going to be fully up to speed on the latest best prac�ces, they have experience 
dealing with a wide variety of scenarios, and they are well-posi�oned to train your internal security staff.

The normal annual contract rate for virtual CISOs is about 35-to-40 percent of what it costs to pay 
the normal industry salary for a full-�me informa�on security team to perform the same services, 
according to Bank Info Security. 

Preven�ve security vs. post-incident cleanup

Many companies are being forced to spend an ever increasing propor�on of their budget on cleaning 
up a�er incidents. A vCISO can be invaluable as a firefighter, but don't wait un�l a breach occurs; 
preven�on is always be�er than cure. 

Whether you're looking to get a snapshot of your security posture, fill a temporary gap, or you 
need a leader to roll out a company-wide InfoSec policy, the vCISO is a compelling value proposi�on. 
Un�l the new genera�on of security graduates matures, the vCISO may be your best shot at
tempering security risks.
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The vCISO: Is there one in your future?

When is the right time to rent yourself a CISO?

The enterprise is facing a dangerous combina�on of moun�ng cybersecurity threats of increasing 
subtlety -- and a widening gap in the skills required to iden�fy and combat them. Having someone 
that knows how to lead the charge in iden�fying and analyzing threats, crea�ng strategic security 
plans and ensuring compliance requires the right level of exper�se. 

The Informa�on Systems Security Associa�on spoke of a “missing genera�on” in informa�on 
security, poin�ng to an es�mated 300,000 to 1 million vacant cybersecurity jobs. To further complicate 
the labor shor�all, security professionals at enterprises understand they are in demand, and it is 
understood that employees will be receiving offers from other companies.  According to a 
Ponemon study, senior security execu�ves on average leave a�er 30 months on the job.

Almost three-quarters of respondents in a Ponemon report said their organiza�ons do not have 
enough IT security staff.  The fact is enterprises are looking to fill security posi�ons. According to 
Burning Glass, a labor analy�cs firm, cybersecurity job pos�ngs grew 74% over a six-year period. 
But actually filling those posi�ons is another story.

Finding the right person to drive enterprise security

According to Cisco's Annual Security Report, 91% of companies have an execu�ve with direct 
responsibility for security, but only 29% of them have a Chief Informa�on Security Officer. Businesses 
with a CISO in place recorded the highest levels of confidence in their security stance, both in terms 
of op�miza�on and clarity. 

Many organiza�ons are asking other execu�ves to step into the gap and they o�en lack the exper�se 
required to outline a solid informa�on security policy and drive it forward.  Would you want a 
podiatrist filling in for a neurosurgeon?

For small to mid-sized businesses it may be difficult to jus�fy the expense of a full-�me CISO.  
Recruitment can also be a real challenge. How do you find the right fit for your business within your 
budget when you lack the internal experience to properly evaluate a candidate?

Enter the virtual CISO

For smaller businesses it simply doesn't make sense to invest in a full-�me CISO when you can hire 
a virtual one and get the specialty skills you need to draw up a strategic overview and deliver the 
big picture. With a virtual CISO, no need to worry about benefits or monthly overhead.

Say you’re a larger enterprise. You're suffering from a�ri�on and need someone to step in on an 
interim basis. You want some supervision and advice for a rela�vely green InfoSec manager, or you 
want to ensure that you only pay for what you actually need. Ren�ng a CISO could be the answer.

Making the business case for a vCISO 

There’s no set universal standard for hiring a vCISO. You can set up a retainer for a certain number 
of hours, you can hire someone on a project basis, and/or you can even buy a chunk of support 
hours and use them when you need them. It's a way of ge�ng the cream of security talent without 
buying the whole cow. 

Contrac�ng a virtual CISO can be far most cost effec�ve than hiring a full-�mer. They can fill in 
where you need it the most, helping your CIO pull together your security policies, guidelines, and 
standards. That could entail anything from coming to grips with HIPAA or PCI compliance, to staying 
on top of vendor risk assessments.

A qualified vCISO is going to be fully up to speed on the latest best prac�ces, they have experience 
dealing with a wide variety of scenarios, and they are well-posi�oned to train your internal security staff.

The normal annual contract rate for virtual CISOs is about 35-to-40 percent of what it costs to pay 
the normal industry salary for a full-�me informa�on security team to perform the same services, 
according to Bank Info Security. 

Preven�ve security vs. post-incident cleanup

Many companies are being forced to spend an ever increasing propor�on of their budget on cleaning 
up a�er incidents. A vCISO can be invaluable as a firefighter, but don't wait un�l a breach occurs; 
preven�on is always be�er than cure. 

Whether you're looking to get a snapshot of your security posture, fill a temporary gap, or you 
need a leader to roll out a company-wide InfoSec policy, the vCISO is a compelling value proposi�on. 
Un�l the new genera�on of security graduates matures, the vCISO may be your best shot at
tempering security risks.

 

Don’t Bite that Phishing Bait:
Bet on these 5 Rules

Although bad actors have for years taken advantage of unpatched systems, countless software 
vulnerabilities and new devious forms of malware, their most preferred weapon of choice still 
remains the same.

When it comes to digital malfeasance, cyber criminals still use phishing as their trusted trick. While 
their motives haven’t changed -- luring target victims to click highly legitimate-looking emails so 
they can steal keys to the castle – their attack methods have grown more targeted and sophisticated. 

According to a recent FBI investigation, phishing scams cost American businesses half a billion 
dollars a year. More alarming evidence is seen in a public service announcement from the FBI issued 
earlier this year to spread awareness regarding the continued increase of “Business Email Compromise 
/ Email Account Compromise,” calling it a $12 billion scam.

Cyber security is only as strong as its weakest link – people

Even though businesses spend millions of dollars on cyber security solu�ons, sophis�cated a�acks 
such as phishing scams con�nue to thrive. The reason is simple. Cyber criminals are no longer 
hacking firewalls since all they need is a vulnerable employee. The fundamental reason why enterprise 
security fails to successfully ba�le advanced cyber-a�acks is not for lack of competency but a lack 
of awareness training and policy-se�ng among employees.

a.    Highly localized phishing scams
 
Phishing is all about decep�on and cyber baddies are evolving their methods to trick people in 
their sophis�cated phishing scams. For example, moving away from their “infect them all” 
approach, phishers are turning to regionalized email a�acks and loca�on-based targe�ng. In their 
bid to customize phishing a�acks and make their email scams more believable, cyber-criminals are 
becoming ever more cra�y at imita�ng local brands and speech mannerisms, while not failing to 
use correct spelling and grammar like their predecessors had.  
 
b.    Phishers head to the cloud and other third-pla�orm technologies
 
A�ackers are reshaping tradi�onal phishing techniques and targe�ng new vectors. As a result, a 
growing number of modern phishing scams are now distributed via social media portals, mobile 
apps or mobile browsers. Instant messaging (IM) applica�ons are also being used to spread the 
a�ack to the vic�m’s contact lists. Since users read and act upon real-�me text no�fica�ons quicker 
than they read and act upon regular email, the a�ack prolifera�on happens faster. Moreover, with 
more businesses and users turning to cloud applica�ons, a�ackers have begun launching more 
advanced cloud-phishing a�acks. A highly sophis�cated phishing campaign targe�ng Google's 
roughly 1 billion Gmail users worldwide is one such example.

Simple and effec�ve ways to avoid the phishing bait
 
Even as organiza�ons implement advanced security measures and also invest in cyber security 
awareness, both corporate and government environments need to do more to train employees. 
What makes phishing a�acks really a�rac�ve is the opportunity to steal readily offered creden�als 
or admin privileges directly from staff that allow a�ackers to gain further lateral movement in the 
targeted network.
 
Below are a few useful guidelines that will help safeguard you and your business from phishing a�acks.
 
1.    Make them familiar with the phishing hook
 
Phishing is one of the most effec�ve means to get around security systems to steal sensi�ve data, 
usually in the form of a well-cra�ed email that imitates legi�mate communica�ons from trusted 
sources like your CEO, service provider, banks and even delivery companies. Recent phishing 
a�acks that targeted Gmail and Office 365 managed to fool even savvy users. Encourage employees 
to join you in the ba�le by being able to recognize and hence sniff out the phishing scam. Always 
be on the lookout for red flags in any message received. Inspect every email message carefully, 
especially if it has any sense of urgency, or if it comes from an unknown sender outside your organiza�on. 
An email may request an ac�on that may seem highly unlikely, including an unsolicited offer. Spo�ng 
emails that have links to non-standard web page addresses is also a useful prac�ce.
 
2.    Be careful when typing URLs
 
The An�-Phishing Working Group (APWG) issued its Phishing Ac�vity Trends Report for Q1 2018 
that reveals a significant rise in unique phishing webpages found early in 2018. Phishing a�acks 
frequently come in the form of embedded malicious links in emails that appear to be coming from 
familiar sources. It may contain a video or an a�rac�ve photo to encourage the unsuspec�ng 
recipient to click on it, only to unknowingly download lethal malware. Some�mes the email may 
request login details with a link that appears to be your company website. It is easy to avoid such 
phishing traps by always typing the URL into the address bar of your browser. Make a strict rule to 
never click unreadable links in emails.
 
3.    Think twice before you open a�achments
 
Cyber baddies find email their favorite a�ack vector as it makes distribu�ng malware payload 
cheap and easy. Malware authors cra� convincing spam and phishing emails that o�en carry 
dangerous a�achments. Some�mes such a payload might be covertly hidden in zip/rar archives, or 
in Office documents as macros. To infect a vulnerable user, the email o�en includes an executable 
file. Iden�fying suspicious a�achments isn’t too difficult, if one is prepared to be careful. Malicious 
a�achments are o�en commonly hidden within zip archives to trick spam filters—they can be 
easily recognized by their common file extension, such as: .exe, .bat, .com, .cmd, .cpl, .js, .jse, .msi, 
.msp, .mst and even Windows PowerShell script extension .psc1. A vast majority of spam and phishing 
emails carry such malicious a�achments. Even if you do not recognize the sender, it’s strongly 
recommended to submit the email for further scru�ny if it has an a�achment. According to industry 
reports, some of these a�achments are able to slip through known cloud-based security systems.

Since en�cing gullible employees to click links, open a�achments and visit URLs is the most effec�ve 
way of breaching corporate security, it is important to have deeper messaging security in place that 
automa�cally scans and discards suspicious a�achments.
 
4.    Flag suspicious emails to your security teams
 
If you are not sure about the content of an email you have received, then you should report it 
without a second thought. Seek further advisory from your company’s IT security team. Many 
companies follow a good prac�ce of having email support specifically for suspected phishing
emails and they help validate if a reported email is legi�mate or not. You may also consider
filing complaints at the Federal Bureau of Inves�ga�on Internet Crime Complaint Center.
 
5.    Don’t just patch your systems, also patch your people
 
Awareness and educa�on remain your best defence against evolving phishing campaigns. As cra�y 
phishing a�acks manage to penetrate security defenses, it is necessary to train employees, making 
them be�er aware of various phishing tac�cs used by cyber fraudsters. These email-borne threats 
have become an endemic scourge and have lethal poten�al to damage your company’s reputa�on. 
While it is indispensable to keep systems and applica�ons up-to-date with the latest patch and 
security updates, it is equally cri�cal to keep users informed by running regular security awareness 
training or by inves�ng in a phishing simulator applica�on that can test users through automated 
a�ack simula�ons and ac�onable repor�ng metrics.
 
Phishing certainly poses a significant risk to your organiza�on and its informa�on. Knowing how to 
iden�fy a phishing a�ack is obviously the most ideal defense. If you manage to avoid the bait, the 
a�acker will have no choice but to move on to the next target.
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The vCISO: Is there one in your future?

When is the right time to rent yourself a CISO?

The enterprise is facing a dangerous combina�on of moun�ng cybersecurity threats of increasing 
subtlety -- and a widening gap in the skills required to iden�fy and combat them. Having someone 
that knows how to lead the charge in iden�fying and analyzing threats, crea�ng strategic security 
plans and ensuring compliance requires the right level of exper�se. 

The Informa�on Systems Security Associa�on spoke of a “missing genera�on” in informa�on 
security, poin�ng to an es�mated 300,000 to 1 million vacant cybersecurity jobs. To further complicate 
the labor shor�all, security professionals at enterprises understand they are in demand, and it is 
understood that employees will be receiving offers from other companies.  According to a 
Ponemon study, senior security execu�ves on average leave a�er 30 months on the job.

Almost three-quarters of respondents in a Ponemon report said their organiza�ons do not have 
enough IT security staff.  The fact is enterprises are looking to fill security posi�ons. According to 
Burning Glass, a labor analy�cs firm, cybersecurity job pos�ngs grew 74% over a six-year period. 
But actually filling those posi�ons is another story.

Finding the right person to drive enterprise security

According to Cisco's Annual Security Report, 91% of companies have an execu�ve with direct 
responsibility for security, but only 29% of them have a Chief Informa�on Security Officer. Businesses 
with a CISO in place recorded the highest levels of confidence in their security stance, both in terms 
of op�miza�on and clarity. 

Many organiza�ons are asking other execu�ves to step into the gap and they o�en lack the exper�se 
required to outline a solid informa�on security policy and drive it forward.  Would you want a 
podiatrist filling in for a neurosurgeon?

For small to mid-sized businesses it may be difficult to jus�fy the expense of a full-�me CISO.  
Recruitment can also be a real challenge. How do you find the right fit for your business within your 
budget when you lack the internal experience to properly evaluate a candidate?

Enter the virtual CISO

For smaller businesses it simply doesn't make sense to invest in a full-�me CISO when you can hire 
a virtual one and get the specialty skills you need to draw up a strategic overview and deliver the 
big picture. With a virtual CISO, no need to worry about benefits or monthly overhead.

Say you’re a larger enterprise. You're suffering from a�ri�on and need someone to step in on an 
interim basis. You want some supervision and advice for a rela�vely green InfoSec manager, or you 
want to ensure that you only pay for what you actually need. Ren�ng a CISO could be the answer.

Making the business case for a vCISO 

There’s no set universal standard for hiring a vCISO. You can set up a retainer for a certain number 
of hours, you can hire someone on a project basis, and/or you can even buy a chunk of support 
hours and use them when you need them. It's a way of ge�ng the cream of security talent without 
buying the whole cow. 

Contrac�ng a virtual CISO can be far most cost effec�ve than hiring a full-�mer. They can fill in 
where you need it the most, helping your CIO pull together your security policies, guidelines, and 
standards. That could entail anything from coming to grips with HIPAA or PCI compliance, to staying 
on top of vendor risk assessments.

A qualified vCISO is going to be fully up to speed on the latest best prac�ces, they have experience 
dealing with a wide variety of scenarios, and they are well-posi�oned to train your internal security staff.

The normal annual contract rate for virtual CISOs is about 35-to-40 percent of what it costs to pay 
the normal industry salary for a full-�me informa�on security team to perform the same services, 
according to Bank Info Security. 

Preven�ve security vs. post-incident cleanup

Many companies are being forced to spend an ever increasing propor�on of their budget on cleaning 
up a�er incidents. A vCISO can be invaluable as a firefighter, but don't wait un�l a breach occurs; 
preven�on is always be�er than cure. 

Whether you're looking to get a snapshot of your security posture, fill a temporary gap, or you 
need a leader to roll out a company-wide InfoSec policy, the vCISO is a compelling value proposi�on. 
Un�l the new genera�on of security graduates matures, the vCISO may be your best shot at
tempering security risks.

 

Don’t Bite that Phishing Bait:
Bet on these 5 Rules

Although bad actors have for years taken advantage of unpatched systems, countless software 
vulnerabilities and new devious forms of malware, their most preferred weapon of choice still 
remains the same.

When it comes to digital malfeasance, cyber criminals still use phishing as their trusted trick. While 
their motives haven’t changed -- luring target victims to click highly legitimate-looking emails so 
they can steal keys to the castle – their attack methods have grown more targeted and sophisticated. 

According to a recent FBI investigation, phishing scams cost American businesses half a billion 
dollars a year. More alarming evidence is seen in a public service announcement from the FBI issued 
earlier this year to spread awareness regarding the continued increase of “Business Email Compromise 
/ Email Account Compromise,” calling it a $12 billion scam.

Cyber security is only as strong as its weakest link – people

Even though businesses spend millions of dollars on cyber security solu�ons, sophis�cated a�acks 
such as phishing scams con�nue to thrive. The reason is simple. Cyber criminals are no longer 
hacking firewalls since all they need is a vulnerable employee. The fundamental reason why enterprise 
security fails to successfully ba�le advanced cyber-a�acks is not for lack of competency but a lack 
of awareness training and policy-se�ng among employees.

a.    Highly localized phishing scams
 
Phishing is all about decep�on and cyber baddies are evolving their methods to trick people in 
their sophis�cated phishing scams. For example, moving away from their “infect them all” 
approach, phishers are turning to regionalized email a�acks and loca�on-based targe�ng. In their 
bid to customize phishing a�acks and make their email scams more believable, cyber-criminals are 
becoming ever more cra�y at imita�ng local brands and speech mannerisms, while not failing to 
use correct spelling and grammar like their predecessors had.  
 
b.    Phishers head to the cloud and other third-pla�orm technologies
 
A�ackers are reshaping tradi�onal phishing techniques and targe�ng new vectors. As a result, a 
growing number of modern phishing scams are now distributed via social media portals, mobile 
apps or mobile browsers. Instant messaging (IM) applica�ons are also being used to spread the 
a�ack to the vic�m’s contact lists. Since users read and act upon real-�me text no�fica�ons quicker 
than they read and act upon regular email, the a�ack prolifera�on happens faster. Moreover, with 
more businesses and users turning to cloud applica�ons, a�ackers have begun launching more 
advanced cloud-phishing a�acks. A highly sophis�cated phishing campaign targe�ng Google's 
roughly 1 billion Gmail users worldwide is one such example.

Simple and effec�ve ways to avoid the phishing bait
 
Even as organiza�ons implement advanced security measures and also invest in cyber security 
awareness, both corporate and government environments need to do more to train employees. 
What makes phishing a�acks really a�rac�ve is the opportunity to steal readily offered creden�als 
or admin privileges directly from staff that allow a�ackers to gain further lateral movement in the 
targeted network.
 
Below are a few useful guidelines that will help safeguard you and your business from phishing a�acks.
 
1.    Make them familiar with the phishing hook
 
Phishing is one of the most effec�ve means to get around security systems to steal sensi�ve data, 
usually in the form of a well-cra�ed email that imitates legi�mate communica�ons from trusted 
sources like your CEO, service provider, banks and even delivery companies. Recent phishing 
a�acks that targeted Gmail and Office 365 managed to fool even savvy users. Encourage employees 
to join you in the ba�le by being able to recognize and hence sniff out the phishing scam. Always 
be on the lookout for red flags in any message received. Inspect every email message carefully, 
especially if it has any sense of urgency, or if it comes from an unknown sender outside your organiza�on. 
An email may request an ac�on that may seem highly unlikely, including an unsolicited offer. Spo�ng 
emails that have links to non-standard web page addresses is also a useful prac�ce.
 
2.    Be careful when typing URLs
 
The An�-Phishing Working Group (APWG) issued its Phishing Ac�vity Trends Report for Q1 2018 
that reveals a significant rise in unique phishing webpages found early in 2018. Phishing a�acks 
frequently come in the form of embedded malicious links in emails that appear to be coming from 
familiar sources. It may contain a video or an a�rac�ve photo to encourage the unsuspec�ng 
recipient to click on it, only to unknowingly download lethal malware. Some�mes the email may 
request login details with a link that appears to be your company website. It is easy to avoid such 
phishing traps by always typing the URL into the address bar of your browser. Make a strict rule to 
never click unreadable links in emails.
 
3.    Think twice before you open a�achments
 
Cyber baddies find email their favorite a�ack vector as it makes distribu�ng malware payload 
cheap and easy. Malware authors cra� convincing spam and phishing emails that o�en carry 
dangerous a�achments. Some�mes such a payload might be covertly hidden in zip/rar archives, or 
in Office documents as macros. To infect a vulnerable user, the email o�en includes an executable 
file. Iden�fying suspicious a�achments isn’t too difficult, if one is prepared to be careful. Malicious 
a�achments are o�en commonly hidden within zip archives to trick spam filters—they can be 
easily recognized by their common file extension, such as: .exe, .bat, .com, .cmd, .cpl, .js, .jse, .msi, 
.msp, .mst and even Windows PowerShell script extension .psc1. A vast majority of spam and phishing 
emails carry such malicious a�achments. Even if you do not recognize the sender, it’s strongly 
recommended to submit the email for further scru�ny if it has an a�achment. According to industry 
reports, some of these a�achments are able to slip through known cloud-based security systems.

Since en�cing gullible employees to click links, open a�achments and visit URLs is the most effec�ve 
way of breaching corporate security, it is important to have deeper messaging security in place that 
automa�cally scans and discards suspicious a�achments.
 
4.    Flag suspicious emails to your security teams
 
If you are not sure about the content of an email you have received, then you should report it 
without a second thought. Seek further advisory from your company’s IT security team. Many 
companies follow a good prac�ce of having email support specifically for suspected phishing
emails and they help validate if a reported email is legi�mate or not. You may also consider
filing complaints at the Federal Bureau of Inves�ga�on Internet Crime Complaint Center.
 
5.    Don’t just patch your systems, also patch your people
 
Awareness and educa�on remain your best defence against evolving phishing campaigns. As cra�y 
phishing a�acks manage to penetrate security defenses, it is necessary to train employees, making 
them be�er aware of various phishing tac�cs used by cyber fraudsters. These email-borne threats 
have become an endemic scourge and have lethal poten�al to damage your company’s reputa�on. 
While it is indispensable to keep systems and applica�ons up-to-date with the latest patch and 
security updates, it is equally cri�cal to keep users informed by running regular security awareness 
training or by inves�ng in a phishing simulator applica�on that can test users through automated 
a�ack simula�ons and ac�onable repor�ng metrics.
 
Phishing certainly poses a significant risk to your organiza�on and its informa�on. Knowing how to 
iden�fy a phishing a�ack is obviously the most ideal defense. If you manage to avoid the bait, the 
a�acker will have no choice but to move on to the next target.
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The vCISO: Is there one in your future?

When is the right time to rent yourself a CISO?

The enterprise is facing a dangerous combina�on of moun�ng cybersecurity threats of increasing 
subtlety -- and a widening gap in the skills required to iden�fy and combat them. Having someone 
that knows how to lead the charge in iden�fying and analyzing threats, crea�ng strategic security 
plans and ensuring compliance requires the right level of exper�se. 

The Informa�on Systems Security Associa�on spoke of a “missing genera�on” in informa�on 
security, poin�ng to an es�mated 300,000 to 1 million vacant cybersecurity jobs. To further complicate 
the labor shor�all, security professionals at enterprises understand they are in demand, and it is 
understood that employees will be receiving offers from other companies.  According to a 
Ponemon study, senior security execu�ves on average leave a�er 30 months on the job.

Almost three-quarters of respondents in a Ponemon report said their organiza�ons do not have 
enough IT security staff.  The fact is enterprises are looking to fill security posi�ons. According to 
Burning Glass, a labor analy�cs firm, cybersecurity job pos�ngs grew 74% over a six-year period. 
But actually filling those posi�ons is another story.

Finding the right person to drive enterprise security

According to Cisco's Annual Security Report, 91% of companies have an execu�ve with direct 
responsibility for security, but only 29% of them have a Chief Informa�on Security Officer. Businesses 
with a CISO in place recorded the highest levels of confidence in their security stance, both in terms 
of op�miza�on and clarity. 

Many organiza�ons are asking other execu�ves to step into the gap and they o�en lack the exper�se 
required to outline a solid informa�on security policy and drive it forward.  Would you want a 
podiatrist filling in for a neurosurgeon?

For small to mid-sized businesses it may be difficult to jus�fy the expense of a full-�me CISO.  
Recruitment can also be a real challenge. How do you find the right fit for your business within your 
budget when you lack the internal experience to properly evaluate a candidate?

Enter the virtual CISO

For smaller businesses it simply doesn't make sense to invest in a full-�me CISO when you can hire 
a virtual one and get the specialty skills you need to draw up a strategic overview and deliver the 
big picture. With a virtual CISO, no need to worry about benefits or monthly overhead.

Say you’re a larger enterprise. You're suffering from a�ri�on and need someone to step in on an 
interim basis. You want some supervision and advice for a rela�vely green InfoSec manager, or you 
want to ensure that you only pay for what you actually need. Ren�ng a CISO could be the answer.

Making the business case for a vCISO 

There’s no set universal standard for hiring a vCISO. You can set up a retainer for a certain number 
of hours, you can hire someone on a project basis, and/or you can even buy a chunk of support 
hours and use them when you need them. It's a way of ge�ng the cream of security talent without 
buying the whole cow. 

Contrac�ng a virtual CISO can be far most cost effec�ve than hiring a full-�mer. They can fill in 
where you need it the most, helping your CIO pull together your security policies, guidelines, and 
standards. That could entail anything from coming to grips with HIPAA or PCI compliance, to staying 
on top of vendor risk assessments.

A qualified vCISO is going to be fully up to speed on the latest best prac�ces, they have experience 
dealing with a wide variety of scenarios, and they are well-posi�oned to train your internal security staff.

The normal annual contract rate for virtual CISOs is about 35-to-40 percent of what it costs to pay 
the normal industry salary for a full-�me informa�on security team to perform the same services, 
according to Bank Info Security. 

Preven�ve security vs. post-incident cleanup

Many companies are being forced to spend an ever increasing propor�on of their budget on cleaning 
up a�er incidents. A vCISO can be invaluable as a firefighter, but don't wait un�l a breach occurs; 
preven�on is always be�er than cure. 

Whether you're looking to get a snapshot of your security posture, fill a temporary gap, or you 
need a leader to roll out a company-wide InfoSec policy, the vCISO is a compelling value proposi�on. 
Un�l the new genera�on of security graduates matures, the vCISO may be your best shot at
tempering security risks.

 

Don’t Bite that Phishing Bait:
Bet on these 5 Rules

Although bad actors have for years taken advantage of unpatched systems, countless software 
vulnerabilities and new devious forms of malware, their most preferred weapon of choice still 
remains the same.

When it comes to digital malfeasance, cyber criminals still use phishing as their trusted trick. While 
their motives haven’t changed -- luring target victims to click highly legitimate-looking emails so 
they can steal keys to the castle – their attack methods have grown more targeted and sophisticated. 

According to a recent FBI investigation, phishing scams cost American businesses half a billion 
dollars a year. More alarming evidence is seen in a public service announcement from the FBI issued 
earlier this year to spread awareness regarding the continued increase of “Business Email Compromise 
/ Email Account Compromise,” calling it a $12 billion scam.

Cyber security is only as strong as its weakest link – people

Even though businesses spend millions of dollars on cyber security solu�ons, sophis�cated a�acks 
such as phishing scams con�nue to thrive. The reason is simple. Cyber criminals are no longer 
hacking firewalls since all they need is a vulnerable employee. The fundamental reason why enterprise 
security fails to successfully ba�le advanced cyber-a�acks is not for lack of competency but a lack 
of awareness training and policy-se�ng among employees.

a.    Highly localized phishing scams
 
Phishing is all about decep�on and cyber baddies are evolving their methods to trick people in 
their sophis�cated phishing scams. For example, moving away from their “infect them all” 
approach, phishers are turning to regionalized email a�acks and loca�on-based targe�ng. In their 
bid to customize phishing a�acks and make their email scams more believable, cyber-criminals are 
becoming ever more cra�y at imita�ng local brands and speech mannerisms, while not failing to 
use correct spelling and grammar like their predecessors had.  
 
b.    Phishers head to the cloud and other third-pla�orm technologies
 
A�ackers are reshaping tradi�onal phishing techniques and targe�ng new vectors. As a result, a 
growing number of modern phishing scams are now distributed via social media portals, mobile 
apps or mobile browsers. Instant messaging (IM) applica�ons are also being used to spread the 
a�ack to the vic�m’s contact lists. Since users read and act upon real-�me text no�fica�ons quicker 
than they read and act upon regular email, the a�ack prolifera�on happens faster. Moreover, with 
more businesses and users turning to cloud applica�ons, a�ackers have begun launching more 
advanced cloud-phishing a�acks. A highly sophis�cated phishing campaign targe�ng Google's 
roughly 1 billion Gmail users worldwide is one such example.

Simple and effec�ve ways to avoid the phishing bait
 
Even as organiza�ons implement advanced security measures and also invest in cyber security 
awareness, both corporate and government environments need to do more to train employees. 
What makes phishing a�acks really a�rac�ve is the opportunity to steal readily offered creden�als 
or admin privileges directly from staff that allow a�ackers to gain further lateral movement in the 
targeted network.
 
Below are a few useful guidelines that will help safeguard you and your business from phishing a�acks.
 
1.    Make them familiar with the phishing hook
 
Phishing is one of the most effec�ve means to get around security systems to steal sensi�ve data, 
usually in the form of a well-cra�ed email that imitates legi�mate communica�ons from trusted 
sources like your CEO, service provider, banks and even delivery companies. Recent phishing 
a�acks that targeted Gmail and Office 365 managed to fool even savvy users. Encourage employees 
to join you in the ba�le by being able to recognize and hence sniff out the phishing scam. Always 
be on the lookout for red flags in any message received. Inspect every email message carefully, 
especially if it has any sense of urgency, or if it comes from an unknown sender outside your organiza�on. 
An email may request an ac�on that may seem highly unlikely, including an unsolicited offer. Spo�ng 
emails that have links to non-standard web page addresses is also a useful prac�ce.
 
2.    Be careful when typing URLs
 
The An�-Phishing Working Group (APWG) issued its Phishing Ac�vity Trends Report for Q1 2018 
that reveals a significant rise in unique phishing webpages found early in 2018. Phishing a�acks 
frequently come in the form of embedded malicious links in emails that appear to be coming from 
familiar sources. It may contain a video or an a�rac�ve photo to encourage the unsuspec�ng 
recipient to click on it, only to unknowingly download lethal malware. Some�mes the email may 
request login details with a link that appears to be your company website. It is easy to avoid such 
phishing traps by always typing the URL into the address bar of your browser. Make a strict rule to 
never click unreadable links in emails.
 
3.    Think twice before you open a�achments
 
Cyber baddies find email their favorite a�ack vector as it makes distribu�ng malware payload 
cheap and easy. Malware authors cra� convincing spam and phishing emails that o�en carry 
dangerous a�achments. Some�mes such a payload might be covertly hidden in zip/rar archives, or 
in Office documents as macros. To infect a vulnerable user, the email o�en includes an executable 
file. Iden�fying suspicious a�achments isn’t too difficult, if one is prepared to be careful. Malicious 
a�achments are o�en commonly hidden within zip archives to trick spam filters—they can be 
easily recognized by their common file extension, such as: .exe, .bat, .com, .cmd, .cpl, .js, .jse, .msi, 
.msp, .mst and even Windows PowerShell script extension .psc1. A vast majority of spam and phishing 
emails carry such malicious a�achments. Even if you do not recognize the sender, it’s strongly 
recommended to submit the email for further scru�ny if it has an a�achment. According to industry 
reports, some of these a�achments are able to slip through known cloud-based security systems.

Since en�cing gullible employees to click links, open a�achments and visit URLs is the most effec�ve 
way of breaching corporate security, it is important to have deeper messaging security in place that 
automa�cally scans and discards suspicious a�achments.
 
4.    Flag suspicious emails to your security teams
 
If you are not sure about the content of an email you have received, then you should report it 
without a second thought. Seek further advisory from your company’s IT security team. Many 
companies follow a good prac�ce of having email support specifically for suspected phishing
emails and they help validate if a reported email is legi�mate or not. You may also consider
filing complaints at the Federal Bureau of Inves�ga�on Internet Crime Complaint Center.
 
5.    Don’t just patch your systems, also patch your people
 
Awareness and educa�on remain your best defence against evolving phishing campaigns. As cra�y 
phishing a�acks manage to penetrate security defenses, it is necessary to train employees, making 
them be�er aware of various phishing tac�cs used by cyber fraudsters. These email-borne threats 
have become an endemic scourge and have lethal poten�al to damage your company’s reputa�on. 
While it is indispensable to keep systems and applica�ons up-to-date with the latest patch and 
security updates, it is equally cri�cal to keep users informed by running regular security awareness 
training or by inves�ng in a phishing simulator applica�on that can test users through automated 
a�ack simula�ons and ac�onable repor�ng metrics.
 
Phishing certainly poses a significant risk to your organiza�on and its informa�on. Knowing how to 
iden�fy a phishing a�ack is obviously the most ideal defense. If you manage to avoid the bait, the 
a�acker will have no choice but to move on to the next target.
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Battling Ransomware Part I:
How to Prevent a Ransomware Incident

Ransomware attacks can prove extremely disruptive and expensive to remedy. Prevention is better 
than cure and ransomware incidents are easily preventable with the right action. 

A few high-profile ransomware incidents have spread awareness and many individuals and organiza�ons 
acted to protect themselves, which may have diminished the success rate of ransomware and 
prompted a�ackers to employ other means. A Kaspersky report shows a 30 percent decline in 
ransomware encounters between April 2016 to March 2017 and April 2017 to March 2018.

However, ransomware a�acks are s�ll alarmingly common. There’s no room for complacency here. 
Ransomware is not defeated as a threat, it’s s�ll evolving, with new strains emerging and changing 
all the �me. Malwarebytes actually recorded a 28 percent rise in a�acks on businesses in the first 
quarter of 2018. 

Cybercriminals like the path of least resistance, so failing to guard against ransomware is like an 
invita�on. Here’s a step-by-step guide on how to prevent ransomware a�acks from gaining trac�on 
on your network and causing real damage.

Step 1: Educate people

It’s vital to have a well-designed security awareness training program in place. Employees are o�en 
responsible for unwi�ngly invi�ng ransomware in, usually by clicking on links in emails and messages 
that prompt ransomware downloads. While 78 percent of people successfully avoided clicking the 
link in a phishing a�ack test last year, according to Verizon’s Data Breach report, 4 percent of 
people did click. Unfortunately, it only takes one to infect your network. Another issue is the fact 
that most people don’t report suspected phishing campaigns, depriving security teams of valuable data.
 
What’s required is a comprehensive training program that focusses on your most valuable business 
assets and s�rs in the latest intelligence on ransomware threats. Arm your employees with the 
knowledge they need to spot danger and avoid it. Make sure they understand the importance of 
repor�ng, even when they don’t click. Because the threat landscape is constantly evolving, your 
training program must evolve too. 

A�endance and comple�on of training should be mandatory, but the only way you can really be 
sure that everything has sunk in is to test your employees. Conduct simulated phishing a�acks and 
share the results. People who fail should be required to undertake further training and repeated 
failures may require disciplinary ac�on. It’s important that staff understand they have some responsibility 
in your preven�on efforts – guarding against ransomware is not just a job for your IT department.

Step 2: Deploy security so�ware

There are many different so�ware tools that can help enormously in detec�ng, blocking, and 
dealing with ransomware and other forms of malware. Deploy a next genera�on firewall, an�virus 
so�ware, real-�me network scanning, next gen endpoint protec�on, an�-phishing and URL filters. 
But bear in mind that iden�fying and installing solid security so�ware is not enough, it also has to 
be properly configured and kept up to date.

Ensure you have the right skillset on your team to leverage the so�ware you buy. Improperly 
configured so�ware is a major route in for a�ackers and can also bury your security team in false 
posi�ves. You may also consider restric�ng unauthorized so�ware with applica�on controls.

The so-called shadow IT issue, where business units install apps they want without IT department 
oversight, can cause serious weaknesses in your defenses. Where restric�on isn’t viable, you need 
to adjust your strategy accordingly and establish real-�me visibility into people, devices, and 
systems on your network. Behavioral analy�cs can also be enormously helpful in quickly detec�ng 
anomalies that might indicate an a�ack.

Step 3: Verify and test backups

If you have a proper, regular backup system in place, then you never need to pay a ransom to 
recover your files. There are lots of backup solu�ons on the market, both so�ware and hardware 
based. For maximum security of your most precious business data, you might consider both. Make 
sure you fully map what would be required to get your business opera�ng again in the event of a 
massive data loss and ensure everything is backed up. Without proper backups, ransomware 
a�acks can lead to catastrophic down�me that threatens the business.

Your ability to recover also depends on the backup being easily accessible. Make sure you have a 
set procedure that’s clear and easy to follow, and make sure you test it. Try recovering backups and 
verifying their integrity to iden�fy any problems in your backup system before you really need it. A 
Da�o report found that 96 percent of managed service providers with a reliable backup and recov-
ery system were able to recover from ransomware a�acks. 

Step 4: Test and tweak 

We’ve already touched on this, but it’s crucial to your preven�on efforts, so it bears repea�ng. You 
should have an incidence response plan, we suggest building out a “playbook” for each scenario, 
like ransomware.  This will help with tes�ng every system and every procedure that you’ve put in 
place and make sure that it works as expected. Can your strategy cope with a mock ransomware 
a�ack? If not, you need to go back and analyze any failure, then make changes and test again un�l 
it works successfully. 

While you can build a solid founda�on to guard against ransomware, there’s no comple�on point 
where you’re done. Ransomware is evolving all the �me. Cybercriminals are always developing new 
techniques to gain entry to your network. Your training, so�ware, backups, and general strategy must 
con�nue to evolve and grow over �me if you expect to con�nue to nullify the threat of ransomware. 

While preven�on is a serious and poten�ally expensive undertaking, it pales in comparison to the 
devasta�ng impact of a successful ransomware a�ack.

Battling Ransomware Part II:
How to Respond to a Ransomware Incident

So, you’ve been hit by a ransomware attack. You’re not alone

Ransomware has been around for a few years now, though it wasn’t un�l the quick spreading WannaCry 
a�ack in 2017, which affected the Bri�sh Na�onal Health Service, FedEx, and Honda, among others, that 
it burst on to the scene. Several more high-profile a�acks followed, catching many organiza�ons off-guard.

There are several things you can do to mi�gate the threat of ransomware and prevent it from gaining 
hold on your network, but if you’ve already been infected then it’s too late for that. 

We’ll look at how to prevent ransomware in part two of this ar�cle, and it’s vital that you do take steps 
to prevent a reoccurrence, but for now, let’s focus on dealing with the problem at hand. Here’s a 
step-by-step look at how to respond to a ransomware incident.

Step 1: Isolate the infec�on

Many strains of ransomware will try to spread across your network and infect as many machines as 
possible, so it’s vital to act quickly when you detect an a�ack and try to shut down that lateral 
movement. The simplest way to do this is to disconnect your computers, laptops, and other devices 
from the network. It’s not enough to pull cables, you should also consider closing off wireless 
connec�ons via Wi-Fi, Bluetooth, and NFC. If you act swi�ly you may be able to contain the a�ack 
and minimize damage.

Step 2: Iden�fy the source of the ransomware
 
If you can find the original point of entry, it should be easier to track the ransomware on your 
network. Look for alerts from an�-malware tools, intrusion detec�on, and any ac�ve monitoring 
you have in place. Search for reports of suspicious emails or ransomware resul�ng from web 
browsing – it’s also prudent to ask people directly, as incidents like this can go unreported. Be 
vigilant for suspicious traffic and any increase in file renames on local and network file shares.

Step 3: Assess the scale of the infec�on

You need to know how far the infec�on has spread and catalogue all the infected systems. Your 
search should expand across all shared drives and folders, network storage devices, external hard 
drives, and USB storage, including USB s�cks, phones, cameras, and anything else that might 
harbor suspect files. You also need to check your cloud-based storage services. It’s necessary to 
map the infec�on before you can effec�vely deal with it and ensure that it doesn’t get the chance 
to spread further.

Step 4: Classify the ransomware

The poten�al courses of ac�on open to you depend on the specific strain of ransomware that has 
afflicted your system. It’s crucial to correctly iden�fy it as quickly as possible. You may be able to 
find a decryp�on tool online that will allow you to decrypt any data that the ransomware has 
encrypted. Once you know precisely what you’re up against, and you have the big picture of how 
far the ransomware has spread, you can take the appropriate ac�on. 

Step 5: Act to remediate
 
The �me has come to respond to the ransomware incident and act to get your network back online 
and your business or organiza�on back to normal opera�ons. Unfortunately, your available choices 
here are going to depend on several factors. Here’s what you can do, from best to worst case 
scenario: 

Plan A - Restore from backup

Ideally, you know the importance of backing up data and you have a pris�ne, recent backup of all 
your important files ready to go. Before you pull the trigger, however, make sure that all the files 
you need are present and correct and verify the integrity of your backups. You will want to completely 
wipe your infected systems before restoring your files from the backups. A�er restoring the backups, 
verify that all of your cri�cal apps and data are restored and working correctly. 

Plan B - Decrypt your data

Maybe you don’t have a backup, or your backup system has been infected too. In that case, you’ll 
want to locate a decryp�on tool that can be used to bring your data back. To have any chance of 
this succeeding, you must correctly iden�fy the ransomware first. Unfortunately, for the freshest 
strains of ransomware, there may not be a tool available. If you can find one, decrypt your files and 
check their integrity. 

Plan C - Accept the loss

As unpalatable as it sounds, you may have to accept the loss of your data and move on. Wipe the 
system to fully remove the ransomware and start again. If you decide on this course of ac�on it 
may be a good idea to back up your encrypted files first, as it’s possible that someone may develop 
a decryp�on tool for your strain of ransomware down the line, enabling you to decrypt that data at 
some point in the future.

Plan D – Pay the ransom

There are several good reasons not to pay the ransom, chief among them that there’s no guarantee 
you will get your files back even if you do pay up. Paying ransoms also encourages a�ackers to 
con�nue deploying ransomware because it works. It’s also worth bearing in mind that your money 
may end up being used against you in another cybera�ack. 

Step 6: Make sure it doesn’t happen again

In the next part we’ll look at how to prevent ransomware, so you can make sure that this doesn’t 
happen again.
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Battling Ransomware Part I:
How to Prevent a Ransomware Incident

Ransomware attacks can prove extremely disruptive and expensive to remedy. Prevention is better 
than cure and ransomware incidents are easily preventable with the right action. 

A few high-profile ransomware incidents have spread awareness and many individuals and organiza�ons 
acted to protect themselves, which may have diminished the success rate of ransomware and 
prompted a�ackers to employ other means. A Kaspersky report shows a 30 percent decline in 
ransomware encounters between April 2016 to March 2017 and April 2017 to March 2018.

However, ransomware a�acks are s�ll alarmingly common. There’s no room for complacency here. 
Ransomware is not defeated as a threat, it’s s�ll evolving, with new strains emerging and changing 
all the �me. Malwarebytes actually recorded a 28 percent rise in a�acks on businesses in the first 
quarter of 2018. 

Cybercriminals like the path of least resistance, so failing to guard against ransomware is like an 
invita�on. Here’s a step-by-step guide on how to prevent ransomware a�acks from gaining trac�on 
on your network and causing real damage.

Step 1: Educate people

It’s vital to have a well-designed security awareness training program in place. Employees are o�en 
responsible for unwi�ngly invi�ng ransomware in, usually by clicking on links in emails and messages 
that prompt ransomware downloads. While 78 percent of people successfully avoided clicking the 
link in a phishing a�ack test last year, according to Verizon’s Data Breach report, 4 percent of 
people did click. Unfortunately, it only takes one to infect your network. Another issue is the fact 
that most people don’t report suspected phishing campaigns, depriving security teams of valuable data.
 
What’s required is a comprehensive training program that focusses on your most valuable business 
assets and s�rs in the latest intelligence on ransomware threats. Arm your employees with the 
knowledge they need to spot danger and avoid it. Make sure they understand the importance of 
repor�ng, even when they don’t click. Because the threat landscape is constantly evolving, your 
training program must evolve too. 

A�endance and comple�on of training should be mandatory, but the only way you can really be 
sure that everything has sunk in is to test your employees. Conduct simulated phishing a�acks and 
share the results. People who fail should be required to undertake further training and repeated 
failures may require disciplinary ac�on. It’s important that staff understand they have some responsibility 
in your preven�on efforts – guarding against ransomware is not just a job for your IT department.

Step 2: Deploy security so�ware

There are many different so�ware tools that can help enormously in detec�ng, blocking, and 
dealing with ransomware and other forms of malware. Deploy a next genera�on firewall, an�virus 
so�ware, real-�me network scanning, next gen endpoint protec�on, an�-phishing and URL filters. 
But bear in mind that iden�fying and installing solid security so�ware is not enough, it also has to 
be properly configured and kept up to date.

Ensure you have the right skillset on your team to leverage the so�ware you buy. Improperly 
configured so�ware is a major route in for a�ackers and can also bury your security team in false 
posi�ves. You may also consider restric�ng unauthorized so�ware with applica�on controls.

The so-called shadow IT issue, where business units install apps they want without IT department 
oversight, can cause serious weaknesses in your defenses. Where restric�on isn’t viable, you need 
to adjust your strategy accordingly and establish real-�me visibility into people, devices, and 
systems on your network. Behavioral analy�cs can also be enormously helpful in quickly detec�ng 
anomalies that might indicate an a�ack.

Step 3: Verify and test backups

If you have a proper, regular backup system in place, then you never need to pay a ransom to 
recover your files. There are lots of backup solu�ons on the market, both so�ware and hardware 
based. For maximum security of your most precious business data, you might consider both. Make 
sure you fully map what would be required to get your business opera�ng again in the event of a 
massive data loss and ensure everything is backed up. Without proper backups, ransomware 
a�acks can lead to catastrophic down�me that threatens the business.

Your ability to recover also depends on the backup being easily accessible. Make sure you have a 
set procedure that’s clear and easy to follow, and make sure you test it. Try recovering backups and 
verifying their integrity to iden�fy any problems in your backup system before you really need it. A 
Da�o report found that 96 percent of managed service providers with a reliable backup and recov-
ery system were able to recover from ransomware a�acks. 

Step 4: Test and tweak 

We’ve already touched on this, but it’s crucial to your preven�on efforts, so it bears repea�ng. You 
should have an incidence response plan, we suggest building out a “playbook” for each scenario, 
like ransomware.  This will help with tes�ng every system and every procedure that you’ve put in 
place and make sure that it works as expected. Can your strategy cope with a mock ransomware 
a�ack? If not, you need to go back and analyze any failure, then make changes and test again un�l 
it works successfully. 

While you can build a solid founda�on to guard against ransomware, there’s no comple�on point 
where you’re done. Ransomware is evolving all the �me. Cybercriminals are always developing new 
techniques to gain entry to your network. Your training, so�ware, backups, and general strategy must 
con�nue to evolve and grow over �me if you expect to con�nue to nullify the threat of ransomware. 

While preven�on is a serious and poten�ally expensive undertaking, it pales in comparison to the 
devasta�ng impact of a successful ransomware a�ack.

Battling Ransomware Part II:
How to Respond to a Ransomware Incident

So, you’ve been hit by a ransomware attack. You’re not alone

Ransomware has been around for a few years now, though it wasn’t un�l the quick spreading WannaCry 
a�ack in 2017, which affected the Bri�sh Na�onal Health Service, FedEx, and Honda, among others, that 
it burst on to the scene. Several more high-profile a�acks followed, catching many organiza�ons off-guard.

There are several things you can do to mi�gate the threat of ransomware and prevent it from gaining 
hold on your network, but if you’ve already been infected then it’s too late for that. 

We’ll look at how to prevent ransomware in part two of this ar�cle, and it’s vital that you do take steps 
to prevent a reoccurrence, but for now, let’s focus on dealing with the problem at hand. Here’s a 
step-by-step look at how to respond to a ransomware incident.

Step 1: Isolate the infec�on

Many strains of ransomware will try to spread across your network and infect as many machines as 
possible, so it’s vital to act quickly when you detect an a�ack and try to shut down that lateral 
movement. The simplest way to do this is to disconnect your computers, laptops, and other devices 
from the network. It’s not enough to pull cables, you should also consider closing off wireless 
connec�ons via Wi-Fi, Bluetooth, and NFC. If you act swi�ly you may be able to contain the a�ack 
and minimize damage.

Step 2: Iden�fy the source of the ransomware
 
If you can find the original point of entry, it should be easier to track the ransomware on your 
network. Look for alerts from an�-malware tools, intrusion detec�on, and any ac�ve monitoring 
you have in place. Search for reports of suspicious emails or ransomware resul�ng from web 
browsing – it’s also prudent to ask people directly, as incidents like this can go unreported. Be 
vigilant for suspicious traffic and any increase in file renames on local and network file shares.

Step 3: Assess the scale of the infec�on

You need to know how far the infec�on has spread and catalogue all the infected systems. Your 
search should expand across all shared drives and folders, network storage devices, external hard 
drives, and USB storage, including USB s�cks, phones, cameras, and anything else that might 
harbor suspect files. You also need to check your cloud-based storage services. It’s necessary to 
map the infec�on before you can effec�vely deal with it and ensure that it doesn’t get the chance 
to spread further.

Step 4: Classify the ransomware

The poten�al courses of ac�on open to you depend on the specific strain of ransomware that has 
afflicted your system. It’s crucial to correctly iden�fy it as quickly as possible. You may be able to 
find a decryp�on tool online that will allow you to decrypt any data that the ransomware has 
encrypted. Once you know precisely what you’re up against, and you have the big picture of how 
far the ransomware has spread, you can take the appropriate ac�on. 

Step 5: Act to remediate
 
The �me has come to respond to the ransomware incident and act to get your network back online 
and your business or organiza�on back to normal opera�ons. Unfortunately, your available choices 
here are going to depend on several factors. Here’s what you can do, from best to worst case 
scenario: 

Plan A - Restore from backup

Ideally, you know the importance of backing up data and you have a pris�ne, recent backup of all 
your important files ready to go. Before you pull the trigger, however, make sure that all the files 
you need are present and correct and verify the integrity of your backups. You will want to completely 
wipe your infected systems before restoring your files from the backups. A�er restoring the backups, 
verify that all of your cri�cal apps and data are restored and working correctly. 

Plan B - Decrypt your data

Maybe you don’t have a backup, or your backup system has been infected too. In that case, you’ll 
want to locate a decryp�on tool that can be used to bring your data back. To have any chance of 
this succeeding, you must correctly iden�fy the ransomware first. Unfortunately, for the freshest 
strains of ransomware, there may not be a tool available. If you can find one, decrypt your files and 
check their integrity. 

Plan C - Accept the loss

As unpalatable as it sounds, you may have to accept the loss of your data and move on. Wipe the 
system to fully remove the ransomware and start again. If you decide on this course of ac�on it 
may be a good idea to back up your encrypted files first, as it’s possible that someone may develop 
a decryp�on tool for your strain of ransomware down the line, enabling you to decrypt that data at 
some point in the future.

Plan D – Pay the ransom

There are several good reasons not to pay the ransom, chief among them that there’s no guarantee 
you will get your files back even if you do pay up. Paying ransoms also encourages a�ackers to 
con�nue deploying ransomware because it works. It’s also worth bearing in mind that your money 
may end up being used against you in another cybera�ack. 

Step 6: Make sure it doesn’t happen again

In the next part we’ll look at how to prevent ransomware, so you can make sure that this doesn’t 
happen again.
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Battling Ransomware Part I:
How to Prevent a Ransomware Incident

Ransomware attacks can prove extremely disruptive and expensive to remedy. Prevention is better 
than cure and ransomware incidents are easily preventable with the right action. 

A few high-profile ransomware incidents have spread awareness and many individuals and organiza�ons 
acted to protect themselves, which may have diminished the success rate of ransomware and 
prompted a�ackers to employ other means. A Kaspersky report shows a 30 percent decline in 
ransomware encounters between April 2016 to March 2017 and April 2017 to March 2018.

However, ransomware a�acks are s�ll alarmingly common. There’s no room for complacency here. 
Ransomware is not defeated as a threat, it’s s�ll evolving, with new strains emerging and changing 
all the �me. Malwarebytes actually recorded a 28 percent rise in a�acks on businesses in the first 
quarter of 2018. 

Cybercriminals like the path of least resistance, so failing to guard against ransomware is like an 
invita�on. Here’s a step-by-step guide on how to prevent ransomware a�acks from gaining trac�on 
on your network and causing real damage.

Step 1: Educate people

It’s vital to have a well-designed security awareness training program in place. Employees are o�en 
responsible for unwi�ngly invi�ng ransomware in, usually by clicking on links in emails and messages 
that prompt ransomware downloads. While 78 percent of people successfully avoided clicking the 
link in a phishing a�ack test last year, according to Verizon’s Data Breach report, 4 percent of 
people did click. Unfortunately, it only takes one to infect your network. Another issue is the fact 
that most people don’t report suspected phishing campaigns, depriving security teams of valuable data.
 
What’s required is a comprehensive training program that focusses on your most valuable business 
assets and s�rs in the latest intelligence on ransomware threats. Arm your employees with the 
knowledge they need to spot danger and avoid it. Make sure they understand the importance of 
repor�ng, even when they don’t click. Because the threat landscape is constantly evolving, your 
training program must evolve too. 

A�endance and comple�on of training should be mandatory, but the only way you can really be 
sure that everything has sunk in is to test your employees. Conduct simulated phishing a�acks and 
share the results. People who fail should be required to undertake further training and repeated 
failures may require disciplinary ac�on. It’s important that staff understand they have some responsibility 
in your preven�on efforts – guarding against ransomware is not just a job for your IT department.

Step 2: Deploy security so�ware

There are many different so�ware tools that can help enormously in detec�ng, blocking, and 
dealing with ransomware and other forms of malware. Deploy a next genera�on firewall, an�virus 
so�ware, real-�me network scanning, next gen endpoint protec�on, an�-phishing and URL filters. 
But bear in mind that iden�fying and installing solid security so�ware is not enough, it also has to 
be properly configured and kept up to date.

Ensure you have the right skillset on your team to leverage the so�ware you buy. Improperly 
configured so�ware is a major route in for a�ackers and can also bury your security team in false 
posi�ves. You may also consider restric�ng unauthorized so�ware with applica�on controls.

The so-called shadow IT issue, where business units install apps they want without IT department 
oversight, can cause serious weaknesses in your defenses. Where restric�on isn’t viable, you need 
to adjust your strategy accordingly and establish real-�me visibility into people, devices, and 
systems on your network. Behavioral analy�cs can also be enormously helpful in quickly detec�ng 
anomalies that might indicate an a�ack.

Step 3: Verify and test backups

If you have a proper, regular backup system in place, then you never need to pay a ransom to 
recover your files. There are lots of backup solu�ons on the market, both so�ware and hardware 
based. For maximum security of your most precious business data, you might consider both. Make 
sure you fully map what would be required to get your business opera�ng again in the event of a 
massive data loss and ensure everything is backed up. Without proper backups, ransomware 
a�acks can lead to catastrophic down�me that threatens the business.

Your ability to recover also depends on the backup being easily accessible. Make sure you have a 
set procedure that’s clear and easy to follow, and make sure you test it. Try recovering backups and 
verifying their integrity to iden�fy any problems in your backup system before you really need it. A 
Da�o report found that 96 percent of managed service providers with a reliable backup and recov-
ery system were able to recover from ransomware a�acks. 

Step 4: Test and tweak 

We’ve already touched on this, but it’s crucial to your preven�on efforts, so it bears repea�ng. You 
should have an incidence response plan, we suggest building out a “playbook” for each scenario, 
like ransomware.  This will help with tes�ng every system and every procedure that you’ve put in 
place and make sure that it works as expected. Can your strategy cope with a mock ransomware 
a�ack? If not, you need to go back and analyze any failure, then make changes and test again un�l 
it works successfully. 

While you can build a solid founda�on to guard against ransomware, there’s no comple�on point 
where you’re done. Ransomware is evolving all the �me. Cybercriminals are always developing new 
techniques to gain entry to your network. Your training, so�ware, backups, and general strategy must 
con�nue to evolve and grow over �me if you expect to con�nue to nullify the threat of ransomware. 

While preven�on is a serious and poten�ally expensive undertaking, it pales in comparison to the 
devasta�ng impact of a successful ransomware a�ack.

Battling Ransomware Part II:
How to Respond to a Ransomware Incident

So, you’ve been hit by a ransomware attack. You’re not alone

Ransomware has been around for a few years now, though it wasn’t un�l the quick spreading WannaCry 
a�ack in 2017, which affected the Bri�sh Na�onal Health Service, FedEx, and Honda, among others, that 
it burst on to the scene. Several more high-profile a�acks followed, catching many organiza�ons off-guard.

There are several things you can do to mi�gate the threat of ransomware and prevent it from gaining 
hold on your network, but if you’ve already been infected then it’s too late for that. 

We’ll look at how to prevent ransomware in part two of this ar�cle, and it’s vital that you do take steps 
to prevent a reoccurrence, but for now, let’s focus on dealing with the problem at hand. Here’s a 
step-by-step look at how to respond to a ransomware incident.

Step 1: Isolate the infec�on

Many strains of ransomware will try to spread across your network and infect as many machines as 
possible, so it’s vital to act quickly when you detect an a�ack and try to shut down that lateral 
movement. The simplest way to do this is to disconnect your computers, laptops, and other devices 
from the network. It’s not enough to pull cables, you should also consider closing off wireless 
connec�ons via Wi-Fi, Bluetooth, and NFC. If you act swi�ly you may be able to contain the a�ack 
and minimize damage.

Step 2: Iden�fy the source of the ransomware
 
If you can find the original point of entry, it should be easier to track the ransomware on your 
network. Look for alerts from an�-malware tools, intrusion detec�on, and any ac�ve monitoring 
you have in place. Search for reports of suspicious emails or ransomware resul�ng from web 
browsing – it’s also prudent to ask people directly, as incidents like this can go unreported. Be 
vigilant for suspicious traffic and any increase in file renames on local and network file shares.

Step 3: Assess the scale of the infec�on

You need to know how far the infec�on has spread and catalogue all the infected systems. Your 
search should expand across all shared drives and folders, network storage devices, external hard 
drives, and USB storage, including USB s�cks, phones, cameras, and anything else that might 
harbor suspect files. You also need to check your cloud-based storage services. It’s necessary to 
map the infec�on before you can effec�vely deal with it and ensure that it doesn’t get the chance 
to spread further.

Step 4: Classify the ransomware

The poten�al courses of ac�on open to you depend on the specific strain of ransomware that has 
afflicted your system. It’s crucial to correctly iden�fy it as quickly as possible. You may be able to 
find a decryp�on tool online that will allow you to decrypt any data that the ransomware has 
encrypted. Once you know precisely what you’re up against, and you have the big picture of how 
far the ransomware has spread, you can take the appropriate ac�on. 

Step 5: Act to remediate
 
The �me has come to respond to the ransomware incident and act to get your network back online 
and your business or organiza�on back to normal opera�ons. Unfortunately, your available choices 
here are going to depend on several factors. Here’s what you can do, from best to worst case 
scenario: 

Plan A - Restore from backup

Ideally, you know the importance of backing up data and you have a pris�ne, recent backup of all 
your important files ready to go. Before you pull the trigger, however, make sure that all the files 
you need are present and correct and verify the integrity of your backups. You will want to completely 
wipe your infected systems before restoring your files from the backups. A�er restoring the backups, 
verify that all of your cri�cal apps and data are restored and working correctly. 

Plan B - Decrypt your data

Maybe you don’t have a backup, or your backup system has been infected too. In that case, you’ll 
want to locate a decryp�on tool that can be used to bring your data back. To have any chance of 
this succeeding, you must correctly iden�fy the ransomware first. Unfortunately, for the freshest 
strains of ransomware, there may not be a tool available. If you can find one, decrypt your files and 
check their integrity. 

Plan C - Accept the loss

As unpalatable as it sounds, you may have to accept the loss of your data and move on. Wipe the 
system to fully remove the ransomware and start again. If you decide on this course of ac�on it 
may be a good idea to back up your encrypted files first, as it’s possible that someone may develop 
a decryp�on tool for your strain of ransomware down the line, enabling you to decrypt that data at 
some point in the future.

Plan D – Pay the ransom

There are several good reasons not to pay the ransom, chief among them that there’s no guarantee 
you will get your files back even if you do pay up. Paying ransoms also encourages a�ackers to 
con�nue deploying ransomware because it works. It’s also worth bearing in mind that your money 
may end up being used against you in another cybera�ack. 

Step 6: Make sure it doesn’t happen again

In the next part we’ll look at how to prevent ransomware, so you can make sure that this doesn’t 
happen again.

Vic�ms of ransomware can find themselves and their business at the mercy of hackers.
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Battling Ransomware Part II:
How to Respond to a Ransomware Incident

So, you’ve been hit by a ransomware attack. You’re not alone

Ransomware has been around for a few years now, though it wasn’t un�l the quick spreading WannaCry 
a�ack in 2017, which affected the Bri�sh Na�onal Health Service, FedEx, and Honda, among others, that 
it burst on to the scene. Several more high-profile a�acks followed, catching many organiza�ons off-guard.

There are several things you can do to mi�gate the threat of ransomware and prevent it from gaining 
hold on your network, but if you’ve already been infected then it’s too late for that. 

We’ll look at how to prevent ransomware in part two of this ar�cle, and it’s vital that you do take steps 
to prevent a reoccurrence, but for now, let’s focus on dealing with the problem at hand. Here’s a 
step-by-step look at how to respond to a ransomware incident.

Step 1: Isolate the infec�on

Many strains of ransomware will try to spread across your network and infect as many machines as 
possible, so it’s vital to act quickly when you detect an a�ack and try to shut down that lateral 
movement. The simplest way to do this is to disconnect your computers, laptops, and other devices 
from the network. It’s not enough to pull cables, you should also consider closing off wireless 
connec�ons via Wi-Fi, Bluetooth, and NFC. If you act swi�ly you may be able to contain the a�ack 
and minimize damage.

Step 2: Iden�fy the source of the ransomware
 
If you can find the original point of entry, it should be easier to track the ransomware on your 
network. Look for alerts from an�-malware tools, intrusion detec�on, and any ac�ve monitoring 
you have in place. Search for reports of suspicious emails or ransomware resul�ng from web 
browsing – it’s also prudent to ask people directly, as incidents like this can go unreported. Be 
vigilant for suspicious traffic and any increase in file renames on local and network file shares.

Step 3: Assess the scale of the infec�on

You need to know how far the infec�on has spread and catalogue all the infected systems. Your 
search should expand across all shared drives and folders, network storage devices, external hard 
drives, and USB storage, including USB s�cks, phones, cameras, and anything else that might 
harbor suspect files. You also need to check your cloud-based storage services. It’s necessary to 
map the infec�on before you can effec�vely deal with it and ensure that it doesn’t get the chance 
to spread further.

Step 4: Classify the ransomware

The poten�al courses of ac�on open to you depend on the specific strain of ransomware that has 
afflicted your system. It’s crucial to correctly iden�fy it as quickly as possible. You may be able to 
find a decryp�on tool online that will allow you to decrypt any data that the ransomware has 
encrypted. Once you know precisely what you’re up against, and you have the big picture of how 
far the ransomware has spread, you can take the appropriate ac�on. 

Step 5: Act to remediate
 
The �me has come to respond to the ransomware incident and act to get your network back online 
and your business or organiza�on back to normal opera�ons. Unfortunately, your available choices 
here are going to depend on several factors. Here’s what you can do, from best to worst case 
scenario: 

Plan A - Restore from backup

Ideally, you know the importance of backing up data and you have a pris�ne, recent backup of all 
your important files ready to go. Before you pull the trigger, however, make sure that all the files 
you need are present and correct and verify the integrity of your backups. You will want to completely 
wipe your infected systems before restoring your files from the backups. A�er restoring the backups, 
verify that all of your cri�cal apps and data are restored and working correctly. 

Plan B - Decrypt your data

Maybe you don’t have a backup, or your backup system has been infected too. In that case, you’ll 
want to locate a decryp�on tool that can be used to bring your data back. To have any chance of 
this succeeding, you must correctly iden�fy the ransomware first. Unfortunately, for the freshest 
strains of ransomware, there may not be a tool available. If you can find one, decrypt your files and 
check their integrity. 

Plan C - Accept the loss

As unpalatable as it sounds, you may have to accept the loss of your data and move on. Wipe the 
system to fully remove the ransomware and start again. If you decide on this course of ac�on it 
may be a good idea to back up your encrypted files first, as it’s possible that someone may develop 
a decryp�on tool for your strain of ransomware down the line, enabling you to decrypt that data at 
some point in the future.

Plan D – Pay the ransom

There are several good reasons not to pay the ransom, chief among them that there’s no guarantee 
you will get your files back even if you do pay up. Paying ransoms also encourages a�ackers to 
con�nue deploying ransomware because it works. It’s also worth bearing in mind that your money 
may end up being used against you in another cybera�ack. 

Step 6: Make sure it doesn’t happen again

In the next part we’ll look at how to prevent ransomware, so you can make sure that this doesn’t 
happen again.
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Battling Ransomware Part II:
How to Respond to a Ransomware Incident

So, you’ve been hit by a ransomware attack. You’re not alone

Ransomware has been around for a few years now, though it wasn’t un�l the quick spreading WannaCry 
a�ack in 2017, which affected the Bri�sh Na�onal Health Service, FedEx, and Honda, among others, that 
it burst on to the scene. Several more high-profile a�acks followed, catching many organiza�ons off-guard.

There are several things you can do to mi�gate the threat of ransomware and prevent it from gaining 
hold on your network, but if you’ve already been infected then it’s too late for that. 

We’ll look at how to prevent ransomware in part two of this ar�cle, and it’s vital that you do take steps 
to prevent a reoccurrence, but for now, let’s focus on dealing with the problem at hand. Here’s a 
step-by-step look at how to respond to a ransomware incident.

Step 1: Isolate the infec�on

Many strains of ransomware will try to spread across your network and infect as many machines as 
possible, so it’s vital to act quickly when you detect an a�ack and try to shut down that lateral 
movement. The simplest way to do this is to disconnect your computers, laptops, and other devices 
from the network. It’s not enough to pull cables, you should also consider closing off wireless 
connec�ons via Wi-Fi, Bluetooth, and NFC. If you act swi�ly you may be able to contain the a�ack 
and minimize damage.

Step 2: Iden�fy the source of the ransomware
 
If you can find the original point of entry, it should be easier to track the ransomware on your 
network. Look for alerts from an�-malware tools, intrusion detec�on, and any ac�ve monitoring 
you have in place. Search for reports of suspicious emails or ransomware resul�ng from web 
browsing – it’s also prudent to ask people directly, as incidents like this can go unreported. Be 
vigilant for suspicious traffic and any increase in file renames on local and network file shares.

Step 3: Assess the scale of the infec�on

You need to know how far the infec�on has spread and catalogue all the infected systems. Your 
search should expand across all shared drives and folders, network storage devices, external hard 
drives, and USB storage, including USB s�cks, phones, cameras, and anything else that might 
harbor suspect files. You also need to check your cloud-based storage services. It’s necessary to 
map the infec�on before you can effec�vely deal with it and ensure that it doesn’t get the chance 
to spread further.

Step 4: Classify the ransomware

The poten�al courses of ac�on open to you depend on the specific strain of ransomware that has 
afflicted your system. It’s crucial to correctly iden�fy it as quickly as possible. You may be able to 
find a decryp�on tool online that will allow you to decrypt any data that the ransomware has 
encrypted. Once you know precisely what you’re up against, and you have the big picture of how 
far the ransomware has spread, you can take the appropriate ac�on. 

Step 5: Act to remediate
 
The �me has come to respond to the ransomware incident and act to get your network back online 
and your business or organiza�on back to normal opera�ons. Unfortunately, your available choices 
here are going to depend on several factors. Here’s what you can do, from best to worst case 
scenario: 

Plan A - Restore from backup

Ideally, you know the importance of backing up data and you have a pris�ne, recent backup of all 
your important files ready to go. Before you pull the trigger, however, make sure that all the files 
you need are present and correct and verify the integrity of your backups. You will want to completely 
wipe your infected systems before restoring your files from the backups. A�er restoring the backups, 
verify that all of your cri�cal apps and data are restored and working correctly. 

Plan B - Decrypt your data

Maybe you don’t have a backup, or your backup system has been infected too. In that case, you’ll 
want to locate a decryp�on tool that can be used to bring your data back. To have any chance of 
this succeeding, you must correctly iden�fy the ransomware first. Unfortunately, for the freshest 
strains of ransomware, there may not be a tool available. If you can find one, decrypt your files and 
check their integrity. 

Plan C - Accept the loss

As unpalatable as it sounds, you may have to accept the loss of your data and move on. Wipe the 
system to fully remove the ransomware and start again. If you decide on this course of ac�on it 
may be a good idea to back up your encrypted files first, as it’s possible that someone may develop 
a decryp�on tool for your strain of ransomware down the line, enabling you to decrypt that data at 
some point in the future.

Plan D – Pay the ransom

There are several good reasons not to pay the ransom, chief among them that there’s no guarantee 
you will get your files back even if you do pay up. Paying ransoms also encourages a�ackers to 
con�nue deploying ransomware because it works. It’s also worth bearing in mind that your money 
may end up being used against you in another cybera�ack. 

Step 6: Make sure it doesn’t happen again

In the next part we’ll look at how to prevent ransomware, so you can make sure that this doesn’t 
happen again.
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Battling Ransomware Part II:
How to Respond to a Ransomware Incident

So, you’ve been hit by a ransomware attack. You’re not alone

Ransomware has been around for a few years now, though it wasn’t un�l the quick spreading WannaCry 
a�ack in 2017, which affected the Bri�sh Na�onal Health Service, FedEx, and Honda, among others, that 
it burst on to the scene. Several more high-profile a�acks followed, catching many organiza�ons off-guard.

There are several things you can do to mi�gate the threat of ransomware and prevent it from gaining 
hold on your network, but if you’ve already been infected then it’s too late for that. 

We’ll look at how to prevent ransomware in part two of this ar�cle, and it’s vital that you do take steps 
to prevent a reoccurrence, but for now, let’s focus on dealing with the problem at hand. Here’s a 
step-by-step look at how to respond to a ransomware incident.

Step 1: Isolate the infec�on

Many strains of ransomware will try to spread across your network and infect as many machines as 
possible, so it’s vital to act quickly when you detect an a�ack and try to shut down that lateral 
movement. The simplest way to do this is to disconnect your computers, laptops, and other devices 
from the network. It’s not enough to pull cables, you should also consider closing off wireless 
connec�ons via Wi-Fi, Bluetooth, and NFC. If you act swi�ly you may be able to contain the a�ack 
and minimize damage.

Step 2: Iden�fy the source of the ransomware
 
If you can find the original point of entry, it should be easier to track the ransomware on your 
network. Look for alerts from an�-malware tools, intrusion detec�on, and any ac�ve monitoring 
you have in place. Search for reports of suspicious emails or ransomware resul�ng from web 
browsing – it’s also prudent to ask people directly, as incidents like this can go unreported. Be 
vigilant for suspicious traffic and any increase in file renames on local and network file shares.

Step 3: Assess the scale of the infec�on

You need to know how far the infec�on has spread and catalogue all the infected systems. Your 
search should expand across all shared drives and folders, network storage devices, external hard 
drives, and USB storage, including USB s�cks, phones, cameras, and anything else that might 
harbor suspect files. You also need to check your cloud-based storage services. It’s necessary to 
map the infec�on before you can effec�vely deal with it and ensure that it doesn’t get the chance 
to spread further.

Step 4: Classify the ransomware

The poten�al courses of ac�on open to you depend on the specific strain of ransomware that has 
afflicted your system. It’s crucial to correctly iden�fy it as quickly as possible. You may be able to 
find a decryp�on tool online that will allow you to decrypt any data that the ransomware has 
encrypted. Once you know precisely what you’re up against, and you have the big picture of how 
far the ransomware has spread, you can take the appropriate ac�on. 

Step 5: Act to remediate
 
The �me has come to respond to the ransomware incident and act to get your network back online 
and your business or organiza�on back to normal opera�ons. Unfortunately, your available choices 
here are going to depend on several factors. Here’s what you can do, from best to worst case 
scenario: 

Plan A - Restore from backup

Ideally, you know the importance of backing up data and you have a pris�ne, recent backup of all 
your important files ready to go. Before you pull the trigger, however, make sure that all the files 
you need are present and correct and verify the integrity of your backups. You will want to completely 
wipe your infected systems before restoring your files from the backups. A�er restoring the backups, 
verify that all of your cri�cal apps and data are restored and working correctly. 

Plan B - Decrypt your data

Maybe you don’t have a backup, or your backup system has been infected too. In that case, you’ll 
want to locate a decryp�on tool that can be used to bring your data back. To have any chance of 
this succeeding, you must correctly iden�fy the ransomware first. Unfortunately, for the freshest 
strains of ransomware, there may not be a tool available. If you can find one, decrypt your files and 
check their integrity. 

Plan C - Accept the loss

As unpalatable as it sounds, you may have to accept the loss of your data and move on. Wipe the 
system to fully remove the ransomware and start again. If you decide on this course of ac�on it 
may be a good idea to back up your encrypted files first, as it’s possible that someone may develop 
a decryp�on tool for your strain of ransomware down the line, enabling you to decrypt that data at 
some point in the future.

Plan D – Pay the ransom

There are several good reasons not to pay the ransom, chief among them that there’s no guarantee 
you will get your files back even if you do pay up. Paying ransoms also encourages a�ackers to 
con�nue deploying ransomware because it works. It’s also worth bearing in mind that your money 
may end up being used against you in another cybera�ack. 

Step 6: Make sure it doesn’t happen again

In the next part we’ll look at how to prevent ransomware, so you can make sure that this doesn’t 
happen again.

If you’ve been the vic�m of ransomware its �me to resolve the issue and ensure it can’t happen again.
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So, you’ve been hit by a ransomware attack. You’re not alone

Ransomware has been around for a few years now, though it wasn’t un�l the quick spreading WannaCry 
a�ack in 2017, which affected the Bri�sh Na�onal Health Service, FedEx, and Honda, among others, that 
it burst on to the scene. Several more high-profile a�acks followed, catching many organiza�ons off-guard.

There are several things you can do to mi�gate the threat of ransomware and prevent it from gaining 
hold on your network, but if you’ve already been infected then it’s too late for that. 

We’ll look at how to prevent ransomware in part two of this ar�cle, and it’s vital that you do take steps 
to prevent a reoccurrence, but for now, let’s focus on dealing with the problem at hand. Here’s a 
step-by-step look at how to respond to a ransomware incident.

Step 1: Isolate the infec�on

Many strains of ransomware will try to spread across your network and infect as many machines as 
possible, so it’s vital to act quickly when you detect an a�ack and try to shut down that lateral 
movement. The simplest way to do this is to disconnect your computers, laptops, and other devices 
from the network. It’s not enough to pull cables, you should also consider closing off wireless 
connec�ons via Wi-Fi, Bluetooth, and NFC. If you act swi�ly you may be able to contain the a�ack 
and minimize damage.

Step 2: Iden�fy the source of the ransomware
 
If you can find the original point of entry, it should be easier to track the ransomware on your 
network. Look for alerts from an�-malware tools, intrusion detec�on, and any ac�ve monitoring 
you have in place. Search for reports of suspicious emails or ransomware resul�ng from web 
browsing – it’s also prudent to ask people directly, as incidents like this can go unreported. Be 
vigilant for suspicious traffic and any increase in file renames on local and network file shares.

Step 3: Assess the scale of the infec�on

You need to know how far the infec�on has spread and catalogue all the infected systems. Your 
search should expand across all shared drives and folders, network storage devices, external hard 
drives, and USB storage, including USB s�cks, phones, cameras, and anything else that might 
harbor suspect files. You also need to check your cloud-based storage services. It’s necessary to 
map the infec�on before you can effec�vely deal with it and ensure that it doesn’t get the chance 
to spread further.

Step 4: Classify the ransomware

The poten�al courses of ac�on open to you depend on the specific strain of ransomware that has 
afflicted your system. It’s crucial to correctly iden�fy it as quickly as possible. You may be able to 
find a decryp�on tool online that will allow you to decrypt any data that the ransomware has 
encrypted. Once you know precisely what you’re up against, and you have the big picture of how 
far the ransomware has spread, you can take the appropriate ac�on. 

Step 5: Act to remediate
 
The �me has come to respond to the ransomware incident and act to get your network back online 
and your business or organiza�on back to normal opera�ons. Unfortunately, your available choices 
here are going to depend on several factors. Here’s what you can do, from best to worst case 
scenario: 

Plan A - Restore from backup

Ideally, you know the importance of backing up data and you have a pris�ne, recent backup of all 
your important files ready to go. Before you pull the trigger, however, make sure that all the files 
you need are present and correct and verify the integrity of your backups. You will want to completely 
wipe your infected systems before restoring your files from the backups. A�er restoring the backups, 
verify that all of your cri�cal apps and data are restored and working correctly. 

Plan B - Decrypt your data

Maybe you don’t have a backup, or your backup system has been infected too. In that case, you’ll 
want to locate a decryp�on tool that can be used to bring your data back. To have any chance of 
this succeeding, you must correctly iden�fy the ransomware first. Unfortunately, for the freshest 
strains of ransomware, there may not be a tool available. If you can find one, decrypt your files and 
check their integrity. 

Plan C - Accept the loss

As unpalatable as it sounds, you may have to accept the loss of your data and move on. Wipe the 
system to fully remove the ransomware and start again. If you decide on this course of ac�on it 
may be a good idea to back up your encrypted files first, as it’s possible that someone may develop 
a decryp�on tool for your strain of ransomware down the line, enabling you to decrypt that data at 
some point in the future.

Plan D – Pay the ransom

There are several good reasons not to pay the ransom, chief among them that there’s no guarantee 
you will get your files back even if you do pay up. Paying ransoms also encourages a�ackers to 
con�nue deploying ransomware because it works. It’s also worth bearing in mind that your money 
may end up being used against you in another cybera�ack. 

Step 6: Make sure it doesn’t happen again

In the next part we’ll look at how to prevent ransomware, so you can make sure that this doesn’t 
happen again.

Are You Taking Third-Party Risk
Seriously Enough?

Because third parties are often responsible for data breaches, your internal security standards must 
extend beyond your borders to cover vendors and other external partners. 

What do the exposure of 106 million records from Capital One, 11.9 million records from Quest Diagnos�cs, 
and 7.7 million records from LabCorp have in common apart from the fact they all happened this year? 
In each case the breach was caused by a third-party. With the Capital One breach a hacker was able to 
exploit a configura�on vulnerability in the servers of one of its cloud partners. The other two breaches 
were traced to the same third-party – the American Medical Collec�on Agency’s (AMCA) system.

Data breaches are nothing new. More than 5 billion records were exposed in 2018 alone and third 
par�es were o�en found to be at fault. The poten�al cost of a data breach is enormous; even a�er the 
breach is cleaned up and the vulnerability shut down, there’s the risk of fines, penal�es and se�lements 
which can amount to millions. The reputa�onal damage can linger for years. 

With a proper third-party risk management strategy in place you can dras�cally reduce the chance of a 
breach happening in the first place and limit the impact on your business if it does.

It’s an expecta�on not an op�on

Ignorance is no defense in the event of a data breach. It doesn’t ma�er if a third-party is to blame – 
if your company is responsible for the data, then you will be held accountable. Regulators in the 
U.S. and Europe have made it crystal clear that companies are liable for the data they collect and 
hold, regardless of the network of third par�es involved. 

Complying with global regulatory requirements is a constantly evolving challenge. It’s important to 
opera�onalize data management and security. Start to think of compliance as a journey rather than 
a des�na�on. 

While third-party risk management is especially important in healthcare and finance, where sensi�ve 
data and mul�ple partners are par for the course, it also applies to other industries from manufacturing 
to retail to entertainment and beyond. Outsourcing expands your poten�al a�ack surface and 
heightens your exposure to risk and so it must be scru�nized from the start.

Asking the right ques�ons
 
While you can dig into technical guides like NIST’s CSF and ISO 27001 to help you build solid informa�on 
security strategies and policies, third-party risk management should start with some simple ques�ons. 
The best and most obvious way to reduce third-party risk is to limit what you share in the first 
place. Start with these ques�ons:

• Why are you outsourcing this par�cular service or data?
• What precisely is being shared and does it all need to be shared?
• Are you doing everything you can to encrypt or anonymize data?
• Does the third-party in ques�on subcontract to others?
• Where are their data centers based?
• What kind of contract do you have in place? 
• What are the provisions in the event of a data breach or a service failure?

A robust incident response plan is vital and it should clearly delineate the process for dealing with a 
suspected data breach, which includes who is responsible for what, a realis�c �meline for repor�ng 
and remedia�ng, and clear lines of communica�on. It’s alarmingly common for a rela�vely small 
incident to snowball into a major disaster because the ini�al alert was not properly flagged or dealt 
with in a �mely manner.

Regular vendor assessment is crucial

You can’t take it on trust – third par�es must be thoroughly ve�ed and regularly assessed. Proper 
third-party risk management requires clear documenta�on covering due diligence, detailed risk 
assessments, a map of third-party rela�onships, and clear incident response requirements. You 
should also be genera�ng performance reports and conduc�ng regular audits. 

Everything must be laid out in black and white in a water�ght service-level agreement (SLA) to 
ensure you are fully compliant with regulatory requirements. If the worst should happen, then you 
will be expected to show regulators your workings. Failure to properly interrogate contracts and 
third-party prac�ces, or to monitor them on an ongoing basis, will be frowned upon. 

The problem with tradi�onal vendor assessments is that they tend to rely on a ra�ng system that 
gives you an easily diges�ble score or rank, but an arbitrary number doesn’t tell you enough about 
your poten�al exposure or how to deal with it. It’s also fairly common to only conduct reviews 
annually, but you need real-�me rolling visibility if you really want peace of mind.

Ac�ng on the results

One final vital component in successfully managing third-party risk is ac�ng on the informa�on you 
gather. It’s all well and good regularly audi�ng your vendors or even ins�tu�ng con�nuous monitoring, 
but it’s not going to have a posi�ve impact unless your insights are ac�onable. Each failing must be 
accompanied by a remedia�on plan and the remedia�on efforts themselves must also be assessed 
to ensure the problem has been adequately dealt with.

In extreme cases, where remedia�on has been unsuccessful, or vendors repeatedly fail to meet 
your agreed upon standards, your contract should have provision for you to terminate, without 
penalty, and find a be�er partner. If you don’t take third-party risk seriously and ensure that your 
standards cover data internally and externally, then you are undermining your security efforts and 
there’s a good chance you’ll end up paying a high price for it. 
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Battling Ransomware Part II:
How to Respond to a Ransomware Incident

So, you’ve been hit by a ransomware attack. You’re not alone

Ransomware has been around for a few years now, though it wasn’t un�l the quick spreading WannaCry 
a�ack in 2017, which affected the Bri�sh Na�onal Health Service, FedEx, and Honda, among others, that 
it burst on to the scene. Several more high-profile a�acks followed, catching many organiza�ons off-guard.

There are several things you can do to mi�gate the threat of ransomware and prevent it from gaining 
hold on your network, but if you’ve already been infected then it’s too late for that. 

We’ll look at how to prevent ransomware in part two of this ar�cle, and it’s vital that you do take steps 
to prevent a reoccurrence, but for now, let’s focus on dealing with the problem at hand. Here’s a 
step-by-step look at how to respond to a ransomware incident.

Step 1: Isolate the infec�on

Many strains of ransomware will try to spread across your network and infect as many machines as 
possible, so it’s vital to act quickly when you detect an a�ack and try to shut down that lateral 
movement. The simplest way to do this is to disconnect your computers, laptops, and other devices 
from the network. It’s not enough to pull cables, you should also consider closing off wireless 
connec�ons via Wi-Fi, Bluetooth, and NFC. If you act swi�ly you may be able to contain the a�ack 
and minimize damage.

Step 2: Iden�fy the source of the ransomware
 
If you can find the original point of entry, it should be easier to track the ransomware on your 
network. Look for alerts from an�-malware tools, intrusion detec�on, and any ac�ve monitoring 
you have in place. Search for reports of suspicious emails or ransomware resul�ng from web 
browsing – it’s also prudent to ask people directly, as incidents like this can go unreported. Be 
vigilant for suspicious traffic and any increase in file renames on local and network file shares.

Step 3: Assess the scale of the infec�on

You need to know how far the infec�on has spread and catalogue all the infected systems. Your 
search should expand across all shared drives and folders, network storage devices, external hard 
drives, and USB storage, including USB s�cks, phones, cameras, and anything else that might 
harbor suspect files. You also need to check your cloud-based storage services. It’s necessary to 
map the infec�on before you can effec�vely deal with it and ensure that it doesn’t get the chance 
to spread further.

Step 4: Classify the ransomware

The poten�al courses of ac�on open to you depend on the specific strain of ransomware that has 
afflicted your system. It’s crucial to correctly iden�fy it as quickly as possible. You may be able to 
find a decryp�on tool online that will allow you to decrypt any data that the ransomware has 
encrypted. Once you know precisely what you’re up against, and you have the big picture of how 
far the ransomware has spread, you can take the appropriate ac�on. 

Step 5: Act to remediate
 
The �me has come to respond to the ransomware incident and act to get your network back online 
and your business or organiza�on back to normal opera�ons. Unfortunately, your available choices 
here are going to depend on several factors. Here’s what you can do, from best to worst case 
scenario: 

Plan A - Restore from backup

Ideally, you know the importance of backing up data and you have a pris�ne, recent backup of all 
your important files ready to go. Before you pull the trigger, however, make sure that all the files 
you need are present and correct and verify the integrity of your backups. You will want to completely 
wipe your infected systems before restoring your files from the backups. A�er restoring the backups, 
verify that all of your cri�cal apps and data are restored and working correctly. 

Plan B - Decrypt your data

Maybe you don’t have a backup, or your backup system has been infected too. In that case, you’ll 
want to locate a decryp�on tool that can be used to bring your data back. To have any chance of 
this succeeding, you must correctly iden�fy the ransomware first. Unfortunately, for the freshest 
strains of ransomware, there may not be a tool available. If you can find one, decrypt your files and 
check their integrity. 

Plan C - Accept the loss

As unpalatable as it sounds, you may have to accept the loss of your data and move on. Wipe the 
system to fully remove the ransomware and start again. If you decide on this course of ac�on it 
may be a good idea to back up your encrypted files first, as it’s possible that someone may develop 
a decryp�on tool for your strain of ransomware down the line, enabling you to decrypt that data at 
some point in the future.

Plan D – Pay the ransom

There are several good reasons not to pay the ransom, chief among them that there’s no guarantee 
you will get your files back even if you do pay up. Paying ransoms also encourages a�ackers to 
con�nue deploying ransomware because it works. It’s also worth bearing in mind that your money 
may end up being used against you in another cybera�ack. 

Step 6: Make sure it doesn’t happen again

In the next part we’ll look at how to prevent ransomware, so you can make sure that this doesn’t 
happen again.

Are You Taking Third-Party Risk
Seriously Enough?

Because third parties are often responsible for data breaches, your internal security standards must 
extend beyond your borders to cover vendors and other external partners. 

What do the exposure of 106 million records from Capital One, 11.9 million records from Quest Diagnos�cs, 
and 7.7 million records from LabCorp have in common apart from the fact they all happened this year? 
In each case the breach was caused by a third-party. With the Capital One breach a hacker was able to 
exploit a configura�on vulnerability in the servers of one of its cloud partners. The other two breaches 
were traced to the same third-party – the American Medical Collec�on Agency’s (AMCA) system.

Data breaches are nothing new. More than 5 billion records were exposed in 2018 alone and third 
par�es were o�en found to be at fault. The poten�al cost of a data breach is enormous; even a�er the 
breach is cleaned up and the vulnerability shut down, there’s the risk of fines, penal�es and se�lements 
which can amount to millions. The reputa�onal damage can linger for years. 

With a proper third-party risk management strategy in place you can dras�cally reduce the chance of a 
breach happening in the first place and limit the impact on your business if it does.

It’s an expecta�on not an op�on

Ignorance is no defense in the event of a data breach. It doesn’t ma�er if a third-party is to blame – 
if your company is responsible for the data, then you will be held accountable. Regulators in the 
U.S. and Europe have made it crystal clear that companies are liable for the data they collect and 
hold, regardless of the network of third par�es involved. 

Complying with global regulatory requirements is a constantly evolving challenge. It’s important to 
opera�onalize data management and security. Start to think of compliance as a journey rather than 
a des�na�on. 

While third-party risk management is especially important in healthcare and finance, where sensi�ve 
data and mul�ple partners are par for the course, it also applies to other industries from manufacturing 
to retail to entertainment and beyond. Outsourcing expands your poten�al a�ack surface and 
heightens your exposure to risk and so it must be scru�nized from the start.

Asking the right ques�ons
 
While you can dig into technical guides like NIST’s CSF and ISO 27001 to help you build solid informa�on 
security strategies and policies, third-party risk management should start with some simple ques�ons. 
The best and most obvious way to reduce third-party risk is to limit what you share in the first 
place. Start with these ques�ons:

• Why are you outsourcing this par�cular service or data?
• What precisely is being shared and does it all need to be shared?
• Are you doing everything you can to encrypt or anonymize data?
• Does the third-party in ques�on subcontract to others?
• Where are their data centers based?
• What kind of contract do you have in place? 
• What are the provisions in the event of a data breach or a service failure?

A robust incident response plan is vital and it should clearly delineate the process for dealing with a 
suspected data breach, which includes who is responsible for what, a realis�c �meline for repor�ng 
and remedia�ng, and clear lines of communica�on. It’s alarmingly common for a rela�vely small 
incident to snowball into a major disaster because the ini�al alert was not properly flagged or dealt 
with in a �mely manner.

Regular vendor assessment is crucial

You can’t take it on trust – third par�es must be thoroughly ve�ed and regularly assessed. Proper 
third-party risk management requires clear documenta�on covering due diligence, detailed risk 
assessments, a map of third-party rela�onships, and clear incident response requirements. You 
should also be genera�ng performance reports and conduc�ng regular audits. 

Everything must be laid out in black and white in a water�ght service-level agreement (SLA) to 
ensure you are fully compliant with regulatory requirements. If the worst should happen, then you 
will be expected to show regulators your workings. Failure to properly interrogate contracts and 
third-party prac�ces, or to monitor them on an ongoing basis, will be frowned upon. 

The problem with tradi�onal vendor assessments is that they tend to rely on a ra�ng system that 
gives you an easily diges�ble score or rank, but an arbitrary number doesn’t tell you enough about 
your poten�al exposure or how to deal with it. It’s also fairly common to only conduct reviews 
annually, but you need real-�me rolling visibility if you really want peace of mind.

Ac�ng on the results

One final vital component in successfully managing third-party risk is ac�ng on the informa�on you 
gather. It’s all well and good regularly audi�ng your vendors or even ins�tu�ng con�nuous monitoring, 
but it’s not going to have a posi�ve impact unless your insights are ac�onable. Each failing must be 
accompanied by a remedia�on plan and the remedia�on efforts themselves must also be assessed 
to ensure the problem has been adequately dealt with.

In extreme cases, where remedia�on has been unsuccessful, or vendors repeatedly fail to meet 
your agreed upon standards, your contract should have provision for you to terminate, without 
penalty, and find a be�er partner. If you don’t take third-party risk seriously and ensure that your 
standards cover data internally and externally, then you are undermining your security efforts and 
there’s a good chance you’ll end up paying a high price for it. 
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• Why are you outsourcing this par�cular service or data?
• What precisely is being shared and does it all need to be shared?
• Are you doing everything you can to encrypt or anonymize data?
• Does the third-party in ques�on subcontract to others?
• Where are their data centers based?
• What kind of contract do you have in place? 
• What are the provisions in the event of a data breach or a service failure?

A robust incident response plan is vital and it should clearly delineate the process for dealing with a 
suspected data breach, which includes who is responsible for what, a realis�c �meline for repor�ng 
and remedia�ng, and clear lines of communica�on. It’s alarmingly common for a rela�vely small 
incident to snowball into a major disaster because the ini�al alert was not properly flagged or dealt 
with in a �mely manner.

Regular vendor assessment is crucial

You can’t take it on trust – third par�es must be thoroughly ve�ed and regularly assessed. Proper 
third-party risk management requires clear documenta�on covering due diligence, detailed risk 
assessments, a map of third-party rela�onships, and clear incident response requirements. You 
should also be genera�ng performance reports and conduc�ng regular audits. 

Everything must be laid out in black and white in a water�ght service-level agreement (SLA) to 
ensure you are fully compliant with regulatory requirements. If the worst should happen, then you 
will be expected to show regulators your workings. Failure to properly interrogate contracts and 
third-party prac�ces, or to monitor them on an ongoing basis, will be frowned upon. 

The problem with tradi�onal vendor assessments is that they tend to rely on a ra�ng system that 
gives you an easily diges�ble score or rank, but an arbitrary number doesn’t tell you enough about 
your poten�al exposure or how to deal with it. It’s also fairly common to only conduct reviews 
annually, but you need real-�me rolling visibility if you really want peace of mind.

Ac�ng on the results

One final vital component in successfully managing third-party risk is ac�ng on the informa�on you 
gather. It’s all well and good regularly audi�ng your vendors or even ins�tu�ng con�nuous monitoring, 
but it’s not going to have a posi�ve impact unless your insights are ac�onable. Each failing must be 
accompanied by a remedia�on plan and the remedia�on efforts themselves must also be assessed 
to ensure the problem has been adequately dealt with.

In extreme cases, where remedia�on has been unsuccessful, or vendors repeatedly fail to meet 
your agreed upon standards, your contract should have provision for you to terminate, without 
penalty, and find a be�er partner. If you don’t take third-party risk seriously and ensure that your 
standards cover data internally and externally, then you are undermining your security efforts and 
there’s a good chance you’ll end up paying a high price for it. 

7 Tips for a Successful
Security Awareness Training Program

When we hear the word “cybersecurity” a lot comes to mind -- firewalls, antivirus, endpoint protection, 
email security, web security and much more. But how often do we think or talk about people? This 
is a central element in cybersecurity that is often ignored. 

‘To err is human’ -- it’s obvious that as humans we o�en make mistakes. And we can’t be 
programmed either. As humans our behavior is largely unpredictable and failure to account for 
insider threats can result into costly security incidents.

Insiders Cost Companies Millions
 
According to a recent survey by the Ponemon Ins�tute, the average cost of insider-caused incidents is 
$8.76 million -- more than twice the $3.86 million global average cost of all breaches in the same year. 
The 2019 Data Breach Inves�ga�ons Report (DBIR) also highlights that a third of data breaches (34%) 
involved internal employees. 

Cybersecurity is no longer a technical problem. It’s a people problem. And ensuring that people have 
the know-how to defend themselves and the organiza�on against threats is a cri�cal component of a 
robust cybersecurity program. If the intent of any organiza�on is to comply with regulatory and industry 
regula�ons such as FISMA, PCI, HIPAA, or SOX, then it must provide security awareness training in order 
to meet compliance obliga�ons. 

Implemen�ng A Robust Security Awareness Program

The end goal of establishing a thorough program is not to meet compliance requirements. The 
main goal is to prevent loss of sensi�ve data and the pain and costs that follows a cybersecurity breach. 

As Stu Sjouwerman, CEO of KnowBe4, the world’s largest security awareness training company (and 
Towerwall partner), explains in his book, Cyberheist: The biggest financial threat facing American 
businesses since the meltdown of 2008, "Security awareness is the essen�al counterstrike against 
cybercriminals, and it’s the key to avoiding crimes in almost every case. For the best protec�on, 
make security awareness training an essen�al part of your defense-in-depth strategy and require 
training for all employees."

Here are 7 effec�ve �ps to help you put an effec�ve cybersecurity program into place. 

 1. Evaluate the threat landscape

Evalua�on of your cri�cal assets is usually the first step in developing your wider security aware-
ness program. Such an assessment can range from anything like a company-wide cybersecurity 
ques�onnaire or a phishing test and use the results to roll out a larger program that can be used to 
target problem areas that are iden�fied in the assessment. 

 2. Train employees to recognize a phish

A recent Microso� Security Intelligence Report claims a massive 250% increase in phishing a�acks 
from the previous year, indica�ng that phishing a�acks are now by far one of the most frequent 
a�ack vectors in an organiza�on. Teaching employees to recognize phishing emails and social 
engineering a�acks is fundamental to any security awareness training program. It’s also important 
to stress the impact employee ac�ons may have on the organiza�on. Phishing simulators are 
available in the market that can help pin-point weak spots in the organiza�on and it's a good idea 
to deliver training to these vulnerable employees via different methods. 

 3. Get crea�ve with content 

To spark any form of interest in large or small organiza�ons, it is very important that your content is 
engaging. As humans, we are more inclined to remember stories that evoke images and content 
that engages our emo�ons, trigger our imagina�on and mo�vate us into ac�on. It might also make 
sense to fine-tune content based on different types of audiences, considering that standard 
off-the-shelf training may not be suitable for all. 

 4. Training is a con�nuous process

As a security officer, you probably want to set-up an ongoing training program. This would mean 
se�ng up a curriculum that covers most security threats and that keeps security top-of-mind via a 
regular cadence of current topics and trends. Training programs can be established at the �me of 
on-boarding a new employee, and any �me is a good �me to post and share headline-grabbing 
mainstream data breach news stories as a way to keep security top of mind.

 5. Turn to data to measure effec�veness

Having a process to measure training and awareness effec�veness is essen�al. One approach to 
measure the impact of training is by coun�ng the number of security incidents that have befallen 
your organiza�on before you implement your formal training program and then quarterly a�erwards. 
Another approach to measure awareness can be the compara�ve volume of security incidents 
being reported by employees. From a content perspec�ve, one can look at par�cipant rates and 
class feedback to assess if training content is engaging enough or needs modifica�on. 

 6. Ensure your program is compliant with regula�ons

Regula�ons like HIPAA, PCI DSS, etc., can help establish best prac�ces and processes that are 
required by several federal and state regula�ons. Making sure your program is compliant with 
these regula�ons can help heighten your organiza�on’s security effec�veness.

 6. Ensure your program is compliant with regula�ons

Any cultural change starts at the top. Ge�ng upper management buy-in ensures increased support 
from mul�ple groups. Not only is it a good idea to establish a regular cadence of communica�ons 
to alert users about security awareness but it also might also be interes�ng to recruit C-level 

execu�ves to send out alerts occasionally to emphasize the priority of this cultural change. 

To sum up, security awareness training is one of the most effec�ve measures against the growing 
cybersecurity a�ack menace. By imbibing these �ps in your awareness program, you’ll be on your 
way to helping employees avoid being the weakest link and instead able to recognize poten�al 
incoming threats and make the right decisions.
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The 7 deadly sins of endpoint
detection & response

Breaches often take weeks or even months to uncover, but the right strategy combined with strong 
endpoint detection & response (EDR) tools can make all the difference. We examine seven vital 
factors to consider.

There are a lot of different elements that need to come together for an organiza�on to secure its data 
properly. Most companies adopt a security strategy that focusses on preven�on, but the idea that you can 
completely lock down your systems and prevent successful incursions is a fallacy. Data breaches are every 
bit as inevitable as death and taxes.

Almost all organiza�ons are going to suffer a breach at some point, but the cost of that data breach 
depends largely on how quickly it is discovered. The longer it takes to detect, the more expensive it will be, 
so the fact that it takes companies 196 days on average to detect a breach, according to the Ponemon 
Ins�tute, is cause for concern. 

Swi� detec�on & response is vital, because it gives a�ackers less �me to dig in and move laterally through 
your network, it reduces the risk of regulatory fines, and it helps you avoid reputa�onal damage. To achieve 
that speed, you need to get into the right frame of mind and adopt the best EDR tools. To assist you in your 
task, we’re about to outline the seven deadly sins of detec�on & response.

Lack of endpoint visibility

The average IT environment today includes countless devices running different opera�ng systems. 
Complexity is growing as the IoT, remote workers, and third-par�es add more poten�ally exploitable 
endpoints into the mix every day. Every organiza�on needs to take steps to secure unmanaged 
devices and eliminate the IoT blind spot. Complete real-�me visibility into every endpoint on your 
network should be a priority. 

Failure to analyze data
 
Maybe you’ve deployed a great EDR system and it’s configured correctly, but now your security team is 
buried under an avalanche of incoming data and they’re struggling to pick out the valuable insights that 
need to be acted upon. There are really two issues here: You need the right tool for your business, 
properly configured, and you need the resources to analyze the incoming data. 

Ignoring alerts
 
Like the boy who cried wolf, any security tool that churns out a high volume of alerts that include false 
posi�ves runs the risk of switching people off. When alert fa�gue kicks in, security teams start to ignore 
things that merit further inves�ga�on. It’s impossible to cull all the bogus alerts, but you have to work 
to make sure that legi�mate alerts don’t pass by unno�ced. If it turns out that a genuine issue was 
ignored, then you need to take a hard look at your procedures.

Overreliance on common indicators of compromise
 
Whether it’s a virus signature or a domain name with a shady reputa�on, there are certain indicators of 
compromise (IOCs) that offer a shortcut to uncovering a breach. By all means watch out for these IOCs, 
but don’t rely on them solely. Smart a�ackers know the IOCs just as well as you do and they’re adept at 
obfusca�ng and disguising their a�acks. Monitoring for suspicious behavior and unusual pa�erns 
should also be a part of your defense strategy. 

Lack of qualified talent
 
We know the cybersecurity skills shortage is a major issue for every organiza�on and it’s ge�ng worse 
with every passing year, but even the best EDR tools in the world are going to prove ineffec�ve without 
qualified analysts behind them. People with the right skills can si� through the data, reduce false 
posi�ves, and help you squeeze real value from your EDR defenses. Your IT department is probably 
overstressed, so look to bring in expert services to lessen the load and fill the talent gap. Outsourcing and 
consultancies can help detect and mi�gate problems and run due diligence to deliver the insights you need. 

Failure to outline response
 
It’s all well and good being able to rapidly detect a breach, but if it’s not swi�ly followed up with the 
necessary ac�on, then it’s not helping your organiza�on. A clear triage strategy is required to ensure 
that serious breaches are dealt with immediately. Set stringent guidelines for repor�ng and inves�ga�on, 
set clear responsibili�es and make sure that the findings inform and drive remedia�on plans in a �mely 
manner. It’s easy to make a bad situa�on worse if you lack a clear policy that’s properly enforced.

Forge�ng to measure and improve
 
The pursuit of security is endless and there’s always room to improve your strategy. No ma�er which 
tools and exper�se you employ, it’s crucial to measure their effec�veness. If your team can’t handle the 
alert volume, then give them more resources or find a way to priori�ze those alerts more effec�vely. If 
there’s a big gap between discovery and remedia�on, you need to set targets and find ways to close it. 
Work out which metrics are most important to your business and create a feedback loop so that they 
drive con�nuous improvements in your strategy.

Most organiza�ons are going to be guilty of a couple of these sins; some may even be guilty of all of 
them. Repentance is not enough. If you want to improve your detec�on & response �mes, then you 
need to act. Establish visibility, assign the right talent and resources to properly analyze data and alerts, 
employ sophis�cated and varied monitoring techniques, learn from your mistakes and always strive to improve. 

7 Tips for a Successful
Security Awareness Training Program

When we hear the word “cybersecurity” a lot comes to mind -- firewalls, antivirus, endpoint protection, 
email security, web security and much more. But how often do we think or talk about people? This 
is a central element in cybersecurity that is often ignored. 

‘To err is human’ -- it’s obvious that as humans we o�en make mistakes. And we can’t be 
programmed either. As humans our behavior is largely unpredictable and failure to account for 
insider threats can result into costly security incidents.

Insiders Cost Companies Millions
 
According to a recent survey by the Ponemon Ins�tute, the average cost of insider-caused incidents is 
$8.76 million -- more than twice the $3.86 million global average cost of all breaches in the same year. 
The 2019 Data Breach Inves�ga�ons Report (DBIR) also highlights that a third of data breaches (34%) 
involved internal employees. 

Cybersecurity is no longer a technical problem. It’s a people problem. And ensuring that people have 
the know-how to defend themselves and the organiza�on against threats is a cri�cal component of a 
robust cybersecurity program. If the intent of any organiza�on is to comply with regulatory and industry 
regula�ons such as FISMA, PCI, HIPAA, or SOX, then it must provide security awareness training in order 
to meet compliance obliga�ons. 

Implemen�ng A Robust Security Awareness Program

The end goal of establishing a thorough program is not to meet compliance requirements. The 
main goal is to prevent loss of sensi�ve data and the pain and costs that follows a cybersecurity breach. 

As Stu Sjouwerman, CEO of KnowBe4, the world’s largest security awareness training company (and 
Towerwall partner), explains in his book, Cyberheist: The biggest financial threat facing American 
businesses since the meltdown of 2008, "Security awareness is the essen�al counterstrike against 
cybercriminals, and it’s the key to avoiding crimes in almost every case. For the best protec�on, 
make security awareness training an essen�al part of your defense-in-depth strategy and require 
training for all employees."

Here are 7 effec�ve �ps to help you put an effec�ve cybersecurity program into place. 

 1. Evaluate the threat landscape

Evalua�on of your cri�cal assets is usually the first step in developing your wider security aware-
ness program. Such an assessment can range from anything like a company-wide cybersecurity 
ques�onnaire or a phishing test and use the results to roll out a larger program that can be used to 
target problem areas that are iden�fied in the assessment. 

 2. Train employees to recognize a phish

A recent Microso� Security Intelligence Report claims a massive 250% increase in phishing a�acks 
from the previous year, indica�ng that phishing a�acks are now by far one of the most frequent 
a�ack vectors in an organiza�on. Teaching employees to recognize phishing emails and social 
engineering a�acks is fundamental to any security awareness training program. It’s also important 
to stress the impact employee ac�ons may have on the organiza�on. Phishing simulators are 
available in the market that can help pin-point weak spots in the organiza�on and it's a good idea 
to deliver training to these vulnerable employees via different methods. 

 3. Get crea�ve with content 

To spark any form of interest in large or small organiza�ons, it is very important that your content is 
engaging. As humans, we are more inclined to remember stories that evoke images and content 
that engages our emo�ons, trigger our imagina�on and mo�vate us into ac�on. It might also make 
sense to fine-tune content based on different types of audiences, considering that standard 
off-the-shelf training may not be suitable for all. 

 4. Training is a con�nuous process

As a security officer, you probably want to set-up an ongoing training program. This would mean 
se�ng up a curriculum that covers most security threats and that keeps security top-of-mind via a 
regular cadence of current topics and trends. Training programs can be established at the �me of 
on-boarding a new employee, and any �me is a good �me to post and share headline-grabbing 
mainstream data breach news stories as a way to keep security top of mind.

 5. Turn to data to measure effec�veness

Having a process to measure training and awareness effec�veness is essen�al. One approach to 
measure the impact of training is by coun�ng the number of security incidents that have befallen 
your organiza�on before you implement your formal training program and then quarterly a�erwards. 
Another approach to measure awareness can be the compara�ve volume of security incidents 
being reported by employees. From a content perspec�ve, one can look at par�cipant rates and 
class feedback to assess if training content is engaging enough or needs modifica�on. 

 6. Ensure your program is compliant with regula�ons

Regula�ons like HIPAA, PCI DSS, etc., can help establish best prac�ces and processes that are 
required by several federal and state regula�ons. Making sure your program is compliant with 
these regula�ons can help heighten your organiza�on’s security effec�veness.

 6. Ensure your program is compliant with regula�ons

Any cultural change starts at the top. Ge�ng upper management buy-in ensures increased support 
from mul�ple groups. Not only is it a good idea to establish a regular cadence of communica�ons 
to alert users about security awareness but it also might also be interes�ng to recruit C-level 

execu�ves to send out alerts occasionally to emphasize the priority of this cultural change. 

To sum up, security awareness training is one of the most effec�ve measures against the growing 
cybersecurity a�ack menace. By imbibing these �ps in your awareness program, you’ll be on your 
way to helping employees avoid being the weakest link and instead able to recognize poten�al 
incoming threats and make the right decisions.
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The 7 deadly sins of endpoint
detection & response

Breaches often take weeks or even months to uncover, but the right strategy combined with strong 
endpoint detection & response (EDR) tools can make all the difference. We examine seven vital 
factors to consider.

There are a lot of different elements that need to come together for an organiza�on to secure its data 
properly. Most companies adopt a security strategy that focusses on preven�on, but the idea that you can 
completely lock down your systems and prevent successful incursions is a fallacy. Data breaches are every 
bit as inevitable as death and taxes.

Almost all organiza�ons are going to suffer a breach at some point, but the cost of that data breach 
depends largely on how quickly it is discovered. The longer it takes to detect, the more expensive it will be, 
so the fact that it takes companies 196 days on average to detect a breach, according to the Ponemon 
Ins�tute, is cause for concern. 

Swi� detec�on & response is vital, because it gives a�ackers less �me to dig in and move laterally through 
your network, it reduces the risk of regulatory fines, and it helps you avoid reputa�onal damage. To achieve 
that speed, you need to get into the right frame of mind and adopt the best EDR tools. To assist you in your 
task, we’re about to outline the seven deadly sins of detec�on & response.

Lack of endpoint visibility

The average IT environment today includes countless devices running different opera�ng systems. 
Complexity is growing as the IoT, remote workers, and third-par�es add more poten�ally exploitable 
endpoints into the mix every day. Every organiza�on needs to take steps to secure unmanaged 
devices and eliminate the IoT blind spot. Complete real-�me visibility into every endpoint on your 
network should be a priority. 

Failure to analyze data
 
Maybe you’ve deployed a great EDR system and it’s configured correctly, but now your security team is 
buried under an avalanche of incoming data and they’re struggling to pick out the valuable insights that 
need to be acted upon. There are really two issues here: You need the right tool for your business, 
properly configured, and you need the resources to analyze the incoming data. 

Ignoring alerts
 
Like the boy who cried wolf, any security tool that churns out a high volume of alerts that include false 
posi�ves runs the risk of switching people off. When alert fa�gue kicks in, security teams start to ignore 
things that merit further inves�ga�on. It’s impossible to cull all the bogus alerts, but you have to work 
to make sure that legi�mate alerts don’t pass by unno�ced. If it turns out that a genuine issue was 
ignored, then you need to take a hard look at your procedures.

Overreliance on common indicators of compromise
 
Whether it’s a virus signature or a domain name with a shady reputa�on, there are certain indicators of 
compromise (IOCs) that offer a shortcut to uncovering a breach. By all means watch out for these IOCs, 
but don’t rely on them solely. Smart a�ackers know the IOCs just as well as you do and they’re adept at 
obfusca�ng and disguising their a�acks. Monitoring for suspicious behavior and unusual pa�erns 
should also be a part of your defense strategy. 

Lack of qualified talent
 
We know the cybersecurity skills shortage is a major issue for every organiza�on and it’s ge�ng worse 
with every passing year, but even the best EDR tools in the world are going to prove ineffec�ve without 
qualified analysts behind them. People with the right skills can si� through the data, reduce false 
posi�ves, and help you squeeze real value from your EDR defenses. Your IT department is probably 
overstressed, so look to bring in expert services to lessen the load and fill the talent gap. Outsourcing and 
consultancies can help detect and mi�gate problems and run due diligence to deliver the insights you need. 

Failure to outline response
 
It’s all well and good being able to rapidly detect a breach, but if it’s not swi�ly followed up with the 
necessary ac�on, then it’s not helping your organiza�on. A clear triage strategy is required to ensure 
that serious breaches are dealt with immediately. Set stringent guidelines for repor�ng and inves�ga�on, 
set clear responsibili�es and make sure that the findings inform and drive remedia�on plans in a �mely 
manner. It’s easy to make a bad situa�on worse if you lack a clear policy that’s properly enforced.

Forge�ng to measure and improve
 
The pursuit of security is endless and there’s always room to improve your strategy. No ma�er which 
tools and exper�se you employ, it’s crucial to measure their effec�veness. If your team can’t handle the 
alert volume, then give them more resources or find a way to priori�ze those alerts more effec�vely. If 
there’s a big gap between discovery and remedia�on, you need to set targets and find ways to close it. 
Work out which metrics are most important to your business and create a feedback loop so that they 
drive con�nuous improvements in your strategy.

Most organiza�ons are going to be guilty of a couple of these sins; some may even be guilty of all of 
them. Repentance is not enough. If you want to improve your detec�on & response �mes, then you 
need to act. Establish visibility, assign the right talent and resources to properly analyze data and alerts, 
employ sophis�cated and varied monitoring techniques, learn from your mistakes and always strive to improve. 

7 Tips for a Successful
Security Awareness Training Program

When we hear the word “cybersecurity” a lot comes to mind -- firewalls, antivirus, endpoint protection, 
email security, web security and much more. But how often do we think or talk about people? This 
is a central element in cybersecurity that is often ignored. 

‘To err is human’ -- it’s obvious that as humans we o�en make mistakes. And we can’t be 
programmed either. As humans our behavior is largely unpredictable and failure to account for 
insider threats can result into costly security incidents.

Insiders Cost Companies Millions
 
According to a recent survey by the Ponemon Ins�tute, the average cost of insider-caused incidents is 
$8.76 million -- more than twice the $3.86 million global average cost of all breaches in the same year. 
The 2019 Data Breach Inves�ga�ons Report (DBIR) also highlights that a third of data breaches (34%) 
involved internal employees. 

Cybersecurity is no longer a technical problem. It’s a people problem. And ensuring that people have 
the know-how to defend themselves and the organiza�on against threats is a cri�cal component of a 
robust cybersecurity program. If the intent of any organiza�on is to comply with regulatory and industry 
regula�ons such as FISMA, PCI, HIPAA, or SOX, then it must provide security awareness training in order 
to meet compliance obliga�ons. 

Implemen�ng A Robust Security Awareness Program

The end goal of establishing a thorough program is not to meet compliance requirements. The 
main goal is to prevent loss of sensi�ve data and the pain and costs that follows a cybersecurity breach. 

As Stu Sjouwerman, CEO of KnowBe4, the world’s largest security awareness training company (and 
Towerwall partner), explains in his book, Cyberheist: The biggest financial threat facing American 
businesses since the meltdown of 2008, "Security awareness is the essen�al counterstrike against 
cybercriminals, and it’s the key to avoiding crimes in almost every case. For the best protec�on, 
make security awareness training an essen�al part of your defense-in-depth strategy and require 
training for all employees."

Here are 7 effec�ve �ps to help you put an effec�ve cybersecurity program into place. 

 1. Evaluate the threat landscape

Evalua�on of your cri�cal assets is usually the first step in developing your wider security aware-
ness program. Such an assessment can range from anything like a company-wide cybersecurity 
ques�onnaire or a phishing test and use the results to roll out a larger program that can be used to 
target problem areas that are iden�fied in the assessment. 

 2. Train employees to recognize a phish

A recent Microso� Security Intelligence Report claims a massive 250% increase in phishing a�acks 
from the previous year, indica�ng that phishing a�acks are now by far one of the most frequent 
a�ack vectors in an organiza�on. Teaching employees to recognize phishing emails and social 
engineering a�acks is fundamental to any security awareness training program. It’s also important 
to stress the impact employee ac�ons may have on the organiza�on. Phishing simulators are 
available in the market that can help pin-point weak spots in the organiza�on and it's a good idea 
to deliver training to these vulnerable employees via different methods. 

 3. Get crea�ve with content 

To spark any form of interest in large or small organiza�ons, it is very important that your content is 
engaging. As humans, we are more inclined to remember stories that evoke images and content 
that engages our emo�ons, trigger our imagina�on and mo�vate us into ac�on. It might also make 
sense to fine-tune content based on different types of audiences, considering that standard 
off-the-shelf training may not be suitable for all. 

 4. Training is a con�nuous process

As a security officer, you probably want to set-up an ongoing training program. This would mean 
se�ng up a curriculum that covers most security threats and that keeps security top-of-mind via a 
regular cadence of current topics and trends. Training programs can be established at the �me of 
on-boarding a new employee, and any �me is a good �me to post and share headline-grabbing 
mainstream data breach news stories as a way to keep security top of mind.

 5. Turn to data to measure effec�veness

Having a process to measure training and awareness effec�veness is essen�al. One approach to 
measure the impact of training is by coun�ng the number of security incidents that have befallen 
your organiza�on before you implement your formal training program and then quarterly a�erwards. 
Another approach to measure awareness can be the compara�ve volume of security incidents 
being reported by employees. From a content perspec�ve, one can look at par�cipant rates and 
class feedback to assess if training content is engaging enough or needs modifica�on. 

 6. Ensure your program is compliant with regula�ons

Regula�ons like HIPAA, PCI DSS, etc., can help establish best prac�ces and processes that are 
required by several federal and state regula�ons. Making sure your program is compliant with 
these regula�ons can help heighten your organiza�on’s security effec�veness.

 6. Ensure your program is compliant with regula�ons

Any cultural change starts at the top. Ge�ng upper management buy-in ensures increased support 
from mul�ple groups. Not only is it a good idea to establish a regular cadence of communica�ons 
to alert users about security awareness but it also might also be interes�ng to recruit C-level 

execu�ves to send out alerts occasionally to emphasize the priority of this cultural change. 

To sum up, security awareness training is one of the most effec�ve measures against the growing 
cybersecurity a�ack menace. By imbibing these �ps in your awareness program, you’ll be on your 
way to helping employees avoid being the weakest link and instead able to recognize poten�al 
incoming threats and make the right decisions.
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7 Tips for a Successful
Security Awareness Training Program

When we hear the word “cybersecurity” a lot comes to mind -- firewalls, antivirus, endpoint protection, 
email security, web security and much more. But how often do we think or talk about people? This 
is a central element in cybersecurity that is often ignored. 

‘To err is human’ -- it’s obvious that as humans we o�en make mistakes. And we can’t be 
programmed either. As humans our behavior is largely unpredictable and failure to account for 
insider threats can result into costly security incidents.

Insiders Cost Companies Millions
 
According to a recent survey by the Ponemon Ins�tute, the average cost of insider-caused incidents is 
$8.76 million -- more than twice the $3.86 million global average cost of all breaches in the same year. 
The 2019 Data Breach Inves�ga�ons Report (DBIR) also highlights that a third of data breaches (34%) 
involved internal employees. 

Cybersecurity is no longer a technical problem. It’s a people problem. And ensuring that people have 
the know-how to defend themselves and the organiza�on against threats is a cri�cal component of a 
robust cybersecurity program. If the intent of any organiza�on is to comply with regulatory and industry 
regula�ons such as FISMA, PCI, HIPAA, or SOX, then it must provide security awareness training in order 
to meet compliance obliga�ons. 

Implemen�ng A Robust Security Awareness Program

The end goal of establishing a thorough program is not to meet compliance requirements. The 
main goal is to prevent loss of sensi�ve data and the pain and costs that follows a cybersecurity breach. 

As Stu Sjouwerman, CEO of KnowBe4, the world’s largest security awareness training company (and 
Towerwall partner), explains in his book, Cyberheist: The biggest financial threat facing American 
businesses since the meltdown of 2008, "Security awareness is the essen�al counterstrike against 
cybercriminals, and it’s the key to avoiding crimes in almost every case. For the best protec�on, 
make security awareness training an essen�al part of your defense-in-depth strategy and require 
training for all employees."

Here are 7 effec�ve �ps to help you put an effec�ve cybersecurity program into place. 

 1. Evaluate the threat landscape

Evalua�on of your cri�cal assets is usually the first step in developing your wider security aware-
ness program. Such an assessment can range from anything like a company-wide cybersecurity 
ques�onnaire or a phishing test and use the results to roll out a larger program that can be used to 
target problem areas that are iden�fied in the assessment. 

 2. Train employees to recognize a phish

A recent Microso� Security Intelligence Report claims a massive 250% increase in phishing a�acks 
from the previous year, indica�ng that phishing a�acks are now by far one of the most frequent 
a�ack vectors in an organiza�on. Teaching employees to recognize phishing emails and social 
engineering a�acks is fundamental to any security awareness training program. It’s also important 
to stress the impact employee ac�ons may have on the organiza�on. Phishing simulators are 
available in the market that can help pin-point weak spots in the organiza�on and it's a good idea 
to deliver training to these vulnerable employees via different methods. 

 3. Get crea�ve with content 

To spark any form of interest in large or small organiza�ons, it is very important that your content is 
engaging. As humans, we are more inclined to remember stories that evoke images and content 
that engages our emo�ons, trigger our imagina�on and mo�vate us into ac�on. It might also make 
sense to fine-tune content based on different types of audiences, considering that standard 
off-the-shelf training may not be suitable for all. 

 4. Training is a con�nuous process

As a security officer, you probably want to set-up an ongoing training program. This would mean 
se�ng up a curriculum that covers most security threats and that keeps security top-of-mind via a 
regular cadence of current topics and trends. Training programs can be established at the �me of 
on-boarding a new employee, and any �me is a good �me to post and share headline-grabbing 
mainstream data breach news stories as a way to keep security top of mind.

 5. Turn to data to measure effec�veness

Having a process to measure training and awareness effec�veness is essen�al. One approach to 
measure the impact of training is by coun�ng the number of security incidents that have befallen 
your organiza�on before you implement your formal training program and then quarterly a�erwards. 
Another approach to measure awareness can be the compara�ve volume of security incidents 
being reported by employees. From a content perspec�ve, one can look at par�cipant rates and 
class feedback to assess if training content is engaging enough or needs modifica�on. 

 6. Ensure your program is compliant with regula�ons

Regula�ons like HIPAA, PCI DSS, etc., can help establish best prac�ces and processes that are 
required by several federal and state regula�ons. Making sure your program is compliant with 
these regula�ons can help heighten your organiza�on’s security effec�veness.

 6. Ensure your program is compliant with regula�ons

Any cultural change starts at the top. Ge�ng upper management buy-in ensures increased support 
from mul�ple groups. Not only is it a good idea to establish a regular cadence of communica�ons 
to alert users about security awareness but it also might also be interes�ng to recruit C-level 

execu�ves to send out alerts occasionally to emphasize the priority of this cultural change. 

To sum up, security awareness training is one of the most effec�ve measures against the growing 
cybersecurity a�ack menace. By imbibing these �ps in your awareness program, you’ll be on your 
way to helping employees avoid being the weakest link and instead able to recognize poten�al 
incoming threats and make the right decisions.



Page 31

7 Tips for a Successful
Security Awareness Training Program

When we hear the word “cybersecurity” a lot comes to mind -- firewalls, antivirus, endpoint protection, 
email security, web security and much more. But how often do we think or talk about people? This 
is a central element in cybersecurity that is often ignored. 

‘To err is human’ -- it’s obvious that as humans we o�en make mistakes. And we can’t be 
programmed either. As humans our behavior is largely unpredictable and failure to account for 
insider threats can result into costly security incidents.

Insiders Cost Companies Millions
 
According to a recent survey by the Ponemon Ins�tute, the average cost of insider-caused incidents is 
$8.76 million -- more than twice the $3.86 million global average cost of all breaches in the same year. 
The 2019 Data Breach Inves�ga�ons Report (DBIR) also highlights that a third of data breaches (34%) 
involved internal employees. 

Cybersecurity is no longer a technical problem. It’s a people problem. And ensuring that people have 
the know-how to defend themselves and the organiza�on against threats is a cri�cal component of a 
robust cybersecurity program. If the intent of any organiza�on is to comply with regulatory and industry 
regula�ons such as FISMA, PCI, HIPAA, or SOX, then it must provide security awareness training in order 
to meet compliance obliga�ons. 

Implemen�ng A Robust Security Awareness Program

The end goal of establishing a thorough program is not to meet compliance requirements. The 
main goal is to prevent loss of sensi�ve data and the pain and costs that follows a cybersecurity breach. 

As Stu Sjouwerman, CEO of KnowBe4, the world’s largest security awareness training company (and 
Towerwall partner), explains in his book, Cyberheist: The biggest financial threat facing American 
businesses since the meltdown of 2008, "Security awareness is the essen�al counterstrike against 
cybercriminals, and it’s the key to avoiding crimes in almost every case. For the best protec�on, 
make security awareness training an essen�al part of your defense-in-depth strategy and require 
training for all employees."

Here are 7 effec�ve �ps to help you put an effec�ve cybersecurity program into place. 

 1. Evaluate the threat landscape

Evalua�on of your cri�cal assets is usually the first step in developing your wider security aware-
ness program. Such an assessment can range from anything like a company-wide cybersecurity 
ques�onnaire or a phishing test and use the results to roll out a larger program that can be used to 
target problem areas that are iden�fied in the assessment. 

 2. Train employees to recognize a phish

A recent Microso� Security Intelligence Report claims a massive 250% increase in phishing a�acks 
from the previous year, indica�ng that phishing a�acks are now by far one of the most frequent 
a�ack vectors in an organiza�on. Teaching employees to recognize phishing emails and social 
engineering a�acks is fundamental to any security awareness training program. It’s also important 
to stress the impact employee ac�ons may have on the organiza�on. Phishing simulators are 
available in the market that can help pin-point weak spots in the organiza�on and it's a good idea 
to deliver training to these vulnerable employees via different methods. 

 3. Get crea�ve with content 

To spark any form of interest in large or small organiza�ons, it is very important that your content is 
engaging. As humans, we are more inclined to remember stories that evoke images and content 
that engages our emo�ons, trigger our imagina�on and mo�vate us into ac�on. It might also make 
sense to fine-tune content based on different types of audiences, considering that standard 
off-the-shelf training may not be suitable for all. 

 4. Training is a con�nuous process

As a security officer, you probably want to set-up an ongoing training program. This would mean 
se�ng up a curriculum that covers most security threats and that keeps security top-of-mind via a 
regular cadence of current topics and trends. Training programs can be established at the �me of 
on-boarding a new employee, and any �me is a good �me to post and share headline-grabbing 
mainstream data breach news stories as a way to keep security top of mind.

 5. Turn to data to measure effec�veness

Having a process to measure training and awareness effec�veness is essen�al. One approach to 
measure the impact of training is by coun�ng the number of security incidents that have befallen 
your organiza�on before you implement your formal training program and then quarterly a�erwards. 
Another approach to measure awareness can be the compara�ve volume of security incidents 
being reported by employees. From a content perspec�ve, one can look at par�cipant rates and 
class feedback to assess if training content is engaging enough or needs modifica�on. 

 6. Ensure your program is compliant with regula�ons

Regula�ons like HIPAA, PCI DSS, etc., can help establish best prac�ces and processes that are 
required by several federal and state regula�ons. Making sure your program is compliant with 
these regula�ons can help heighten your organiza�on’s security effec�veness.

 6. Ensure your program is compliant with regula�ons

Any cultural change starts at the top. Ge�ng upper management buy-in ensures increased support 
from mul�ple groups. Not only is it a good idea to establish a regular cadence of communica�ons 
to alert users about security awareness but it also might also be interes�ng to recruit C-level 

execu�ves to send out alerts occasionally to emphasize the priority of this cultural change. 

To sum up, security awareness training is one of the most effec�ve measures against the growing 
cybersecurity a�ack menace. By imbibing these �ps in your awareness program, you’ll be on your 
way to helping employees avoid being the weakest link and instead able to recognize poten�al 
incoming threats and make the right decisions.
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7 Tips for a Successful
Security Awareness Training Program

When we hear the word “cybersecurity” a lot comes to mind -- firewalls, antivirus, endpoint protection, 
email security, web security and much more. But how often do we think or talk about people? This 
is a central element in cybersecurity that is often ignored. 

‘To err is human’ -- it’s obvious that as humans we o�en make mistakes. And we can’t be 
programmed either. As humans our behavior is largely unpredictable and failure to account for 
insider threats can result into costly security incidents.

Insiders Cost Companies Millions
 
According to a recent survey by the Ponemon Ins�tute, the average cost of insider-caused incidents is 
$8.76 million -- more than twice the $3.86 million global average cost of all breaches in the same year. 
The 2019 Data Breach Inves�ga�ons Report (DBIR) also highlights that a third of data breaches (34%) 
involved internal employees. 

Cybersecurity is no longer a technical problem. It’s a people problem. And ensuring that people have 
the know-how to defend themselves and the organiza�on against threats is a cri�cal component of a 
robust cybersecurity program. If the intent of any organiza�on is to comply with regulatory and industry 
regula�ons such as FISMA, PCI, HIPAA, or SOX, then it must provide security awareness training in order 
to meet compliance obliga�ons. 

Implemen�ng A Robust Security Awareness Program

The end goal of establishing a thorough program is not to meet compliance requirements. The 
main goal is to prevent loss of sensi�ve data and the pain and costs that follows a cybersecurity breach. 

As Stu Sjouwerman, CEO of KnowBe4, the world’s largest security awareness training company (and 
Towerwall partner), explains in his book, Cyberheist: The biggest financial threat facing American 
businesses since the meltdown of 2008, "Security awareness is the essen�al counterstrike against 
cybercriminals, and it’s the key to avoiding crimes in almost every case. For the best protec�on, 
make security awareness training an essen�al part of your defense-in-depth strategy and require 
training for all employees."

Here are 7 effec�ve �ps to help you put an effec�ve cybersecurity program into place. 

 1. Evaluate the threat landscape

Evalua�on of your cri�cal assets is usually the first step in developing your wider security aware-
ness program. Such an assessment can range from anything like a company-wide cybersecurity 
ques�onnaire or a phishing test and use the results to roll out a larger program that can be used to 
target problem areas that are iden�fied in the assessment. 

 2. Train employees to recognize a phish

A recent Microso� Security Intelligence Report claims a massive 250% increase in phishing a�acks 
from the previous year, indica�ng that phishing a�acks are now by far one of the most frequent 
a�ack vectors in an organiza�on. Teaching employees to recognize phishing emails and social 
engineering a�acks is fundamental to any security awareness training program. It’s also important 
to stress the impact employee ac�ons may have on the organiza�on. Phishing simulators are 
available in the market that can help pin-point weak spots in the organiza�on and it's a good idea 
to deliver training to these vulnerable employees via different methods. 

 3. Get crea�ve with content 

To spark any form of interest in large or small organiza�ons, it is very important that your content is 
engaging. As humans, we are more inclined to remember stories that evoke images and content 
that engages our emo�ons, trigger our imagina�on and mo�vate us into ac�on. It might also make 
sense to fine-tune content based on different types of audiences, considering that standard 
off-the-shelf training may not be suitable for all. 

 4. Training is a con�nuous process

As a security officer, you probably want to set-up an ongoing training program. This would mean 
se�ng up a curriculum that covers most security threats and that keeps security top-of-mind via a 
regular cadence of current topics and trends. Training programs can be established at the �me of 
on-boarding a new employee, and any �me is a good �me to post and share headline-grabbing 
mainstream data breach news stories as a way to keep security top of mind.

 5. Turn to data to measure effec�veness

Having a process to measure training and awareness effec�veness is essen�al. One approach to 
measure the impact of training is by coun�ng the number of security incidents that have befallen 
your organiza�on before you implement your formal training program and then quarterly a�erwards. 
Another approach to measure awareness can be the compara�ve volume of security incidents 
being reported by employees. From a content perspec�ve, one can look at par�cipant rates and 
class feedback to assess if training content is engaging enough or needs modifica�on. 

 6. Ensure your program is compliant with regula�ons

Regula�ons like HIPAA, PCI DSS, etc., can help establish best prac�ces and processes that are 
required by several federal and state regula�ons. Making sure your program is compliant with 
these regula�ons can help heighten your organiza�on’s security effec�veness.

 6. Ensure your program is compliant with regula�ons

Any cultural change starts at the top. Ge�ng upper management buy-in ensures increased support 
from mul�ple groups. Not only is it a good idea to establish a regular cadence of communica�ons 
to alert users about security awareness but it also might also be interes�ng to recruit C-level 

execu�ves to send out alerts occasionally to emphasize the priority of this cultural change. 

To sum up, security awareness training is one of the most effec�ve measures against the growing 
cybersecurity a�ack menace. By imbibing these �ps in your awareness program, you’ll be on your 
way to helping employees avoid being the weakest link and instead able to recognize poten�al 
incoming threats and make the right decisions.

In these �mes of high-risk cyber threats it pays to have well trained staff that can recognize threats.
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7 Tips for a Successful
Security Awareness Training Program

When we hear the word “cybersecurity” a lot comes to mind -- firewalls, antivirus, endpoint protection, 
email security, web security and much more. But how often do we think or talk about people? This 
is a central element in cybersecurity that is often ignored. 

‘To err is human’ -- it’s obvious that as humans we o�en make mistakes. And we can’t be 
programmed either. As humans our behavior is largely unpredictable and failure to account for 
insider threats can result into costly security incidents.

Insiders Cost Companies Millions
 
According to a recent survey by the Ponemon Ins�tute, the average cost of insider-caused incidents is 
$8.76 million -- more than twice the $3.86 million global average cost of all breaches in the same year. 
The 2019 Data Breach Inves�ga�ons Report (DBIR) also highlights that a third of data breaches (34%) 
involved internal employees. 

Cybersecurity is no longer a technical problem. It’s a people problem. And ensuring that people have 
the know-how to defend themselves and the organiza�on against threats is a cri�cal component of a 
robust cybersecurity program. If the intent of any organiza�on is to comply with regulatory and industry 
regula�ons such as FISMA, PCI, HIPAA, or SOX, then it must provide security awareness training in order 
to meet compliance obliga�ons. 

Implemen�ng A Robust Security Awareness Program

The end goal of establishing a thorough program is not to meet compliance requirements. The 
main goal is to prevent loss of sensi�ve data and the pain and costs that follows a cybersecurity breach. 

As Stu Sjouwerman, CEO of KnowBe4, the world’s largest security awareness training company (and 
Towerwall partner), explains in his book, Cyberheist: The biggest financial threat facing American 
businesses since the meltdown of 2008, "Security awareness is the essen�al counterstrike against 
cybercriminals, and it’s the key to avoiding crimes in almost every case. For the best protec�on, 
make security awareness training an essen�al part of your defense-in-depth strategy and require 
training for all employees."

Here are 7 effec�ve �ps to help you put an effec�ve cybersecurity program into place. 

 1. Evaluate the threat landscape

Evalua�on of your cri�cal assets is usually the first step in developing your wider security aware-
ness program. Such an assessment can range from anything like a company-wide cybersecurity 
ques�onnaire or a phishing test and use the results to roll out a larger program that can be used to 
target problem areas that are iden�fied in the assessment. 

 2. Train employees to recognize a phish

A recent Microso� Security Intelligence Report claims a massive 250% increase in phishing a�acks 
from the previous year, indica�ng that phishing a�acks are now by far one of the most frequent 
a�ack vectors in an organiza�on. Teaching employees to recognize phishing emails and social 
engineering a�acks is fundamental to any security awareness training program. It’s also important 
to stress the impact employee ac�ons may have on the organiza�on. Phishing simulators are 
available in the market that can help pin-point weak spots in the organiza�on and it's a good idea 
to deliver training to these vulnerable employees via different methods. 

 3. Get crea�ve with content 

To spark any form of interest in large or small organiza�ons, it is very important that your content is 
engaging. As humans, we are more inclined to remember stories that evoke images and content 
that engages our emo�ons, trigger our imagina�on and mo�vate us into ac�on. It might also make 
sense to fine-tune content based on different types of audiences, considering that standard 
off-the-shelf training may not be suitable for all. 

 4. Training is a con�nuous process

As a security officer, you probably want to set-up an ongoing training program. This would mean 
se�ng up a curriculum that covers most security threats and that keeps security top-of-mind via a 
regular cadence of current topics and trends. Training programs can be established at the �me of 
on-boarding a new employee, and any �me is a good �me to post and share headline-grabbing 
mainstream data breach news stories as a way to keep security top of mind.

 5. Turn to data to measure effec�veness

Having a process to measure training and awareness effec�veness is essen�al. One approach to 
measure the impact of training is by coun�ng the number of security incidents that have befallen 
your organiza�on before you implement your formal training program and then quarterly a�erwards. 
Another approach to measure awareness can be the compara�ve volume of security incidents 
being reported by employees. From a content perspec�ve, one can look at par�cipant rates and 
class feedback to assess if training content is engaging enough or needs modifica�on. 

 6. Ensure your program is compliant with regula�ons

Regula�ons like HIPAA, PCI DSS, etc., can help establish best prac�ces and processes that are 
required by several federal and state regula�ons. Making sure your program is compliant with 
these regula�ons can help heighten your organiza�on’s security effec�veness.

 6. Ensure your program is compliant with regula�ons

Any cultural change starts at the top. Ge�ng upper management buy-in ensures increased support 
from mul�ple groups. Not only is it a good idea to establish a regular cadence of communica�ons 
to alert users about security awareness but it also might also be interes�ng to recruit C-level 

execu�ves to send out alerts occasionally to emphasize the priority of this cultural change. 

To sum up, security awareness training is one of the most effec�ve measures against the growing 
cybersecurity a�ack menace. By imbibing these �ps in your awareness program, you’ll be on your 
way to helping employees avoid being the weakest link and instead able to recognize poten�al 
incoming threats and make the right decisions.
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